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EXECUTIVE SUMMARY

1. E-commerce and e-business hold great potential and opportunities for SMEs in the
CARIFORUM region. Besides access to new and bigger markets, such electronically mediated
trade can help to bring about reduced costs and faster turnaround times by streamlining and
integrating processes along the entire business value chain.

2. Nevertheless, in the Caribbean an integrated strategy to assist SMEs in benefitting
from e-commerce has hitherto been lacking. The present document aims at correcting this
situation. In particular, the strategies proposed are hoped to help Caribbean firms not only
to increase intra-regional goods and services trade through e-commerce but also to
capitalise on the opportunities created by the CARIFORUM States’ Economic Partnership
Agreement with the European Union. In this sense, the strategy has been formulated after
examining the operational and legal issues surrounding e-commerce in CARIFORUM. It
recommends specific, tangible interventions to be made in the context of programmes
aimed at enhancing the use of e-commerce by SMEs in CARIFORUM by addressing specific
challenges they face.

3. The strategy document consists of two main parts. The first one is devoted to an
analysis of the current situation of e-commerce in CARIFORUM countries, its barriers and
facilitators. The second part presents the strategies which are proposed in response to the
analysis.

Part A — Analysis

4, The issues surrounding e-commerce are complex both in technological and
regulatory terms, and subject to constant and rapid change. As such, a strategy for the
CARIFORUM countries aiming at supporting SMEs’ use of e-commerce must be based on an
up-to date assessment of the current situation of e-commerce as well as its barriers and
facilitators.

5. The analysis undertaken during the strategy formulation is based on three pillars.
First, a diagnostic of the infrastructure determines the quality of the infrastructural basis
upon which SMEs in the CARIFORUM countries engage in e-commerce. In most developing
countries — and this includes at least some of the CARIFORUM countries —, lack of adequate
infrastructure remains the major obstacle to the uptake of information and communication
technologies (ICT). E-commerce cannot be addressed in isolation from other ICT
development efforts. Adequate network infrastructure, affordable infrastructure services,
and reliable local & international communication are all key factors for the success of any e-
commerce initiative. E-commerce will have very little impact for SMEs until it can be
accessed and use by everyone regardless of their location. Assessing the current state of the
infrastructure in the region therefore provides important findings for the e-commerce
strategy to be developed.

6. A second core requirement for SMEs’ use of e-commerce is that appropriate laws and
regulations are in place. Hence, a legal and regulatory diagnostic identifies the current
status, especially the weaknesses of existing laws and regulations on e-commerce as well as
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any laws, proposed or existing, on issues such as data protection, cyber crime, formation of
contracts, and electronic payments, etc.

7. Third, the actual use of e-commerce by SMEs also crucially depends on their internal
capacities (both financial and human resources) as well as their strategies and priorities.
Studies in developed counties indicate that the knowledge and commitment of owner or
managers of SMEs play a key role in whether SME’s engage in e-commerce. SMEs tend to
have concerns about return on investments that may lead owners or managers to be
reluctant to make substantial investments when short-term returns are not guaranteed.
Related industry experience of owners is also a key factor in their e-commerce success.
Governments and SME support institutions can enhance capacities and shape strategies
through a variety of measures, including training and awareness raising programmes. In this
context, the purpose of the third pillar of the analysis was to identify how SMEs in
CARIFORUM countries actually engage in e-commerce and to determine their views on e-
commerce. This third part of the diagnosis was carried out through a survey of SMEs.

8. The findings of the analysis undertaken in this document can be summarised as

follows:

= The telecommunications infrastructure in some CARIFORUM States suffers from
insufficient broadband availability and/or at an affordable price and would benefit from
a more liberalised telecommunications environment.

= The legal and business environment in many CARIFORUM States lack clarity in the
predictability of the application of the rule of law, the investment or incentive
environment toward research and development, as well as the level of accomplishment
and interconnectivity of the banking sector (including the availability or lack of access to
electronic payment facilities).

= Privacy and trust are insufficiently guaranteed in CARIFORUM, due to an only partial
existence of data protection and other security legislation within the region, the lack of
awareness of consumers about their rights, options and alternatives, the lack of
mechanisms to indicate the level of risk associated with transactions, as well as the lack
of infrastructure to deal swiftly with any occurrences of cyber-crimes.

= Human resource capacities for e-commerce are highly constrained. Most SMEs are
currently incapable of accessing the strategic, managerial and technical talent required
to properly assess and effectively implement e-business alternatives/solutions.

= There is a lack of full ability to create indigenous high-quality content which can be
shared across different platforms as well as the availability to public e-content for private
sector re-use. The availability of such content and services would be a key requirement
for many national and regional-level e-commerce policy initiatives.

= Regarding e-government, there is a lack of overarching policies, legislation and planning,
lack of e-payments systems to and from the public, lack of existence of policies to
encourage interoperability, problems with co-ordination between governmental
departments.

Part B — Strategy

9. The vision which the CARIFORUM e-commerce strategy pursues is that SMEs in the
CARIFORUM actively engage, without being restrained by legal or technical bottlenecks, e-
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commerce in their domestic, regional and international business. The use of e-commerce
has created a virtuous circle through the strengthening of CARFORUM SMEs’ international
competitiveness.

10. Specifically, the target situation which the CARIFORUM e-commerce strategy aims to

help achieve has the following characteristics:

= The Legal and Business Environment — a predictable and transparent legislative
framework, harmonised with best international practices, allowing for the ease of doing
business electronically while providing the required protections. Access to quality
electronic payment facilities and information security services.

= The Telecommunications Market and Infrastructure — A de facto liberalised
telecommunications environment and the wide availability of high quality, high speed
and affordable broadband access.

= Privacy and Trust — The existence of relevant data protection and other security
legislation, the awareness of consumers about their rights, options and alternatives,
mechanisms to indicate the level of risk associated with a transaction as well as capacity
and infrastructure to deal swiftly with any occurrences of cyber-crimes.

= Human Resource Capacity — the availability of strategic, managerial and technical talent
required to effectively implement e-business alternatives/solutions. The promotion of
relevant training programmes to address this skills gap.

= Content and Services — the ability to create indigenous high-quality content which can be
shared across different platforms as well as the availability to public e-content for private
sector re-use.

= E-Government — Government to use its size and status as the largest single provider of
services to the economy to act as model user, leading by example through its own use of
e-commerce/e-business techniques in the delivery of its services.

11. A multidimensional strategy is required to enhance SMEs’ use of e-commerce in the
CARIFORUM countries. This means that both technological upgrading, drafting of
appropriate legislation and regulations, and capacity building and awareness raising of both
the public sector and SMEs will be necessary elements of the regional e-commerce strategy.

12. The e-commerce maturity framework introduced in this document suggests that the
starting point is at the physical and technical infrastructural level. Building on this, if the
commensurate regulations and policies for e-commerce are not in place, e-commerce
cannot strive. Therefore, an appropriate legal and regulatory framework must be laid down.
But ‘softer’ infrastructure such as citizen awareness is also a requirement from an early
stage.

13. Once this fundamental platform has been achieved, application and content services
begin to proliferate. The availability of relevant services serves as a catalyst to widespread
ICT/e-commerce adoption, and a formal ICT industry/sector begins to develop. Eventually, if
appropriate policy actions continue to be pursued, the economy will become a net exporter
of both knowledge and physical products, enabled by the advanced use of the tools and
methods of e-commerce/e-business. The e-commerce maturity framework thus presents a
logical approach to tackle e-commerce issues in a strategic way. Logically the bottom level
(infrastructure) is needed before implementation of the level above this (service) and so on.
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14. Because CARIFORUM countries are at different stages of development the framework
is designed such that individual territories can determine their current state and move to
implement the appropriate strategies. Additionally, depending upon the level of
development of a nation with regard to the framework certain issues can be tackled
horizontally across the CARIFORUM region. Thus there is no fixed sequencing for the region
or even individual countries but a general guideline may be taken from the maturity
framework.

15. Given the findings of the analysis in this document and the breadth of issues that
need to be addressed, eight major interventions are proposed. Most of these relate to the
bottom three levels, infrastructure, services, and industry formation. The proposed
strategies are:
= Strategy Axis A: Improving the technical and legal infrastructure for e-commerce

1. Strategy for telecommunications infrastructure/broadband

2. Strategy for regional mobile broadband and m-payments

3. Regional IXPs/interconnection strategy

4. Strategy for common approach to e-commerce legislation in CARIFORUM
= Strategy Axis B: Supporting CARIFORUM SMEs to engage in e-commerce

1. Strategy for an e-business regional support agenda

2. Aregional support programme for the services layer

3. Strategy for regional ecommerce capacity building and e-commerce solutions

project
4. Strategy for software development training and universities

16. Critical success factors in developing a vibrant e-commerce environment are as

follows:

= Ensuring government leadership through the implementation of e-government services
to the public. This is especially the case where services for the payment of services and
taxes are done electronically.

= Private sector involvement and pressure, especially in the liberalisation of
telecommunications, the development of competitive telecommunications sectors and
provision of services.

= The modernisation of commercial law as a whole, and not just e-commerce legislation
that would validate electronic transactions and electronic signatures.

= Deep and ongoing commitment on the part of governments in carrying out the aims and
recommendations of policy and strategy frameworks.

17. At present there is no governance structure for e-commerce strategies and
implementation in the region. Such a governance structure would provide a better
framework and environment that would benefit SMEs in adopting e-commerce, as there
would be leadership, vision, national impetus, and national focus on e-commerce. The rising
tide of e-services within both the private and public sectors would ultimately benefit SMEs in
adopting e-commerce and e-business activities.

18. The institutional challenge for the CARIFORUM e-commerce strategy stems from the
fact that at the CARICOM level an institutional entity already exists, i.e. the CARICOM E-
Commerce Unit, but does not cover the Dominican Republic. Therefore, it will need to be
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discussed to what extent a modus operandi could be found for an “extended” unit which
would also cover the Dominican Republic.
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INTRODUCTION

Micro, Small and Medium Sized Enterprises (MSMEs) contribute significantly to the non-
energy segment of the regional gross domestic product (GDP) and provide the lion’s share of
employment in the Caribbean, outside of the public sector. Yet these firms have traditionally
faced many, sometimes crippling, challenges due to their restricted size and reach. These
challenges include, among others:

= Limited access to capital (particularly for start-ups);

= |nadequate access to market information;

= Aninability to attract the highest quality human resources;

= Difficulty in servicing large contracts; and

= Small promotional/advertising budgets.

These factors have traditionally militated against the success and growth of smaller firms
causing many of them to fail in the marketplace.

At the same time however, the phenomenon of Information and Communications
Technologies (ICTs) has been accelerating throughout the world as well as right here in the
Caribbean. Increasing numbers of people are now interconnected via high-speed (or
broadband) links to the internet and are able to interact with the world right from their
homes, offices and communities.

E-commerce and e-business hold great potential and opportunities for SMEs in the
CARIFORUM region.! Besides access to new and bigger markets, such electronically
mediated trade can help to bring about reduced costs and faster turnaround times by
streamlining and integrating processes along the entire business value chain.

E-commerce involves a lot more than simply buying and selling goods and services over the
internet. Ultimately it can encompass the total reorganisation of business processes to
enable effective operation in a networked electronic environment. For an SME it can mean a
shift from being a producer relying on wholesalers to gain access to markets, to dealing
directly with the end-user and suppliers, and everyone else along the value chain. This in
turn demands a revolution in how information is used by the firm, both internally and

! E-commerce in its purest sense is defined as “all electronically mediated information exchanges between an
organization and its external stakeholders.” Thus a company which posts information on a brochure website is
not engaging in e-commerce. However a company which accepts requests for additional information about
specific products and provides that information interactively via their website is engaging in e-commerce.
Financial information of course is included in this definition but the concept is broader than the realm of strictly
finance.

E-business, in contrast, may be defined as “all electronically mediated information exchanges, both within an
organization and with external stakeholders supporting the range of business processes.” E-Business is said to
occur when a business has fully integrated ICTs into its operations, both internally and with external
stakeholders; potentially redesigning its business processes or even reinventing its business model. Thus, an
organisation can be engaging in e-commerce, through its ability to electronically interact with its customers on-
line, but it may not be an e-business because it has not implemented the back-office functions and business
processes which electronically and organisationally support that interaction.
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externally, as well as the development of new relationships with partners such as financial

institutions and transportation companies. Aspects of that revolution can include:

= Hugely reducing order-to-output times for a rapid response to orders, deploying e-
commerce internally

= Implementing or encouraging e-commerce with suppliers

= Implementing an electronic payment system

= Ensuring compliance with consumer protection and data privacy, and supporting
warranty and liability issues

= Implementing guaranteed delivery systems

= Developing an effective front-end customer Web interface

= Developing new and innovative means to market products

A fully e-commerce enabled business (or an e-business) is often barely recognisable as the
company that began the process. And the process — even assuming an enabling legal,
regulatory, infrastructural, and financial environment - requires an intensive level of capacity
and skills development and significant investment in ICTs.

There are a multiplicity of factors that affect the ability of smaller firms to benefit from the
advent of ICTs and other network technologies. Many countries and regions around the
world have attempted to put in place policies and initiatives intended to advance cause of
the SME. Some of the key aspects that many of these initiatives consider are as follows:

= The Legal and Business Environment — factors here include the predictability and
transparency of the application of the rule of law, the treatment of intellectual property,
the tone of labour relations, the ease of setting up of dissolving businesses, the
investment or incentive environment toward research and development, as well as the
level of accomplishment and interconnectivity of the banking sector (including the
availability or lack of access to electronic payment facilities).

* The Telecommunications Market and Infrastructure — referred to here are issues such
as the existence or lack of a liberalised telecommunications environment and the level of
competition between provider firms, the quality, speed and affordability of broadband
access, and the existence of policies to encourage universality, technology neutrality and
interoperability.

= Privacy and Trust — one of the key determinants of the widespread adoption of e-
Commerce within the public and private sectors as well as the general population is the
implicit trust that users place in the system. Factors here include the existence of
relevant data protection and other security legislation, the awareness of consumers
about their rights, options and alternatives, mechanisms to indicate the level of risk
associated with a transaction as well as infrastructure to deal swiftly with any
occurrences of cyber-malfeasance.

= Human Resource Capacity — a main challenge, particularly to smaller firms in the uptake
of e-Commerce and e-Business is the inability to access the strategic, managerial and
technical talent required to properly assess and effectively implement e-business
alternatives/solutions. Many national and regional policies attempt to promote training
programmes of various kinds to address this skills gap.

= Content and Services — the ability to efficiently access important/relevant information
and services provides the critical reason or “platform of purpose” for the use of the
internet. Hence the ability to create indigenous high-quality content which can be shared
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across different platforms as well as the availability to public e-content for private sector
re-use, are key to many national and regional-level e-commerce policy initiatives.

= E-Government — Government has the opportunity to use its size and status as the largest
single provider of services to the economy to act as a Model User, leading by example
through its own use of e-commerce/e-business techniques in the delivery of its services.
This prepares the business environment for SMEs and provides a direct incentive for
uptake. Government can also implement a number of other very specific initiatives to
directly support and advise SMEs

These factors are by no means an exhaustive list of considerations. However, they do
capture the main themes and trends found in many national and regional e-commerce
policies and policy frameworks.

In the Caribbean, an integrated strategy to assist SMEs in benefitting from e-commerce has
hitherto been lacking. The present document aims at correcting this situation. In particular,
the strategies proposed in here are hoped to help Caribbean firms not only to increase intra-
regional goods and services trade through e-commerce but also to capitalise on the
opportunities created by the CARIFORUM States’ Economic Partnership Agreement (EPA)
with the European Union. In this sense, the strategy has been formulated after examining
the operational and legal issues surrounding e-commerce in CARIFORUM. It recommends
specific, tangible interventions to be made in the context of programmes aimed at
enhancing the use of e-commerce by SMEs in CARIFORUM by addressing specific challenges
they face.

The strategy must also be placed in context of the other trade agreements existing in
CARIFORUM. The majority of CARIFORUM States are also parties to the Revised Treaty of
Chaguaramas which established the CARICOM Single Market and Economy (CSME) and
requires that CARICOM Member States to elaborate a Protocol relating to free circulation of
goods in the CSME. Many of the OECS States also recently signed the Revised Treaty of
Basseterre establishing the OECS Economic Union, which allows for the free movement of
goods, capital and labour between Member States and provides a foundation for closer co-
operation on certain governance related matters and deepening economic integration.

* % %k

This strategy document consists of two main parts. The first one is devoted to an analysis of
the current situation of e-commerce in CARIFORUM countries, its barriers and facilitators.
The second part presents the strategies which are proposed in response to the analysis. The
strategy part very briefly summarises the main findings of the analysis before describing the
vision and elements of the strategy. Thus, a reader with sever time constraints might skip
the analytical part. However, given the complex technical and legal nature of many of the
proposed actions it is recommended that the reader goes through the complete document
or at least consults the relevant sections in part A when looking at a particular strategy or
key action.
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PART A: ANALYSIS

1 INTRODUCTION AND ANALYTICAL FRAMEWORK

The issues surrounding e-commerce are complex both in technological and regulatory terms,
and subject to constant and rapid change. As such, a strategy for the CARIFORUM countries
aiming at supporting SMEs’ use of e-commerce must be based on an up-to date assessment
of the current situation of e-commerce as well as its barriers and facilitators.

Such an analysis is presented in this part of the strategy. It is based on three pillars. First, a
diagnostic of the infrastructure (chapter 2) determines the quality of the infrastructural
basis upon which SMEs in the CARIFORUM countries engage in e-commerce. In most
developing countries — and this includes at least some of the CARIFORUM countries —, lack of
adequate infrastructure remains the major obstacle to the uptake of ICT. E-commerce
cannot be addressed in isolation from other ICT development efforts. Adequate network
infrastructure, affordable infrastructure services, and reliable local & international
communication are all key factors for the success of any e-commerce initiative. E-commerce
will have very little impact for SMEs until it can be accessed and use by everyone regardless
of their location. Assessing the current state of the infrastructure in the region will therefore
provide important findings for the e-commerce strategy to be developed.

A second core requirement for SMEs’ use of e-commerce is that appropriate laws and
regulations are in place. Hence, a legal and regulatory diagnostic (chapter 3) identifies the
current status, especially the weaknesses of existing laws and regulations on e-commerce as
well as any laws, proposed or existing, on issues such as data protection, cyber crime,
formation of contracts, and electronic payments, etc.

Third, the actual use of e-commerce by SMEs also crucially depends on their internal
capacities (both financial and human resources) as well as their strategies and priorities.
Studies in developed counties indicate that the knowledge and commitment of owner or
managers of SMEs play a key role in whether SME’s engage in e-commerce. SMEs tend to
have concerns about return on investments that may lead owners or managers to be
reluctant to make substantial investments when short-term returns are not guaranteed.
Related industry experience of owners is also a key factor in their e-commerce success
(Mahajan, Siriniwasan & Wind, 2002).

Governments and SME support institutions can enhance capacities and shape strategies
through a variety of measures, including training and awareness raising programmes. In this
context, the purpose of the third pillar of the analysis was to identify how SMEs in
CARIFORUM countries actually engage in e-commerce and to determine their views on e-
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commerce. This third part of the diagnosis was carried out through a survey of SMEs
(chapter 4). In addition, consultations with SME support institutions in CARIFORUM (see
inventory in Appendix A) and other stakeholders have been used for all levels of the analysis.

The overarching analytical framework for the diagnosis is the e-commerce maturity
framework (Figure 1) which suggests that the basis for e-commerce and, hence, the starting
point for efforts to promote ICT and e-commerce, is at the infrastructure level, which has
several dimensions: An appropriate legal and regulatory framework must be laid down,
accompanied by the hard telecommunication and connectivity infrastructure. But ‘softer’
infrastructure such as citizen awareness is also a requirement from an early stage.

Figure 1: e-Commerce Maturity Framework?
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Only if an appropriate fundamental infrastructural platform has been achieved, application
and content services can proliferate. The availability of relevant services serves as a catalyst
to widespread ICT/e-commerce adoption, and a formal ICT industry/sector begins to
develop. Eventually, if appropriate policy actions continue to be pursued, the economy will
ultimately become a net exporter of both knowledge and physical products, enabled by the
advanced use of the tools and methods of e-commerce/e-business.

Applying this analytical framework the purpose of the diagnostic is to determine how
“mature” the CARIFORUM countries are. It is only on this basis that strategies for the
facilitation of e-commerce in the region can be formulated.

? This ICT Maturity Framework (2008) copyrighted to Atiba Phillips of INFOCOMM technologies Ltd based on
work done to develop various National ICT Strategies for the Government of Trinidad and Tobago.
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2 ASSESSMENT OF THE INFRASTRUCTURE FOR E-COMMERCE IN
CARIFORUM

Telecommunications infrastructures are the foundation for e-commerce. Ensuring that
telecommunications and other networks support the growth of e-commerce within a
convergence environment is a necessity. Broadband is being increasingly recognised as being
a basic foundation for communications in modern societies. The number of devices being
able to utilise broadband networks is growing exponentially, both in the wireless sphere —
e.g. smart phones such as Blackberries and iPhone —, through broadband connected
televisions and traditional personal computers, and through wireless connected notebooks
and netbooks and the recently released iPad.

Convergence is increasingly becoming a feature of modern societies where all these devices
are able to deliver similar services, including audio and video playback, recording and
transmission, communication over the internet and computing. These developments
represent a shift from the way traditional media, telecommunications, the industries that
supplied related equipment, and the industry business models and regulatory systems
operated.

This convergence is being facilitated by a host of new underlying regulatory frameworks,
technical standards, business models and technologies which have been developed in
mature markets in North America, Europe and Asia. Still, convergence has presented a
challenge to the traditional models of regulation that were developed to govern traditional
telecommunications and broadcasting industries and services. A number of models have
been developed in attempting to regulate this converged environment. The fostering of
convergence depends on a regulatory system designed for a converged environment.

These two issues — broadband and convergence — are major points upon which the
development of e-commerce rest. Of special concern for CARIFORUM would be the
proliferation of cheap broadband internet access (fixed and wireless) for businesses but also
homes, schools and individuals.

The fostering of convergence depends on a regulatory system designed for a converged
environment. The current regulatory framework in CARIFORUM emerged from the
traditional regulatory system designed for fixed line telephony and the traditional economics
of this increasingly obsolete technology. The regulatory framework for convergence requires
a forward looking, technologically neutral framework. Technological neutrality denotes the
principle of equivalent treatment of services regardless of their method of delivery. It is
generally recognised that a technologically neutral position as far as possible should be
adopted by the regulator, especially when services such as voice, data and video are now
indistinguishable at the level of bits. Areas for consideration for regulatory reform include
market access, convergence of broadcasting and telecommunications regulation, security of
networks and related cyber security measures, standards for interoperability/
interconnectivity, and internet service providers.
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2.1 CARIFORUM Internet Routing Infrastructure

An Internet Exchange Point (IXP) is a physical infrastructure that allows different Internet
Service Providers (ISPs) to exchange internet traffic between their networks by means of
mutual peering agreements, which allow traffic to be exchanged without cost or at
significantly reduced costs. An IXP is a prerequisite to the development of any significant
domestic content production, hosting, or co-location industry. This barrier must be
surpassed before major content providers like Google, Amazon, Akamai, or UltraDNS will
even consider providing local services within Caribbean national ma rkets.>

Under the current regional internet architecture island neighbours are connected to each
other primarily through the mediation of extra-regional third parties; particularly the United

States’ long distance telecoms carriers.

Data traffic originating in the Caribbean and destined within the region is routed through
North America (Miami). Figure 2 illustrates the current scheme.

Figure 2: lllustration of current internet routing in Trinidad and Tobago

1. Internet traffic leaves Trinidad and
Tobago by two routes — fibre optic cable
which lands in Miami or Puerto Rico
(Route | to NAP (b)) and VSAT which can
terminate in disparate loci such New
York, California or Canada (Route 2 to

( NAP (a))

2. For information hosted in the US, the
server may be located anywhere: e.g. in
Texas (point d), California (point c).

3. A domestic user accessing local
information hosted at points (c) or (d)
must first traverse Route | or Il and then
be routed across the US Internet
backbone. It is unclear how many
routers/ nodes may be traversed.

4. The greater the number of routers/
nodes associated with data transmission.

5. A domestic user accessing information

from
. (i) Barbados or

@ Network Access Point: point of interconnection of data (ii) Latin America

networks is routed to the US via routes | or Il, and
@ Network Nodes: point of access to data networks, loci for then routed with the US backbone

hosting servers before being routed via
~ ~ . Undefined multi-hop route route Ill to Barbados or
“\\ Defined extra T&T route route IV to Latin America point (f)
. Defined international route from NAP (e)

® See http://www.connectedcaribbean.com/download/CIGF2009 Day 1 Benefits of Internet Exchange
Points IXPs in the Caribbean.pdf.
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As more SMEs move to using e-Commerce business models there will be a corresponding

increase in online content and a resulting increase in bandwidth use and data hosting needs.

The region’s current internet architecture has the following stumbling blocks:

= Asingle point of failure. For many CARIFORUM States the single interconnection point in
North America represents a single potential point for network failure. A natural disaster
or cyber attack that renders this point inoperable would essentially cut access to the
internet and web services. Of particular concern would be the inability to send data from
one CARIFORUM State that is destined for another CARIFORUM State. This situation has
ramifications for regional e-Commerce and e-payments systems. Most if not all networks
in the region have their NAPs connect in Florida. The entire North America need not be
rendered inoperable by a single cyber attack, only the NAP in Florida that most regional
networks connect to. Natural disasters are also of concern more so than cyber attacks.
Florida is particularly vulnerable to hurricanes.

= Data Sovereignty/Security/Policy. The current IXPs and Network Access points are not
within CARIFORUM'’s policy or legal jurisdiction. Sending sensitive data across national
borders presents a privacy risk to governments and corporations. In light of the US
Patriot Act Potential Implications for Electronic Privacy, Security, e-Commerce, and e-
Government. These concerns can have an impact on the uptake of e-commerce and e-
Government systems within CARIFORUM and the establishment of Regional e-Payment
systems. In summary the implementation of a Regional routing infrastructure will go
some way in dealing with trust issues that regional banks and other institutions have
with e-commerce. Keeping local traffic local means that sensitive data is not subject to
inspection by other governments.

= Regional Connectivity Costs. While on island investments have increased the awareness,
variety and modernity of ICT services in respective Caribbean territories, the off island
investments have served merely to strengthen the historical paradigm of regional
connectivity — where island neighbours are connected to each other primarily through
the mediation of extra-regional third parties; particularly the United States’ long distance
telecoms carriers. In this arrangement, a percentage of every telephone/internet
transaction between CARIFORUM neighbours includes a cost that is paid to US long
distance carriers who act as interconnection and transit facilitators.

The current regional models and architecture results in significant cost and latency
drawbacks with few (if any) associated gains to regional economies. The risk position to
CARIFORUM becomes more dire when one considers this situation in the context of the
continued, rapid migration to IP based networks for the carriage of both voice and data
traffic — as individual countries embark on ambitious national ICT Plans and the region as a
whole moves toward “connecting” itself. In fact, the prevailing model has CARIFORUM
States as the net payer for both incoming and outgoing minutes and packets of traffic.
Currently, due to this model, access to the internet is provided at a cumulative cost of
hundreds of millions of US dollars annually, thus increasing the cost of access to individual
Caribbean citizens, businesses and governments. Accordingly, it can be expected that
without reform of how CARIFORUM countries are connected, both to each other and the
wider world, that for every ICT-enabled communiqué, each CARIFORUM country will
continue to have to pay the US intermediaries to facilitate that communication.

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES E-COMMERCE STRATEGY PAPER
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09) PAGE 8



An alternative could be the Caribbean Internet Exchange (CAR-IX) but it has similar
disadvantages as routing through the USA (Box 1).

Box 1: Caribbean Internet Exchange (CAR-IX)

The CAR-IXis a neutral and independent not-for-profit internet exchange modelled after the Amsterdam
Internet Exchange (AMS-IX), one of the world’s most successful and high quality Internet Exchanges. The CAR-
IX platform has been designed and is operated by AMS-IX. The exchange provides continuous high quality full
capacity peering services for Caribbean and South American networks that want to keep as much traffic local
for network optimisation and financial benefits. CAR-IX presents an opportunity for CARIFORUM to leverage
the model, knowledge and infrastructure of CAR-IX to establish a regional network of internet exchanges.

Governance Structure

The official legal entities of the CAR-IX are the Caribbean Internet Exchange Association and the limited
corporation Caribbean Internet Exchange B.V. Both are commonly referred to by the acronym CAR-IX. The
exchange governance structure and technical design are both modelled after the Amsterdam Internet
Exchange. The network operation is run by the AMS-IX engineering team with additional local remote smart
hands. This team consists of 9 engineers who manage and monitor the exchange 24x7.

CAR-IX infrastructure

The current CAR-IX peering infrastructure consists of a single Brocade (former Foundry networks) RX4 switch
located in the e-commerce park datacenter on Curacao. CAR-IX members can connect to peering infrastructure
using Gigabit Ethernet (Copper, Multimode, Singlemode) or fast Ethernet. A cold standby switch of the same
type and with identical interface blades is located in the same rack as the production switch. In case of
hardware failures of the productions switch this allows for fast replacement of components and minimal
downtime. The E-Commerce Park (ECP), where CAR-IX is physically hosted, is located on the island of Curacao,
Netherlands Antilles, in the government appointed E-Zone. ECP provides co-location services, support and
providing office space.

Implications/concerns for CARIFORUM
CAR-IX and the associated ECP are located in Curacao which is not part of CARIFORUM. The IXP and associated
hosting facilities are managed out of the Netherlands (AMS-IX) and are therefore not under the same policy
jurisdiction as CARIFORUM. Therefore, as is the situation with regional data passing over North American
networks, reliance on CAR-IX and the associated data hosting facilities raises issues of security, sovereignty and
data ownership for CARIFORUM States.

Sources: http://www.car-ix.net/; E-Commerce Park Curacao: http://www.e-commercepark.com/

2.2 CARIFORUM’s Telecommunications Markets

This section is a review of CARIFORUM telecommunications markets, the particular concern
being the penetration and uptake of fixed line broadband and mobile services penetration
and uptake.

High speed broadband connectivity is generally regarded as a requisite for SMEs to exploit e-
commerce opportunities, as commerce involves the transfer of data and information
between parties involved in business transactions. With this in mind, it should be noted that
there has been a worldwide increase in uptake of mobile telecommunications services
(Figure 3). This phenomenon has also been observed in the Caribbean Region, and presents
opportunities for businesses to leverage the mobile platform to access consumers, markets
and conduct business transactions over a wireless platform.

The following sections determine to what extent the technological basis favouring the
development of e-commerce in CARIFORUM exists.
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Figure 3: Growth in fixed lines, mobile cellular subscribers, estimated internet users and
subscribers to mobile broadband networks worldwide, in billions, 1995-2007
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Source: Telecommunications Authority of Trinidad & Tobago, Annual Market Report Telecommunications and
Broadcasting Sectors, January-December 2008, available from:
http://www.tatt.org.tt/ddocs/Market%20Report%202008%20Rev%203 03 2010.pdf

2.2.1 Penetration rates

In order for e-commerce to be successful, access to ICTs should be universal. This section
determines the current status in CARIFORUM, as far as data have been accessible.

Access is usually measured by the penetration rate of the service, which is defined as the
total number of subscribers divided by the population.

2.2.1.1 ECTEL Member States

According to data from ECTEL*, mobile penetration increased from just below 10% in 2002
to 123.6% in 2009 (Figure 4). This expansion is attributed to the competition in the market
and the affordability of pre-paid phone services, noting that as of 2009, 94% of mobile users
subscribe to pre-paid phone services.

Compared to the mobile penetration rates, as of 2009 Internet penetration is still relatively
low in ECTEL countries. Fixed Internet services penetration reached just over 10% in 2009
more than 90% of which are broadband. Mobile Internet access is available to anyone with
an Internet enabled handset. However, third generation (3G) mobile access is not yet
offered by mobile operators in ECTEL States”.

* Eastern Caribbean Telecommunications Authority (ECTEL): Economic Achievements After 10 Years.
5 .
Ibid.
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Figure 4: Fixed, Mobile and Internet Penetration in ECTEL Member States (2002 -2009)
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Source: Authors’ calculation based on Eastern Caribbean Telecommunications Authority (ECTEL): Economic
Achievements After 10 Years.

2.2.1.2 Trinidad & Tobago

For the period 2002 to 2008, the mobile penetration rate per 100 inhabitants in Trinidad
and Tobago constantly increased with the exception of 2007 (Figure 5). As competitive
tactics between service providers continued to persist in 2008, the mobile penetration
rate stood at 138, a 19.1 per cent growth from 2007.

During the same period, as has been observed for the ECTEL countries above, fixed line
penetration stagnated and internet penetration only slowly increased from 3.1% to 8.7%,

thus still being significantly below universal access.

Figure 5: Fixed, Mobile and Internet Penetration in Trinidad & Tobago (2002 -2008)
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Source: Annual Market Report Telecommunications and Broadcasting Sectors January-December 2009,
Telecommunications Authority of Trinidad & Tobago (TATT); Available From:
http://www.tatt.org.tt/ddocs/Market%20Report%202008%20Rev%203 03 2010.pdf
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The mobile market recorded a total of 1.8 million subscribers of which 92% were prepaid
customers and 8% post paid. Prepaid packages are usually more preferred by subscribers as
there are no contractual commitments and there is a level of flexibility in managing one’s
mobile expenditure. By contrast, postpaid subscribership has shown no growth since 2006.

Figure 6: Mobile Prepaid and Postpaid Customers 2006 - 2008
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Source: Annual Market Report Telecommunications and Broadcasting Sectors January-December 2009,
Telecommunications Authority of Trinidad & Tobago (TATT); Available From:
http://www.tatt.org.tt/ddocs/Market%20Report%202008%20Rev%203 03 2010.pdf

Of the total subscribers, broadband® Internet subscribers in 2008 accounted for 75% of total
fixed Internet subscribers (Figure 7) and had virtually replaced narrowband access over a
period of only two years.

Figure 7: Narrowband and Broadband Subscribers 2006 — 2008
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Source: Annual Market Report Telecommunications and Broadcasting Sectors January-December 2009,
Telecommunications Authority of Trinidad & Tobago (TATT); Available From:
http://www.tatt.org.tt/ddocs/Market%20Report%202008%20Rev%203 03 2010.pdf

® The TATT defines speeds above 256 kbits/s as broadband access.
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With regard to mobile internet subscribers, TATT’s statistics reveal that 6% of the mobile
population can access internet using their phones. This particular category of Internet users
can be divided into postpaid mobile Internet subscribers and prepaid mobile Internet
subscribers (Figure 8). Postpaid customers are provided with monthly Internet airtime and
are billed accordingly. These persons are considered ‘true’ mobile Internet subscribers. On
the other hand, any prepaid mobile subscriber with an Internet compatible phone and
sufficient ‘top up’ credit is also counted as a mobile Internet subscriber as the user has
the capability of automatically accessing the Internet. These users are not billed at the
end of the month but instead the charge for Internet airtime is immediately deducted
from the prepaid credit. As a result mobile service providers count these prepaid
subscribers as mobile Internet subscribers even though they have the option of not
accessing the Internet on their phones.

Figure 8: Number of Mobile Internet Subscribers, 2007-2008
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Note: Breakdown between prepaid and postpaid mobile subscribers is only available for 2008.

Source: Annual Market Report Telecommunications and Broadcasting Sectors January-December 2009,
Telecommunications Authority of Trinidad & Tobago (TATT); Available From:
http://www.tatt.org.tt/ddocs/Market%20Report%202008%20Rev%203 03 2010.pdf

Contributing to the rise in mobile Internet subscribers may be the availability of more
affordable mobile Internet packages to customers as well as of the fact that
smartphones are more easily available and affordable in the market.

2.2.2 Cost of access

Figure 9 and Figure 10 illustrate that there has been a general decrease in downlink price for
cable modem access while the average price for ADSL and wireless access dropped from
2007 to 2008 but then picked up again in 2009. What is more, substantial price differences
between alternative access speeds within the same access technology persist. Thus, for
example the average price of wireless access at downlink speed of 4 Mbps in 2009 was only
half as high as for a 1 Mbps access.
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Figure 9: Caribbean Downlink Speed Average Price per Mbps, per Technology, 2007-2009
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Source: Authors’ calculations based on Caribbean Association of Network and Telecom Operators, Caribbean
Statistics & Rates Evolution, April 2010; Values refer to the following quarters: 2007: Q2; 2008: Q4; 2009: Q2.

Figure 10: Caribbean Downlink Speed Average Price, per technology and speed, 2007-2009
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Source: Authors’ calculations based on Caribbean Association of Network and Telecom Operators, Caribbean
Statistics & Rates Evolution, April 2010; Values refer to the following quarters: 2007: Q2; 2008: Q4; 2009: Q2.

2.3 Telecommunication Liberalisation and its Impact on Markets in
CARIFORUM

Most CARIFORUM Governments do not have an approved broadband policy. For example, in
Trinidad and Tobago, the state majority owned TSTT has not been given any directive by the
Government for the wide delivery of broadband service. At the same time the cost of the
service is not cheap by international standards. At the other end, countries such as Guyana
and Suriname have not even reached full liberalisation of basic telecommunications services,
far less to consider the promotion of broadband. The concept of universality must
incorporate access to broadband.
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International Comparisons

While many individuals and businesses in CARIFORUM look to the United States for
comparison, all data suggests that the United States lags behind a number of nations in
broadband adoption. There are a number of factors that play a role in determining
international ranking, including the extent of broadband network deployment. While supply
is an issue (e.g. Japan and South Korea is around 99% of households, comparisons between
the two countries have shown that demand factors play a more important role in
determining national adoption rates.

South Korea is recognized as being the nation with the most comprehensive policies to
promote broadband adoption. South Korea put in place a wide range of well-funded
programs to spur broadband adoption. South Korean Government has created a number of
demand-side programs to target affordability and usability, including digital literacy
programs that target population groups that otherwise would be less likely to use the
Internet. The South Korean government provides subsidies to around 1,000 private training
institutes for the purpose of educating housewives, in order to create demand in
households. The government provided subsidies for the purchase of personal computers by
low-income citizens. The personal computer diffusion promotion established in 1999, aimed
to provide personal computers at low-prices, partly through a personal computer purchase
instalment plan using the government-run postal savings system. The following year the
government purchased 50,000 personal computers and provided them to low-income
families on a reasonably priced 4-year lease, with full support for broadband free for 5 years.
Other nations have also established similar programs which have been proved to be
successful.

A Digital Agenda for Europe, one of the flagship plans under the Europe 2020 Strategy, was
issued in May 2010. The European Union's five year plan for the digital economy include
measures relating to technology standards, elimination of regulatory barriers, encouraging
electronic payments and simplification of digital copyright management and licensing. The
European Union intends to double their annual spending on research and development,
undertake a major overhaul of telecoms law, and work towards harmonization of the way
mobile broadband is rolled out across Europe.

Experience in CARIFORUM

The 1990s saw the build-out of digital networks and the offering of cellular services. Internet
access was first offered to the public in the early to mid 1990s in most CARIFORUM States,
primarily as a dial up service, although DSL was available. However, DSL was very expensive
and not very reliable and was offered by way of a leased line.

The global trend towards liberalisation has acted as a catalyst for changes to the
telecommunications environment in CARIFORUM within the past decade. WTO
commitments were very influential because they broke down the resistance to liberalisation
by Cable & Wireless, the traditional monopoly of the English speaking Caribbean (save for
Guyana) at one end, and at the other end it increased the confidence of governments to
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actively seek to break the monopoly. Because of this, sector reform became a competitive
issue, as each country sought to keep up with others. Governments faced pressure from
their own population to bring about sector reform.

Within most CARIFORUM States there is a growing understanding of the implications of
convergence and the regulatory framework of telecommunications. The Caribbean
Telecommunications Organisation (CTO) and the International Telecommunications Union
(ITU) also serve as meeting points for the exchange of best ideas in more advanced
economies. The populations’ proximity and exposure to North America has raised their
expectations as to the quality and prices of ICT services which they feel entitled to in their
home countries.

In this section, selected existing ICT policies of CARIFORUM countries are examined with the

goal of determining whether the provisions are:

= Encouraging or constraining required investment in the telecommunications sector,
particularly in new technologies;

= Promoting increased competition and reduction in cost structures in the sector;

= Adequately protecting consumers of telecom services;

= Advancing the Member States’ objectives on e-commerce and e-government.

2.3.1 Anguilla

The Government of Anguilla fully implemented the Telecommunications Policy by 2003-
2004. Cable & Wireless (West Indies) Limited is the incumbent telecommunications provider;
and until April 2003 had a monopoly on all telecommunications services’. There are,
however, three other facilities based telecommunications licensees which had been granted
licenses in 2003-2004. Non-facilities based operators are also entered the telecom market,
making use of VolP technology. The opening of the telecommunications market is consistent
with the global trends of liberalisation of telecommunication markets.

Anguilla possesses a high rate of broadband penetration. The last available figures resulting
from a survey in 2000 show Anguilla as having internet access in about 30 per cent of
households®. This has greatly increased since then. It is unofficially estimated that 70 per
cent of households of internet access. All internet access in Anguilla is broadband. There are
three providers Cable &Wireless, Weblinks Limited and Caribbean Cable Communications
Limited. As Anguilla does not have a lot of shopping offered on island, Anguillians are quite
experienced with e-commerce and the purchase of goods and services over the internet.

’ The market for cellular service was opened in July 2004 with the restriction that all international traffic must
be carried by C&W. The entire gamut of telecommunications services was open to competition from January
2005.

® http://gov.ai/statistics/STAT%20ABSTRACT.htm
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2.3.2 Antigua and Barbuda

Antigua and Barbuda has an unusual telecommunications climate with two major
monopolies, one of which is a wholly owned corporation of the Government. This has led to
a very interesting and unusual situation in which there is strong competition in most
telecoms areas and none in a select few.

Antigua Public Utilities Authority (APUA), wholly owned by the Government, has a total
monopoly on local telephone lines. It is also officially the regulator of telecommunications in
Antigua and Barbuda. Cable & Wireless (now LIME), has a total monopoly on long distance
telephone services and is the sole provider of these services. Cellular services, internet
services, and cable services have open markets with all having three or more major
providers.

The Telecommunications Act of 2007 sought to even the playing field and introduce
competition in all remaining areas of telecommunications, and all the major stakeholders
were in agreement to move in this direction. In view of this, a new fibre optic cable costing
some EC $20 million was landed in Antigua and Barbuda via Southern Fibre from
Guadeloupe in 2007. However, when the reality of the opening up of the telecoms market
really hit home with the landing of this cable, both major monopolies moved to prevent it
from actually being landed, and the cable literally was left on the beach for a considerable
time before permission was granted to allow the cable to enter the state via monopoly
owned ducts. The ensuing conflicts surrounding the fibre optic cable being landed in Antigua
and Barbuda caused many to re-think the Telecommunications Act and there ensued
conflicts and successful attempts by the major players to prevent the passage of this Act.

Broadband services are provided by a variety of major telecommunications providers, and
there exists robust competition. The major types of broadband services are ADSL, wireless
broadband, and dedicated leased lines services. The major providers are LIME (broadband
wireless and dedicated leased lines); APUA (ADSL); and Antigua Computing Technology
(ACT), which provides broadband wireless services and dedicated leased line services.

The costs and various speeds and types of broadband services are found in Table 1.

Table 1: Antigua and Barbuda broadband speeds and cost in USD

Residential Speeds Business Speeds
Provider 64K 128K 256K 512K 768K 1024K 1544K 15M 2M 3M
APUA 32.00 35.85 47.17 62.76 73.58 92.45 111.32 160.38
ACT 75.09 93.96 112.83 188.30
LIME 48.68 63.77 124.15 24491 350.57

Notes: K = kilo-bits per second download; M = mega-bits per second download; Business services also include
more email addresses and website space in the case of LIME

2.3.3 Barbados

In Barbados, broadband is provided by ADSL, broadband over cable, EVDO Rev A and
WiMAX.
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Barbados opened its telecommunications market in 2003, with the Government Ministry in
charge of telecommunications and the Fair Trading Commission in charge of regulating
different aspects of the sector. Liberalisation was phased, with the first phase allowing for
the introduction of VSAT-based bi-directional call centre operators and new mobile
operators. The second phase which ended July 2003 allowed for liberalisation in domestic
services. Private international long distance service providers were able to begin operations
after August 1, 2003. Phase lll of liberalisation was not in place until 2005.

In March 2003 three new cellular telecom providers were granted licences. TeleBarbados
Inc. launched a new high-speed telecommunications service in mid-2006. TeleBarbados
products include the International Private Leased Circuit (IPLC), AllConnect, a bundled
solution including IPLC, Dedicated Internet Access (DIA) and digital voice, and for smaller
businesses, DIA. TeleBarbados is serviced by a 940-kilometre, 20-gigabit submarine fibre-
optic cable.

In August 2007, the Barbados Telecommunications Unit published the country's new Voice
over Internet Protocol (VolP) Policy. This Policy sets out the regulatory framework for the
operation of VolP in Barbados and moves towards a “technology neutral” position,
encouraging service and equipment providers to innovate, using the best technologies
available as they evolve. The framework intends to be a “light-handed” non-interventionist.

In January 2007, Fidelity Wireless revealed plans to offer internet, phone and IPTV/video on
demand services (so called “triple play”) over a new state of the art wireless broadband
network to the residential and business community in Barbados. Fidelity has commenced
the construction of a new nationwide ‘WIMAX’ wireless broadband network.

The Global Caribbean Network (GCN), a subsea cable operator headquartered in
Guadeloupe, has connected its voice and data traffic services arriving from the Caribbean to
Global Crossing’s IP network in St. Croix, via 10-gigabit wavelengths, enabling GCN to extend
its services to North America, Europe and Asia.

In Barbados, the issue of cost of high speed reliable internet access with all the required
features remains a complaint of various businesses.

2.3.4 Dominican Republic

The Dominican Republic has one most advanced telecommunications infrastructures in Latin
America, with extensive mobile phone and land-line services and with a mobile teledensity
of 80.1.

The Dominican Republic was among the first developing countries to commit to total
liberalization under its WTO GATS commitments. As early as 1998 the Government passed a
law (Law 153 in 1998) to provide for regulation in a liberalized environment. The Instituto
Dominicano De Telecomunicaciones (INDOTEL) is the national regulator of the
telecommunications market.

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES E-COMMERCE STRATEGY PAPER
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09) PAGE 18



The domestic market is served by a system based on a nation-wide microwave radio relay
network and fiber optics lines that cover many of the main cities. The service is efficient and
reliable. The country’s international telecommunications system is connected to America's
Region Caribbean Optical-ring System (ARCOS) as well as a coaxial submarine cable and a
satellite earth station.

The telecommunications market includes large companies such as Codetel and Orange from
France. There is a multitude of Internet Service Providers: Codetel, Claro (ADSL and
wireless), Tricom (WIMAX, ADSL and Cable), Aster (CABLE), VIVA (wireless), France Telecom
(wireless), Onemax (WIMAX), and Wind Telecom (WIMAX).

Broadband internet access is growing, with over 381,211 internet accounts and 2,439,997
internet users as of June 2009 according to INDOTEL. Broadband DSL is used by 60% of the
total internet subscribers. However, access to regular ADSL, G.SHDSL exists only in the
metropolitan areas and prices are fairly high and WiFi hotspots are still a rarity.

2.3.5 ECTEL countries

The Organisation of Eastern Caribbean States (OECS) countries’ isolation and small size has
resulted in limited economic growth and has been recognised as a key bottleneck to
developing the economies of these small States. The OECS governments have recognised the
potential of ICT to boost growth and employment and have been working over the past six
years to reform the telecom sector.

Five of the OECS Members — Dominica, Grenada, St. Kitts and Nevis, St. Lucia, and St. Vincent
and the Grenadines — followed the same course in 2002, adopting a model whereby a
central regulatory body was established for the five Members, the Eastern Caribbean
Telecommunications Authority (ECTEL), with satellite National Telecommunications
Regulatory Commissions in each of the participating territories. Under this model, the ECTEL
Member States enacted harmonised laws and regulations in order to establish new
liberalised conditions open to competition within the field of telecommunications.

ECTEL recently concluded a consultation process on the allocation of spectrum in the
700MHz band. The forthcoming allocation is anticipated to be a significant driver of wireless
broadband services over the next five years.

In St. Kitts and Nevis, and Dominica, broadband is provided by ADSL and broadband over
cable. The telecoms landscape in St. Lucia has changed significantly since the introduction of
competition some years ago, prior to which Cable & Wireless (now known as LIME) was the
sole provider of cellular, and internet services. There is now one additional provider in the
cellular market, namely Digicel; while there is also another provider in the internet service
provision market namely Karib Cable. LIME still provides internet service mainly through
ADSL.
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2.3.6 Guyana

In Guyana, in 1990 an Agreement was signed whereas ATN acquired eighty percent of the
then publically owned Guyana Telecommunication Corporation and the Government
retained twenty, the new telecommunications provider being the Guyana Telephone and
Telegraph Company Limited (GT&T). GT&T commenced operations in January 1991.

Under this entity massive upgrades and expansion took place. GT&T invested in undersea
cables like Americas Il and has made it possible for Guyana to attract international data
transfer businesses like call centres. Their investments generally have led to GT&T being one
of the four largest contributors to Government revenues. Their networks also facilitate
payment of telephone bills via banks, post offices, Western Union and Guyana Lottery
Company outlets, debit cards, and Visa credit cards.

However, the telecommunications infrastructure in Guyana is still one of the least developed
in the CARIFORUM States, and quality of international calls is spotty. Broadband access is
expensive and out of the reach for small businesses. One major call centre complained of the
very high prices as well as “rationing” of the capacity.

GT&T has a land line build-out obligation which the Government appears to be insisting on,
whereas the trend in many rural and remote areas in developing countries is to use cellular
or microwave technology to more economically meet build-out requirements. There needs
to be rate rebalancing: currently domestic land line calls are practically free whereas prices
of international calls are very high. This is inimical to business and investment. In an
interview with GT&T a major issue brought up is the prevalence of VOIP bypass and its dire
effects on the income of GT&T for international traffic.

In 2000, the Government of Guyana began a project for modernising the
telecommunications sector. One of the project’s objectives was to liberalise the
telecommunications sector and open it to competition, but this project has not yet had a
significant impact on the availability of broadband.

2.3.7 Haiti

Haiti’s telecommunications infrastructure is the least developed in the region. Haiti has less
than 2% fixed-line teledensity, one of the lowest penetration rates in the world. The land
line phone service is controlled by the Haitian government-owned Telecommunications
d'Haiti (Teleco), which has been plagued for years by extremely poor service and operation.
The most significant developments in the sector over the past ten years have been in the
area of mobile telecommunications, with the Government granting a mobile licence to
Digicel in 2006.

Haiti depends on satellite networks for the majority of its communications links. Its main
submarine network connects Port-au-Prince to Matthew Town in the Bahamas and into the
US. It is jointly controlled by Teleco and the Bahamas Telecommunications Company (BTC).
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The country’s two largest ISPs are Hainet and Access Haiti. The leading wireless network,
Digicel, is still largely operational after the devastating 2010 earthquake.

The international relief organisation Telecoms Sans Frontieres (TSF) is providing IT support,
fixed and mobile satellite connections, and multiple broadband access points for UNICEF,
UNDAC, NGOs and other emergency and relief efforts.

2.3.8 Jamaica

Jamaica was the first English-speaking country to open its telecommunications sector. This
process was conducted in different phases, beginning in 2000 with the liberalisation of
mobile telephone services. In March 2003 the entire telecommunications sector, including
international services, was opened to competition. The Office of Utilities Regulation (OUR)
was given the main responsibility of regulating the sector, and different aspects of the
regulatory function that were not assigned to this office were assigned to the Fair Trading
Commission, the Spectrum Management Authority and the Broadcasting Commission.

2.3.9 Suriname

Together with Haiti and Guyana, Suriname is among the least developed and liberalised
among the CARIFORUM States when it comes to telecommunications. A major issue is that
of rate balancing.

The sector is regulated by Suriname’s Telecommunications Authority which was tasked with
preparing the legal framework for the liberalisation of the telecommunications market. The
new Telecommunications Act was finally proclaimed in April 2007.

The State-owned Telecommunicatiebedrijf Suriname (Telesur) holds the monopoly over all
fixed-line and broadband services. Until December 2007 Telesur was the exclusive provider
in all telecommunications sub-sectors except dial-up internet access, where it had one
competitor. The mobile sector is growing and competitive, with three operators, Digicel and
Uniga and Telesur. Suriname’s mobile penetration rate is now over 100%.

Suriname’s teledensity is slightly lower than average for CARIFORUM, with fixed line
penetration low in the interior. Internet and broadband penetration are not well developed,
especially when indexed against the country’s socioeconomic indicators. Broadband is very
expensive and slow. There have been plans to open Suriname’s telecom sector to
competition, but only mobile liberalisation has been implemented thus far. A new Suriname-
Guyana Submarine Cable System (SG-SCS) is scheduled for completion in mid-2010. It is
expected to vastly increase bandwidth capacity in Suriname, resulting in much faster
broadband. However, prices are likely to remain comparatively high until there is some
competition in the broadband sector.
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2.3.10Trinidad and Tobago

In terms of broadband offerings, Trinidad and Tobago has multiple broadband providers
competing with multiple technologies. The Telecommunications Services of Trinidad and
Tobago (TSTT), the incumbent provider currently offers ADSL, EVDO Rev A®, EDGE and plans
to very soon offer WiMAX™. Other providers offer broadband over cable, island wide Wi-Fi,
and wireless broadband using proprietary technologies.

TSTT is currently undertaking a wide rollout of fibre. Columbus Communications operates a
cable television infrastructure over which it provides converged services, including cable
television, broadband internet and voice services. The cable network was purchased from
the previous owner who had underinvested in the network. The network was not designed
as a two-directional system capable of sending information to and from the consumer and
the company is investing a lot of money to upgrade the infrastructure to one capable of
delivering converged services.

Trinidad and Tobago was among the first CARIFORUM States to start the liberalisation
process. It is also the most richly resourced CARIFORUM country, in terms of monetary
resources and educated workforce, and has the largest industrial and manufacturing sector
in the region. Thus it is not surprising that it is the country that has expended, per capita, the
most resources in the telecommunications sector. While some of the work may have been
unduly drawn out, time wise, other Member States can benefit from understanding the
processes and work product.

The Report of the Working Group appointed by Cabinet to prepare a National Policy on
Telecommunications for Trinidad and Tobago was delivered in July 1997. This report
recommended a renegotiation of the monopoly licence, amendments to the
telecommunications laws, the creation of an independent regulator, and presented a
roadmap to full liberalisation within three years. While liberalisation efforts were stalled for
various reasons after the acceptance of the National Policy in 1997, from 2002 Trinidad and
Tobago has developed a number of policies to guide its approach to the development of
telecommunications and broadcasting services.!

° However, coverage for EVDO is not complete and it is not very affordable. From interviews with persons at
TSTT and the Authority it appears that there are capacity problems with the EVDO network.

% WiMAX is the new standard that is expected to serve a very significant role in the telecom industry as a
backhaul technology for wireless voice and data networks, in addition to bandwidth intensive applications such
as wireless video surveillance and traffic synchronisation. WiMAX is a wireless digital communications system
that is intended for wireless “metropolitan area networks”. WiMAX is designed to extend local WiFi networks
across greater distances, such as on a university campus. LTE, or Long Term Evolution is also expected to be a
new technology that will form a standard. LTE is a 4th generation (4G) mobile broadband standard. LTE will
provide broadband services wirelessly (like EVDO), and will transmit signals via radio platform. With an LTE
modem a person can connect to the internet anywhere in the service provider’s coverage area, without the
need for a “hot spot”.

" The regulatory framework governing telecommunications can be divided into two eras: the monopoly era
that applied before July 1% 2004 and the modern regulatory framework that came into being on July 1% 2004.
The regulatory framework of the monopoly era was established by the Wireless Telegraph Ordinance 1936, the
Telephone Act 1968 and the Regulated Industry Commission Act 1998.
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The modern regulatory framework came into being with the establishment of the
Telecommunications Authority of Trinidad and Tobago (the Authority, TATT) as the regulator
of telecommunications in Trinidad and Tobago in the promulgation of the
Telecommunications Act 2001 (the Act). The Act obligates the Authority to make
recommendations to the Minister of Public Administration and Information for the granting
of concessions to telecommunications operators (Section 22(53)). It is also responsible for
the granting of licences for the use of spectrum. The Authority is also mandated to develop a
comprehensive regulatory framework to effectively transform and govern a competitive
sector.

The Authority views itself as a super regulator in the order of the United Kingdom’s OFCOM
and the United States’ Federal Communications Commission. It also views itself as a
regulator of a converged sector encompassing broadcasting, telecommunications and the
delivery of the internet.

The Authority has developed a number of policies for the development of a converged

sector, including the “Draft Policy on the Authorisation of Telecommunications Networks

and Services and Broadcasting Services in Trinidad and Tobago”. This policy has been

developed to “set out the guidelines and processes in respect of the authorisation of

telecommunications networks, telecommunications services and broadcasting services” and

to ensure that:

= There is fair and efficient allocation of resources in the provision of telecommunications
services, and that these resources are efficiently utilised;

= Competition is effectively introduced in the provision of services, taking into
consideration the convergence of technologies, services and networks;

= The Government’s objectives with respect to universality and the increase of the
country’s Digital Access Index (DAI) are met;

= A “level playing field” exists for new and existing service providers in a competitive
environment, being one that is fair, non-discriminatory and transparent;

= Regulation of the sector is effective and supports the development of a competitive
telecommunications market;

= The benefits of a competitive market are enjoyed by consumers; and

= That there is regulatory certainty in liberalising the market so that new operators and
investors have confidence in entering the market to expand the national
telecommunications infrastructure.

Current State of ICT Development

A study entitled “The Digital Divide in Trinidad & Tobago 2007”** was intended to survey the
use of digital technology in Trinidad and Tobago. The primary task of this study was the
collection of data to allow for the calculation, at the level of identifiable geographical areas
or communities in Trinidad & Tobago, and for the country as a whole, of the Digital
Opportunity Index (DOI) and the DAI.

'? The Digital Divide in Trinidad & Tobago 2007 Final Report submitted by Dr. Patrick K. Watson and Dr
Bheshem Ramlal on behalf of the Sir Arthur Lewis Institute of Social and Economic Studies, University of the
West Indies, St. Augustine Campus, Trinidad & Tobago, December 2007

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES E-COMMERCE STRATEGY PAPER
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09) PAGE 23



One of the conclusions of the study is that the relatively high value of the DOI Opportunity
Index for all communities demonstrates that accessibility to, and affordability of, ICT services
is generally not a major issue throughout Trinidad and Tobago. Thus most people have the
financial capacity to access ICT services. However, the study disclosed low infrastructure and
utilisation indices in communities other than the metropolitan areas. This means that the
requisite infrastructure is lacking in many communities and, in any event, there is little use of
the internet by the public in communities that do not lie in the most developed areas of
Trinidad and Tobago. With respect to internet use, the study found the country’s average for
internet users per 100 inhabitants to be 33.2. The Authority views this as being
unsatisfactory. This indicator is seen as critical as the internet provides the backbone for a
host of services which are becoming critical for the functioning of a modern knowledge-
based society and economy.

The authors of the study made the following recommendations:

= Immediate steps should be taken to improve the infrastructure, with particular emphasis
on encouraging internet access.

= Serious effort should be made to encourage the use of the internet, even with the given
infrastructure, at home, at school, at the workplace, internet cafés and other places.

= Priority should be given to the provision of affordable broadband services through fixed-
line and, especially, mobile services.

= Throughout Trinidad and Tobago, more and more people should be encouraged to
subscribe to mobile (broadband) internet services.

It should be noted that, since the study, a number of developments have taken place.
Columbus Cable has landed more fibre in Trinidad and Tobago. There has been the issuance
of spectrum in the 700 MHz spectrum that can be used for broadband. There is also
increased competition in the provision of broadband service. Also of interest is the electricity
company’s application for a licence for the delivery of broadband service using their power
line infrastructure.

The Regulatory Framework

The Telecommunications Act (the Act) is the primary legislation setting out Trinidad and
Tobago’s regulatory framework. The Act establishes the Telecommunications Authority of
Trinidad and Tobago (the Authority) as the regulator of both the telecommunications and
broadcast sectors in Trinidad and Tobago. It has drafted a number of regulations under the
auspices of the Act. It has also drafted a number of draft policies and regulations designed to
regulate telecommunications and ICT in the context of convergence. Currently, the Draft
Implementation plan for Number Portability in Trinidad and Tobago is published for public
consultation.™ The concessions for telephony services are very much like class licenses. The
licenses are almost identical save for the schedules that set out the types of services
provided.

3 Available from http://www.tatt.org.tt/ddocs/Number%20Portability%20Draft%20Apr%2001%2010.pdf.
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Access to facilities regulations

Under the Access to Facilities Regulations all concessionaires have an obligation to provide
access to their facilities, and such access shall not be unreasonably withheld (s. 4 (a)). The
regulation provides that parties must negotiate matters concerning access to facilities in
good faith (s. 4 (b)). It also provides that concessionaires shall neither withdraw nor impair
access once granted, save where authorised by the Authority, a dispute settlement
arbitrator or a court of law. Concessionaires must also provide collocation services.

Dominant concessionaires are obligated to:

= Provide access to essential facilities they own (7.1).

= Provide access to bundled or unbundled configurations or network components with the
access seeker’s request.

= Make available equipment and facilities used to combine components to provide service
for its own purposes or that of its subsidiary or partner.

The regulation provides flexibility to the Authority in that it may, from time to time, specify
essential facilities to which a dominant concessionaire must provide access. It also attempts
to provide a level playing field as concessionaries are obliged to apply equivalent conditions
in equivalent circumstances to each other, and to provide access to their facilities under the
same conditions and of the same quality as they provide to themselves, or to their
subsidiaries or partners (s. 10).

National Universality Policy

The Authority has developed a draft National Universality Policy.™® This policy is one of the
requirements under the National ICT Plan. It aims at promoting the initiative where all
citizens of the country can have access to information and knowledge through ICTs. These
ICTs should reach all locations, be affordable and offer a full range of basic services, taking
into account the different needs of the user population. The draft policy is an attempt to
“put in place robust regulatory initiatives to improve the Digital Access Index and Digital
Opportunity Index of the country over the period 2008-2010 by facilitating the construct of a
knowledge-based economy predicated on widespread access to basic telecommunication
services through low-cost, high-quality connections, high computer literacy, comfort in using
the Internet, its useful content and innovative Internet applications to create value.’*”

The Authority views universality as “achieving both universal access and universal service.”
By this definition universal access is achieved when 100% of the country’s population can
access affordable basic telecommunications services either on a private, public or shared
basis.

' Draft Universality Implementation Plan for Telecommunications Services in Trinidad and Tobago, A
Consultative document from Telecommunications Authority of Trinidad and Tobago, June 2008.

> Adapted from TATT unpublished document “The Draft Framework for Development of a Universality Policy
for Trinidad and Tobago.
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The Provision of Affordable and Accessible Internet Services in Universality Service Areas
(USAs)

The Authority proposes to place this obligation on internet service providers (ISP) and will
require the provision of, at minimum, a 512 Kbps connection/access to internet services
upon a reasonable request at a standard price in the respective USAs no matter the
geographic location. It is proposed that this obligation would also apply to public institutions,
including all schools, libraries, and community access centres. It is also proposed that, where
it may not be economically feasible to install wired infrastructure, ISPs may consider using
wireless broadband technologies such as Wi-Fi, WiMax, EVDO and EDGE.

Cost-based Pricing for Interconnection

The Authority recognises the importance of interconnection for a competitive converged
telecommunications sector and proposes to set the interconnection rates based on the
concessionaire having the same interconnection costs as those of an efficient operator in the
relevant market. In the event that the concessionaire wishes the Authority to adopt any
other position, it will have to justify such approach on the basis of cost analysis and/or
international cost-based benchmarks acceptable to the Authority.

Evaluation of the Approach to Regulation in Trinidad and Tobago

The Authority seems fully aware of the latest trends in regulation and the basis of these
trends. It has also initiated studies to determine the affordability, availability and level of
take-up of digital technology by the public in different areas of Trinidad and Tobago. These
studies also disclose the reason for the respective rates of take-up. It is aware of the
challenges faced in Trinidad and Tobago with respect to increasing the use of the internet in
Trinidad and Tobago. It is fully cognisant of its role in fulfilling the Government’s Vision 2020.

The Authority is also aware of the work that remains to be done in filling out the regulatory
regime. It has published draft policies and regulations for consultation. These draft policies
and regulations represent best practices in their respective areas.

The development of the ICT sector indicates the relative success of the regulatory
framework. There has been investment by Digicel in cellular service, Columbus
Communications is making major investments in building out fibre throughout the country
and the infrastructure necessary to deliver broadband and related services to its cable
television customers. TSTT is also building out its broadband network in order to provide
broadband as well as television programming in addition to telephony. Also indicative is the
number of smaller players in telecommunications, broadband and media sectors who are
participating in the market.

A number of gaps, however, remain in the current regime including the proposed policies
and regulations. In the first instance the incumbent, TSTT, is 51 per cent owned by the
Government, the other 49 per cent being owned by Cable & Wireless (West Indies) Limited.
The Telecommunications Policy had recommended that the Government’s interest be
divested. However, the ownership pattern remains the same. This has implications
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pertaining to the transparency of a regime where the Government is the owner and has
significant input into the staffing of the regulator. Still, the regulator should be commended
in making fair rulings, as in the case of the ruling regarding interconnection between TSTT
and Digicel, which was eventually affirmed in the Court.

A recurring problem was the issue of the charges TSTT charged for providing broadband
service to its competitors. Prices charged were so high that many found it cheaper to use a
VSAT service. The regulator has not to date made any ruling in regard to what should be fair
costs for providing such service. This seems to be due to the present lack of a regulatory
mechanism for the regulator to take such a role. The regulator has proposed a policy and
regulation to deal with this issue. Still, the regulator has licensed other providers including
Columbus Communication to provide such services and resell to other service providers
making a competitive market.

The current regime posits competition as the primary means to promote the delivery of
broadband services, supplemented by a universality policy and regulations. However, it
seems that the countries with the greatest penetration of broadband with the highest
speeds and lowest costs, such as South Korea and Japan, are countries which have proactive
dedicated broadband policies.

The regime is still treating broadcasting and telecommunications and broadband as distinct
services. It has however, created a regulator that regulates all these sectors. However, with
the growth of streaming audio and video, internet radio and television, peer-to-peer services
(both legal and illegal) and video and audio downloading and rental services, including those
provided by Apple, Microsoft and Amazon, these distinctions are becoming increasingly
obsolete.

The current regime does not provide for resale of services by companies which do not have
facilities. To date there does not seem to be any proposal to deal with this issue. Resale of
broadband, both fixed and wireless, would create a more competitive and dynamic market
for broadband and the converged services that are delivered by broadband.

While there is a regime for interconnection geared towards telephony, the regime does not
go far enough with respect to broadband. It also seems that the issue of broadband
interconnection is being contemplated at this time.

The regulator has identified various difficulties with respect to the delivery of broadband
service including poor infrastructure, lack of effective choice and lack of countrywide
broadband wireless service. It has identified mechanisms to increase broadband availability
which seems in keeping with best international practice while at the same time relevant and
workable to Trinidad and Tobago’s circumstances.

The Authority’s concept of universality is significant as it incorporates access to broadband.
The Authority’s use of benchmarking and goal setting is also significant as it attempts to
bring real results that would impact the general population and development of Trinidad and
Tobago.
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The Authority does not seem to have any plan relating to the issue of net neutrality. There
also is no stated policy geared towards facilitating an IP exchange. In general, the Authority
does not seem to have a broadband policy. It seems to be adopting the Government’s
Fastforward/Vision 2020 statements. However, the countries with the greatest broadband
penetration with the lowest cost and highest speeds are those countries with expressed
broadband policies with state participation in the delivery of broadband service. E.g. in
Trinidad and Tobago, the state majority owned TSTT has not been given any directive by the
Government for the wide delivery of broadband service. At the same time the cost of the
service is not cheap by international standards.

2.4 Summary

For most developing countries, lack of adequate infrastructure remains the major obstacle
to the uptake of ICT. E-commerce for SMEs cannot be addressed in isolation from other ICT
development efforts. Adequate network infrastructure, affordable infrastructure services,
and reliable local & international communication are all key factors for the success of any e-
commerce or e-government initiatives. Further, e-government will have very little impact
until it can be accessed and used by everyone regardless of their location.

While the major infrastructure factor affecting the uptake of e-commerce is the availability
of high speed, reliable and affordable broadband access, the factors resulting in this are
often connected to wider telecommunications liberalisation efforts, as well as cultural
factors. The various CARIFORUM States are now at varying levels of infrastructure
development. CARIFORUM States should continue to liberalise network infrastructure and
promote broadband competition and liberalisation in network services and applications.
Where the need has been identified, States should develop universal access to expand
broadband access to remote areas and identified underserved groups.

Even in countries that have liberalised their telecommunications sector, the continuing rapid
development of telecommunication technologies means that many countries experience
regulatory “gaps” as policy and regulation “catch up” to existing technologies and products
offered by operators.

Globally, broadband leaders, i.e. the countries with the highest penetration rates and
highest quality broadband access (measured in terms of upload and download speed) are
found in East Asia as well as relatively small countries (Table 2). There is no reason why
CARIFORUM countries should not also be among the leading group. After all, the quality of
broadband access is not only a technical issue but also depends on sector policies (Box 2).
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Table 2: Global broadband leaders, 2010

Rank Countries

=

South Korea

Hong Kong

Japan

Iceland

Switzerland, Luxemburg, Singapore
Malta

Netherlands,

United Arab Emirates, Qatar
Sweden

Denmark

O o0 NOUL b WN

=
o

Source: Oxford University Said Business School, Third Annual Study of the Quality of Broadband Connections.

Box 2: Why Internet Connections are Fastest in South Korea

Sutter notes that broadband internet speeds in the United States are only about a quarter the speed as those
in South Korea, the world leader. Further, US internet connections are more expensive than those in South
Korea. Sutter argues that differences in policy and culture contribute to the differing levels of connectivity
between the two countries.

As Sutter explains, countries with fast, cheap internet connections tend to have more competition. In the US,
like most CARIFORUM countries, most people choose between a cable company and a telephone company
when they sign up for internet service. In countries such as South Korea, the choices are more varied. In South
Korea where more than 94 percent of people have high-speed connections the Government has actively
encouraged citizens to get “connected”.

The article also notes that South Korea, Japan and several European countries have experimented with or
established infrastructure-sharing as a way to get new companies to compete in the broadband market. The
US does not require broadband providers to share their lines, and some experts cite Korea’s relative openness
as one reason the internet there is so much faster and cheaper than in the US. Under the “open” system,
broadband providers must share the cables that carry internet signals into people’s homes with other
broadband providers.

Importantly, since the 1990s South Korea has set a priority that it would be a highly connected country with a
high degree of internet literacy. It has aggressively pursued its policy of being a highly connected country. In
the article Taylor Reynolds, an economist at OECD, is quoted as saying:

“The country is still four to five years ahead of the US when it comes to broadband policy, even as

the United States tries to catch up. [...] Korea has long been a leader in broadband and in very

fast broadband. [...] And, in fact, the technology that Korea has used for probably the past four to

five years is VDSL, and that's a technology that's now being put in by AT&T [in the United States]”

Meanwhile, Korea is abandoning that technology, and using technology that is likely to increase current
bandwidth speeds 10 times.

South Korea and Japan illustrate successful models of delivery of the highest speeds of broadband and
converged services to an accepting public.

Source: Sutter, John D., “Why Internet Connections are Fastest in South Korea”, CNN March 31, 2010.

To summarise, as Table 3 illustrates, CARIFORUM States have made efforts at liberalising the
telecommunications sector, introducing second or third providers, particularly for mobile
and ISP services. There is the need to now move beyond policies for basic connectivity and
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ICT readiness to encourage the rollout of affordable quality broadband networks to underpin
the competitiveness and growth of ICTs.*®

Table 3: Telecommunications policy and regulatory framework for enabling Broadband

Country Telecommunications  Current Regulatory Articulated Policy Broadband
liberalisation (fullor = Framework takes into for regulation for Policy
substantial consideration convergence  convergence

Antigua & Barbuda

Bahamas v v

Barbados v v

Belize

Dominica v v

Dominican v v

Republic

Grenada v v

Guyana

Haiti

Jamaica v v

St Kitts & Nevis v v

St Lucia v v

St Vincent & the v v

Grenadines

Suriname

Trinidad & Tobago v v

3 REVIEW OF THE SCOPE OF EXISTING E-LEGISLATION IN
CARIFORUM

Table 4 shows that most CARIFORUM countries still have to make large leaps in order to
enact and implement the required legislation. The table also provides an idea of the large
task involved in the harmonisation of legislation process. Details are provided in the
following sections.

% See www.oecd.org/dataoecd/32/28/34228733.pdf.
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Table 4: Key legislative Enactments and Status

Country Commercial Data Cyber-  Evidence Access Electronic Consumer Making E-
Code/ Digital Pro- crime and pro- toinfor-  funds Protection of codes Government
Signatures tection/ cedural mation transfers of enabling
Privacy conduct provisions

Antigua &
Barbuda
Bahamas

X v X X X

v v v X v
v X X X

Barbados
Belize
Dominica

Dominican
Republic
Grenada

o o o< << <
>
x

Guyana
Haiti
Jamaica

St Kitts &
Nevis

St Lucia

St Vincent &
the
Grenadines
Suriname

Trinidad & 0 0 0 X0 0 X 0 0 0
Tobago

o o o <

Legend: V Enacted; X Partial implementation (needs updating or widening); 0 Draft law

3.1 Legislation regarding e-commerce

The legal and regulatory core framework for e-commerce needs to address three key areas
of regulation:
1. Commercial code for e-commerce activities, including digital signatures and
electronic transfer of funds;
2. Protection of consumers, data and information;
3. Cyber crime.

In the following sections we briefly discuss the issues involved in these three key areas,

before providing a comparative table on the regional implementation status regarding each
of them in CARIFORUM.

3.1.1 Commercial code for e-commerce activities

The legal framework for enabling e-commerce needs to include provisions regarding
electronic transactions and contracts negotiated at a distance, geared at establishing a
minimum level of protection for consumers. Provisions with respect to the formation and
the performance of contracts need to be examined as, in an electronic environment, existing
laws are likely to generate uncertainties relating to the validity and enforceability of
electronic contracts (for example the requirements for written documents, for handwritten
signatures, or the rules of evidence that do not take into account electronic documents).

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES E-COMMERCE STRATEGY PAPER
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09) PAGE 31



Another significant issue that must also be addressed is the issue of the security of electronic
commerce. Parties to electronic contracts need to feel secure that the sender and receiver in
the electronic transactions are who they purport to be and that the electronic record can be
authenticated and not forged while in transit. Provisions on secure technologies such as
digital signatures and digital certificates will be needed in order to help meet and address
some of these challenges.

The global nature of the internet and e-commerce means that harmonisation is essential to
the growth of electronic transactions and the establishment of a predictable legal
environment. Countries worldwide have been giving consideration to the UNCITRAL Model
Law in their reform efforts which have been ongoing since the 1990s, with many developing
countries enacting laws from 2000.

In the Caribbean, countries which have enacted electronic transactions legislation include
Anguilla, Antigua and Barbuda, Bermuda, Bahamas, Barbados, Belize, Cayman Islands and
Jamaica. English common law countries such as Singapore, South Africa, Malaysia, New
Zealand and Australia have also developed and implemented their electronic transactions
laws. The provisions of the UNCITRAL model law have been expanded, refined and adapted
to the English common law system of legislation over the past 14 years, to the extent that
CARIFORUM States need not “reinvent the wheel” but rather can look to the provisions
developed and refined in different jurisdictions which have also withstood the test of time.

A more recent development in the area of electronic communications is the UN Convention
on the Use of Electronic Communications in International Contracts (UN Electronic
Communications Convention) and the enactment of provisions in accord by places such as
Singapore and New South Wales. This Convention is an updated international legal
framework for e-commerce that takes into account developments brought on by the
Internet and other technological advances. It seeks to facilitate global e-commerce trade by
establishing a set of comprehensive rules to guide the use of electronic communications in
the negotiation and formation of international contracts. Both Trinidad and Tobago and
Guyana are now considering including updating provisions in accordance with the UN
Electronic Communications Convention in their 2010 Electronic Transactions draft laws.

An important factor sometimes overlooked is that the new laws must facilitate the use of
electronic transactions in the public sector, the law should contain an omnibus provision
through which government departments and statutory boards can accept electronic filings
and fees without having to amend their respective Acts. It should also allow public bodies to
issue permits and licenses electronically. More specifically, the law must allow the
government to make and receive electronic payments in order to improve the efficiency of
its payments and receipts systems. The delivery of e-government services may also require
amendments to specific laws, such as the laws relating to evidence or the Interpretation Act.

3.1.1.1 Digital signatures

The laws of certain countries explicitly disallow any form of signature other than the
traditional “ink on paper”. Even when the law does not explicitly disallow electronic
signatures, case-law is not well developed, and many businessmen are justifiably concerned
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about how the courts will ultimately view electronic signatures. Another significant issue
that must also be addressed is the issue of the security of electronic commerce. Parties to
electronic contracts must be satisfied that the sender and receiver in the electronic
transactions are who they purport to be and that the electronic record can be authenticated
and not forged while in transit. Provisions on secure technologies such as digital signatures
and digital certificates will also be needed in order to help meet and address some of these
challenges.

Establishing a framework for the authentication of computer-based information is necessary
in today’s commercial environment. The challenge is that concepts from the information
security field often correspond only loosely to concepts from the legal field, even in
situations where the terminology is similar. The historical legal concept of “signature”
recognises any mark made with the intention of authenticating the marked document. In the
digital world, today’s broad legal concept of “signature” includes markings such as digitised
images of paper signatures, typed notations and even addressing notations, such as
electronic mail origination headers.

Historically, people might have been asked for driver’s license or identification card
numbers. Now, due to concerns about security fraud, people are less frequently asked to
supply an identification card number online. They may have, however, a site-specific
password or account number, in connection with a bank account or a credit card account.
These are now rapidly replacing electronic signatures in many transactions. From an
information security viewpoint, these simple “electronic signatures” are distinct from “digital
signatures” although “digital signature” is sometimes used to mean any form of computer-
based signature. “Digital signature,” as used in information security terminology, means the
result of applying the technical processes described below.

3.1.1.2 Electronic funds transfer

Electronic funds transfer (EFT) refers to the computer-based systems used to perform
financial transactions electronically. The term is used for a number of different transactions:
where a cardholder makes use of a payment card such as a credit or debit card, direct debit
payments from customer to business, online banking, direct deposit payroll payments from a
business to its employees, transactions involving stored value of electronic money, e.g. a
“wallet” in mobile commerce, wire transfers and electronic benefit transfer, where a
recipient authorises a transfer of their government benefits from a government account to a
retailer account to pay for products received.

The principles guiding the development of electronic payment systems are transparency,
integrity, security and auditability. In addition, there are several aspects of electronic
payment systems for which the rules of their use need to be clear. These are:

= Evaluation of vulnerability (determining the products)

= The financial risk borne by issuers of e-money (determining the issuers)

= The supervision of payment systems (monitoring the system)

= The operation of monetary policy (managing the system)
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Box 3 provides a brief description of policies and regulations undertaken by two CARIFORUM
countries, the Dominican Republic and Trinidad and Tobago, in the area of electronic funds
transfer.

Box 3: Regional Implementation of Electronic Funds Transfer — Examples of Trinidad &
Tobago and the Dominican Republic

EFT is one area in which CARIFORUM countries have expended much effort, primarily because electronic funds
transfers are not yet ubiquitous. Trinidad and Tobago is an exception in that there is a huge demand for an
efficient legal and regulatory regime due to the number of large monetary transactions, fuelled by the oil and
gas sector and manufacturing and corporate sectors. In addition, most people use their debit or credit cards on
an everyday basis due to fear of walking around with large amounts of cash.

The Policy Document for Amendment to the Exchequer and Audit Act to facilitate e-government payment
notes that in Trinidad and Tobago the public has been making increasing use of debit and credit cards and
more recently the Real Time Gross Settlement (RTGS)" and Automated Clearing House (ACH)™ systems. In
2006 debit and credit cards combined amounted to over 60% of non-cash payment transactions in Trinidad and
Tobago. Card based transactions totalled some 23 million transactions in 2008. RTGS and ACH transaction
volumes increased from 200,000 in 2006 to 2 million by the end of 2008." The Government remains the largest
single issuer of cheque payments utilising an average of some 160,000 cheques monthly. The Government also
receives high volumes of cheques annually for tax and other payments from the public.

In Trinidad & Tobago the ACH is owned by six commercial banks and the Central Bank, which have established
a company, the Trinidad and Tobago Interbank Payments System (TTIPS), to manage its operations. The ACH is
used for large volume, low value (under $500,000) payments. Payments sent through the ACH are cleared and
settled within 24 hours. Anyone with access to a bank who wants to make a payment to someone else’s bank
account can use this system. To use the ACH, an individual (or company) simply has to request a bank to use
this means of payment and provide details of the payment such as the amount, the beneficiary’s account
number and the date of payment.

Trinidad and Tobago has an Electronic Transfer of Funds Crime Act, 2000, which created offences relating to
theft and misuse of, and unauthorised access to, credit cards and debit cards and which is very similar to
Antigua and Barbuda’s.

The Financial Institutions Act, 2008, defines the concept of electronic money and explicitly gives the Central
Bank the responsibility for oversight of payment systems. This Act gives the Minister of Finance, after receiving
the recommendations of the Central Bank, the authority to make Regulations which govern the transfer of
funds by electronic means. Under this authority, the Bank is preparing draft regulations on the general use of
electronic funds transfers in Trinidad and Tobago.

The Government of Trinidad and Tobago is currently finalising several other pieces of legislation. These include

the Exchequer and Audit (Amendment) Bill and regulations to enable government payments. The new policy

relating to government payments states that the objectives underlying the proposed changes to the legislation

are to allow the Government to:

= Make and receive electronic payments in order to improve the efficiency of its payments and receipts
systems.

= Provide the public with more efficient and convenient options for transacting with the Government with

7 RTGS- A system which processes the continuous (real-time) settlement of funds or securities transfers
individually on an order by order basis (without netting). Bank for International Settlements-
http://www.bis.org/publ/cpss.

'® ACH -An electronic clearing system in which payment orders are exchanged among financial institutions,
primarily via magnetic media or telecommunications networks, and handled by a data processing centre. Bank
for International Settlements- http://www.bis.org/publ/cpss.

'% Central Bank of Trinidad and Tobago, The Payment System in Trinidad & Tobago; http://www.central-
bank.org.tt/news/releases/2010/mr100104-2.pdf.
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due regard to issues of consumer protection.

= Provide a safe and secure EFT environment for the consumer to transact business with government
agencies.

=  Minimise Government’s risk with respect to litigation ensuing from loss suffered by the customer arising
from situations including, but not limited to, malfunctioning of equipment, unauthorised access and errors
in processing.

The Dominican Republic is one of the CARIFORUM States with a more sophisticated system of clearances at the
Central Bank. The system includes an Automated Clearing House Operations, a Clearing Automated Teller
Machine (ATM) Operations Clearing processed and a Point of Sale (POS) Operations Clearing, all processed by
Cardnet.

3.1.2 Consumer protection

The basic principle in setting standards for consumer protection in e- commerce is that the
rights of the consumer should not be diminished through the use of the technology. The
consumer should, at a minimum, retain existing legal rights and protection. Recognition
must be given to the fact that existing consumer laws are not capable of being adapted to
the peculiarities of the online environment, so that electronic commerce will require
different protection and redress mechanisms than those currently existing in CARIFORUM
States.

In general, “old” Consumer Protection laws are fully applicable to online transactions. In the
US on a regular basis, Consumer Protection statutes are applied to online or digital
transactions.

At the federal level, the Federal Trade Commission (FTC) Act dates to 1914. This is the
federal “consumer protection” statute, which gives the Federal Trade Commission
regulatory authority over interstate commerce; it does not provide for a private right of
action. The FTC applies the FTC Act to online privacy matters, deceptive practices, fraud,
disclosure issues, etc. There have been some updates to the FTC's jurisdiction to give it
authority to regulate spam, etc., but not specifically to modify the definitions or scope of the
prohibited practices.”’ The language in Section 5(a)(1) defines the scope of prohibited
conduct (unfair or deceptive acts and practices) is broad and dates back to the statute as
originally enacted.

At the state level, most states have “unfair and deceptive acts and practices” (known as
“UDAP”) statutes. These allow both attorneys general and, in some cases, affected parties,
to challenge UDAP. These statutes have been applied to online transactions and behaviour,
including the same categories as mentioned above. These statutes are “old style” though
some may have been amended to take into account newer practices. In general, though,
“cyberspace” is not necessarily thought to be its own separate world, but fraud is fraud and
disclosures can be misleading and inadequate, whether on physical goods or on websites.
(By way of example, if an auto dealer advertises a low price and then does a “bait and
switch” — charging a higher price when the consumer wants to buy the car — the UDAP
statutes do not differentiate as between advertisements in a newspaper or television station

20 5ee http://www.ftc.gov/ogc/FTC Act IncorporatingUS SAFE WEB Act.pdf.
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or on the dealer’s website.) Some of the States have established, in their attorneys’ general
offices (the official who is responsible for enforcing these statutes) specialised bureaus that
focus on internet-related issues.”

The extraterritorial issues are very interesting, and are being grappled with in the US and
Europe. In the US, to what extent can a US court (or regulator) have jurisdiction over a
foreign website selling goods into the US. As a practical matter, unless the seller has a
presence in the consumer's market, there is no jurisdiction and, practically speaking, no
enforceable remedy.

In CARIFORUM States there will be a particular need to strengthen cross-border co-
operation between businesses and consumer groups and for the development of rules with
cross-border application. In Europe, Directive 2000/31/EC created the basic legal framework
for electronic commerce in the internal market. The objective of the Directive is to remove
barriers to cross-border online services in the European Union and provide legal certainty to
business and consumers. The Electronic Commerce (EC Directive) Regulations 2002
(Statutory Instrument 2002 No. 2013) which implements this Directive is a very useful
document for CARIFORUM States in considering their consumer protection provisions, as it
contains many provisions that can easily be adapted into the laws of CARIFORUM States.

In 2009, the OECD published what amounts to a handbook on e-commerce and consumer
protection.?” It Includes a set of guidelines for consumer protection, and a review of
international and regional cooperation schemes — aspects of which may be applicable in the
Caribbean region - as well as a review of the issues. This follows the OECD’s much earlier
Best Practice Guidelines for eCommerce of 2002.%

Canada and Australia, for instance, have also produced Codes of Practice or Guidelines in the
areas of consumer protection.**.

Consumer protection is an area where CARIFORUM countries must put in some resources to.
While the law of Belize contains consumer protection, and the draft 2010 Electronic
Transactions Bills of Trinidad and Tobago and Guyana also contain some provisions, a more
holistic approach to consumer protection in online transactions is needed to foster the trust
necessary to increase the sale of goods and services online.

*! A pro-consumer overview of the state UDAP statutes is here:
http://www.consumerlaw.org/issues/udap/content/UDAP Report Feb09.pdf

2 Empowering Communities: Strengthening Consumer Protection in the Internet Economy.22 Background Report
to an OECD Conference held on December 8 — 10 2009. See
http://www.oecd.org/dataocecd/44/13/44047583.pdf.

2 See http://www.olis.oecd.org/olis/2002doc.nsf/LinkTo/NTO0000CCA/SFILE/JT00126337.PDF.

** See Canadian Code of Practice for Consumer Protection in Electronic Commerce (available at
http://cmcweb.ca/eic/site/cmc-

cmec.nsf/vwapj/EcommPrinciples2003 e.pdf/SFILE/EcommPrinciples2003 e.pdf and Australian Guidelines for
Electronic Commerce, 2006 (available at

http://www.treasury.gov.au/documents/1083/PDF/australian guidelines for electronic commerce.pdf).
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3.1.2.1 Information Security Service Providers

The law must make provision with respect to information security procedures providers. The
current regulatory framework for certification authorities (CAs) enshrined in many electronic
transactions laws globally is largely based on Public Key Infrastructure (PKI) technology
which was one of the most secure authentication architectures at the time of drafting five or
ten years ago. PKI technology was used as the benchmark for the integrity and security of
authentication services offered by certification authorities in e-commerce transactions. Since
then, new security technologies and solutions have emerged and changed the
authentication and security landscape globally. Biometrics is an example of these new
technologies. Thus the new laws should not make any PKI-specific references in order to be
technology neutral.

At present, the market for SSL certificates, a kind of certificate used for website security, is
largely held by a small number of multinational companies. This market has significant
barriers to entry since new providers must undergo annual security audits (such as WebTrust
for Certification Authorities) to be included in the list of web browser trusted authorities.
More than 50 root certificates are trusted in the most popular web browser versions. A 2009
market share report from Net Craft as of January of that year determined that VeriSign and
its acquisitions have a 47.5 % share of the certificate authority market, followed by GoDaddy
(23.4 %), and Comodo (15.44 %).

Given the difficulties of, and significant barriers to becoming a trusted certification authority
in the international context, with its entry within the root CA of existing major browsers, it
would be more beneficial within CARIFORUM States for persons to become resellers of large
commercial certification authorities, and for both government and the local top level domain
country code operator to develop their respective operations to allow for online, automated
identity searches and verification required by commercial CAs before issuing digital
certificates.

Any form of regulation, accreditation, registration or licensing system will therefore have to
deal with “home grown” security procedure providers as opposed to resellers or the
established certification authorities or other security services provider.

3.1.2.2 Privacy and Data Protection

The protection of individuals with regards to the processing of personal data and to the free
movement of such data has become an important issue. Data-processing systems must,
whatever the nationality or residence of natural persons, respect the fundamental freedoms
and rights of individuals, notably the right to privacy. Privacy has special relevance to the
internet as the internet has the potential of being the greatest collection and storage
mechanism in history. Apart from providing goods, services and information, websites,
through a number of mechanisms, collect personal information about, track the surfing
habits of, and gather copious information on the personal interests and online behaviour of
their visitors. Most of this information is used by websites to better understand and cater to
the needs of their customers and improve the usability of their sites. However, this
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information is sometimes sold to third parties who may use it in a manner that may be
invasive.

Data protection in e-government has special relevance as individuals would not want their
data being misused or wrongfully falling into the hands of third parties. There is clear
indication that fear of abuse of such personal information could act as a damper on the
establishment and use of e-government services. Clear rules for the use of such data and for
the protection of the individual are important.

Directive 95/46/EC of the European Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such
data requires EC Member States to ensure the rights and freedoms of natural persons with
regard to the processing of personal data, and in particular their right to privacy, in order to
ensure the free flow of personal data in the Community. Directive 2002/58/EC of the
European Parliament and of the Council of 12 July 2002 concerns the processing of personal
data and the protection of privacy in the electronic communications sector (Directive on
privacy and electronic communications).

The Council of Europe’s Convention for the Protection of Individuals with regards to
Automatic Processing has also set out guidelines. The implementation of these directives,
together with various guidelines developed over the past decade have formed the basis of
legislation in developed countries and have set the standards under which e-commerce is
conducted. For e-commerce to develop at a sustainable level in CARIFORUM States, the
same standards that apply in these countries are to be adopted.

3.1.3 Cybercrime legislation

The development and growth of computer networks, the internet and e-commerce have
provided opportunities, not only for those who seek to legitimately benefit from these
technologies and systems, but also for those who seek to maliciously exploit the systems and
the loopholes that exist in the present body of non-internet related law. Cybercrime is
criminal activity done using computers and the internet. This includes anything from forging
emails to stealing from online bank accounts. Cybercrime includes non-monetary offenses,
such as creating and distributing viruses on other computers, sending threats via email or
posting libellous information or a company’s trade secrets on the internet. The most
publicised form of cybercrime is unlawful access to information. Statistically, the majority of
data breaches are committed by employees.

At present, in many CARIFORUM States the existing laws are “stretched” to fit new
technology-enabled crimes. Offences need to be created for specific crimes. The issue of
harmonisation is also important. The ITU HIPCAR Draft Assessment Reports on Information

Society Issues notes that
“with regard to computer crime and cybercrime the issue of harmonisation of legislation is highly
relevant as a large number of countries base their mutual legal assistance regime on the principle
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of “dual criminality’.” Investigations on a global level are generally limited to those crimes that
are criminalised in all affected countries. Although there are a number of offences that can be

. . . . 26
prosecuted anywhere in the world, regional differences play an important role.”” The
harmonisation of legislation is therefore a key requirement not only to fill existing gaps in the
national legislation but also to enhance the cooperation among the beneficiary States.”

These new technology-enabled crimes require that new procedural powers be given to law
enforcement authorities to effectively investigate and prosecute the commission of such
crimes. Law enforcement units need to be able to apply for search and seizure warrants and
Production Orders and to require relevant persons to assist police in investigations.
Procedures for recordal of and access to seized data, disclosure of stored traffic data,
preservation of data, interception of electronic communications and the interception of
traffic data also need to be articulated. The validity of electronic evidence and the
requirement for confidentiality by, and limitation of liability of, service providers must be
provided for in legislation.

Other issues to be dealt with include technical surveillance of networks, computer
communications and internet activity, data retention, and collection and use of electronic
evidence. Amendments must also be made to the Evidence Act or provisions specifying what
actions amount to search and what actions amount to seizure of electronic data, to ensure
consistency with the larger body of the law of evidence.

3.1.4 Regional implementation of e-commerce legislation

Table 5 shows the results of a review of existing legislation relating to the three key areas of
e-commerce regulation. Based on the table, two conclusions can be drawn. First, e-
commerce legislation in CARIFORUM lacks uniformity, which constitutes a major stumbling
block for cross-border e-commerce (as well as to for the creation of a single market). Not
only are existing laws not harmonised, but there are also some countries which have
relatively well developed laws whereas other have no e-commerce legislation in place
whatsoever. The development of harmonised e-commerce laws must therefore be
considered as a priority.

Second, while some areas of the commercial code for e-commerce are relatively well
developed, other areas, such as cybercrime legislation, hardly exist within the region. Again,
the closure of these legislative gaps is imperative in order to create a reliable legal basis on
which e-commerce in the region can strive.

*> Dual criminality exists if the offence is a crime under both the requestor and requesting party’s laws.
Regarding the dual criminality principle in international investigations, see: “United Nations Manual on the
Prevention and Control of Computer-Related Crime”, 269; Schjolberg/Hubbard, “Harmonizing National Legal
Approaches on Cybercrime”, 2005, page 5.

*® see: Understanding Cybercrime: A Guide for Developing Countries, ITU 2009, Chapter 5.5 as well as the
following surveys on national Cybercrime legislation: ITU Survey on Anti-Spam Legislation Worldwide, 2005,
page 5; Mitchison/Wilikens/Breitenbach/Urry/Portesi — |dentity Theft — A discussion paper, page 23 et seg;
Schjolberg, The legal framework - unauthorized access to computer systems - penal legislation in 44 countries,
http://www.mosstingrett.no/info/legal.html.
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Table 5: Review of existing key legislation

Country

Commercial Code/digital signature

Data Protection/Privacy

Cybercrime

Antigua &
Barbuda

Bahamas

The Electronic Transactions Act, 2006 implements the
provisions of the UNCITRAL Model law and also makes
provisions with respect to the limits of liability of
online service providers, and includes provisions for
the regulation of certifying authorities.

The Evidence (Special Provisions) Act, 2009, No. 5 of
2009 has been enacted and contains some provisions
with respect to the admissibility of electronic
evidence. Under this law, a person seeking to admit an
electronic document as evidence has the burden of
proving its authenticity by evidence capable of
supporting a finding that the electronic document is
that which it is purported to be. The law then sets out
the best evidence rule in respect of an electronic
document—where there is proof of integrity of the
electronic documents system by or in which the
electronic document was recorded or stored; or if an
evidentiary presumption established under regulations
made under the Act applies.

Electronic Communications and Transactions Act, 2003
sets out a series of equivalency provisions giving legal
recognition to an electronic message, signature,
writing and contract on the same basis as such
features would be recognised in a paper-based
environment. It also allows parties to use electronic
devices to form, negotiate and conclude contracts and
other legally binding agreements. Exemptions include
the disposition of property, testamentary dispositions,
negotiable instruments, enduring powers of attorney
and court documents.

The Act does not prescribe the type or method to be
used to generate an electronic contract, signature or
method of authenticating the communication so long

The Bahamas Data Protection (Privacy of
Personal Information) Act 2003, implements the
privacy principles established by the OECD to
protect the privacy and transfer of personal
data.

The Act sets out the principle that information
should be obtained by fair and lawful means and
used in a manner consistent with that for which
it has been collected. It also enables an
individual whose personal information is
collected and stored to require the persons who
collect and use data to abide by standards of
confidentiality in respect of such data and to
provide individuals with information kept on

The Computer Misuse Bill, 2006 deals with
various cybercrimes including unlawful access,
hacking, cracking, etc. and also sets out
procedural powers. The cybercrime related laws
need updating and expanding.

In the Bahamas, The Misuse of Computers Act,
2003 creates a series of offences arising out of
the unlawful interference with computers and
computer systems, very similar to the Antigua
and Barbuda Bill.
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Barbados

Belize

as the necessary attributes are met by electronic
means. The Act also makes provisions for the duties
and the extent of liability of e-commerce service
providers and intermediaries.

Electronic  Transactions Act implemented the
provisions of the UNCITRAL Model law and also
contains provisions with respect to data protection
and the limits of liability of online service providers.
The Act made Barbados the third Caribbean country
(after Bermuda and the Cayman Islands) to possess
digital signature legislation

Electronic Transactions Act (Chapter 290:01) (Revised
Edition 2003), No. 8 of 2003 deals with the basic
equivalency for written contracts, signatures, etc. but
does not provide for certification authorities or deal
with limits of liability of online service providers.
Under the Act, the Attorney-General may make
regulations to provide that electronic signatures for
specified purposes shall be as reliable as appropriate
for those purposes; and to provide that electronic

them upon request. The Act prohibits the
transfer of data to jurisdictions with inadequate
data protection laws in place except with the
data subject’s consent.

The Act establishes an independent Office of
Data Commissioner who has responsibility for
enforcement of the data protection laws. While
it took some years for the Office of Data
Commissioner to be set up, it is now
established.”’

In Barbados the Bill for the Data Protection Act
2005 has not yet been passed into law.

The Barbados Computer Misuse Act 1 L.R.O. 2005
CAP. 124B®® creates a number of offences,
including those relating to illegal access, child
pornography and malicious communications
(obscene or threatening communications). The
Act also makes provisions for procedural powers
relating to investigation and enforcement,
including for search and seizure, assisting a police
officer, the provision of records of seized data to
owners, production of data for criminal
proceedings and orders for disclosure of data.
The cybercrime related laws need updating and
expanding.

%’ Details can be found on its website: http://www.bahamas.gov.bs/dataprotection.
8 Available at http://www.commerce.gov.bb/Legislation/Documents/Computer Misuse Act, 2005-4.pdf.
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Dominica
Dominican
Republic

signatures for specified purposes shall be created by
specified means.

A draft Bill has been prepared and is being reviewed.
Law 126-02 on Electronic Commerce, Digital
Documents and Signatures, based on the Law Model of
UNCITRAL was approved in September 2002 and
together with its complementary documents, is one of
the earliest and complete examples of the
implementation of UNCITRAL provisions. Following the
passage of the law, the Dominican Institute of the
Telecommunications, INDOTEL, was in charge of
preparing the regulations and complementary norms.
Several complementary documents make reference to
the approval, complementary norms, reasons,
questions and answers, glossary of terms, regulatory
agenda and the resolutions.

The EFT system is supported by the Monetary and
Financial Law, No0.183-02 which came into force in
2002. Article 27 of this Law provides: “Payments and
Clearing System. The system for payments and
clearance of checks and other means of payment is an
exclusive public service provided by Central Bank. The
regulatory framework established by the Monetary
Board for the organization and operation of the
payments and clearing system will have as basic
objectives assuring the immediacy and receipt of the
payment in good funds, being able to establish
different subsystems, using international standards as
a reference on the subject. All financial intermediation
organizations will be required to participate in this
system, and no multilateral netting and settlement
systems shall be organized other than the system
established in this Article. The Central Bank shall act
as supervisor and final settler for the payments and
clearing system. The material provision of service

The Dominican Republic law deals with computer
misuse and cybercrime offences. Offences
created include illegal access, interception and
tapping of data and signals (illegal interception),
damaging and altering computer data (data
interference), sabotage (system interference),
fraudulent devices (misuse of devices), forged
documents and signatures (computer related
forgery), high technology theft, illegal obtaining
of funds, electronic transfer of funds, fraud and
blackmail (computer related fraud), offences
related to child pornography, offences related to
infringements of copyright and corporate
liability. The law also contains provisions relating
to procedural powers including on preservation
of data, requirements for service providers to
disclosure certain traffic data, and powers of the
public  prosecutor’s office dealing with
production orders, search and seizure, real time
collection of traffic data and interception of
content data.
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Grenada

Guyana

could be granted to private organizations, in a manner
to be determined via regulation adopted by the
Monetary Board. Under no circumstances will the
Central Bank cover a negative position of a financial
intermediation organization, regardless of how
transitory it may be. The Monetary Board may
establish a collective bond regime or adequate
guarantees for the participants. The reserve accounts
and other funds deposited by the financial
intermediation organizations in the Central Bank, will
serve as current accounts for the clearing and
payments system, as established by the Monetary
Board.”

The Bill for Electronic Transactions Act, 2008 aims to
implement provisions of the UNCITRAL Model Law. A
package of Bills is currently being reviewed for possible
introduction into Parliament. The Bill is currently
slated for review.

The draft Electronic Transactions Bill, 2010 will provide
a commercial code for e-commerce transactions,
creating a predictable legal environment for e-
commerce and e-government transactions. It will
clearly define the rights and obligations of the
transacting parties. It will also address the legal
aspects of electronic contracts, the use of digital
signatures and concerns for authentication and non-
repudiation.

In order to facilitate the use of electronic transactions
in the public sector, the law will contain an omnibus
provision through which government departments and
statutory boards can accept electronic filings and fees
without having to amend their respective Acts.

The draft Electronics Transactions Bill, 2010
includes data protection provisions. Unlike many
other jurisdictions, the law will not create the
post of Data Commissioner, but the Minister or
someone delegated by him will perform the
functions of regulating data protection. The
data protection provisions will contain a list of
general privacy principles which will specify
rules for processing personal data, the rights of
individuals in relation to the personal data held
about them, and information security. The
general privacy principles will be applicable to
all persons who handle, store or process
personal information belonging to another
person. The law will also make provisions
stipulating the various requirements for the
protection of personal data held by pubic

The draft Electronic Transactions Bill creates a
number of cybercrime offences, including
offences dealing with illegal access to whole or
part of a computer, offences related to child
pornography, and offences against the
commission of acts of terrorism. The law will
make provision for procedural powers to be
given to the law enforcement authorities to allow
for search and seizure warrants, to require
relevant persons to assist police in investigations,
recordal of and access to seized data, and the
making of production orders. The proposed law
also creates a number of offences related to the
theft, forgery and other dishonest use of a credit
card, debit card, bank card, smart card, or the
number and data associated with such card, and
is intended to build user confidence in e-
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Country Commercial Code/digital signature Data Protection/Privacy

Cybercrime

authorities and allow for the development of
codes of conduct. The Minister will be able to
approve a code of conduct developed by an
industry sector and to make the code legally
enforceable by order or regulations.

Haiti NONE NONE
Jamaica The Electronic Transactions Act, 2006 mainly deals
with providing legal recognition for the electronic
equivalents of paper-based processes. It also makes
detailed provisions for personal electronic signatures
and the transmission of documents electronically.

St. Kitts & Model Bill prepared and slated for review

Nevis

St. Lucia The Electronic Transactions Bill, 2007 aims to
implement the provisions of the UNCITRAL Model law
and also makes provisions for the liability of

commerce and electronic transfers.

The Evidence (Amendment) Bill 2002 is enacted
and provides for the admissibility of documents
generated by computer as well as other
documentary material inclusive of disc, tape,
sound track, or other mechanisms

NONE

The CyberCrime Act of 2009 was passed in
December 2009 and creates a number of
offences and procedures for prosecuting these
offences. This Act was hailed as a tool to aid in
the prosecution of e-commerce fraud and Lotto
scams which have become rife in Jamaica due to
the lack of effective policy. It was also welcomed
as a means to prosecute and hopefully prevent
various computer crimes. In its passage, mention
was made to a lottery scam in Montego Bay
involving the theft of personal information by
employees from data processors in MoBay free
zone. This information was sold to criminals who
used it to carry out fraudulent schemes.

During the debate for the passage of the law,
mention was also made of a case in Jamaica
where  the computer network of a
telecommunications company was hacked into
and millions of dollars in Jamaican currency of
credit stolen.”

9 See http://www.jamaica-gleaner.com/gleaner/20091221/lead/lead9.html.

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09)

E-COMMERCE STRATEGY PAPER
PAGE 44


http://www.jamaica-gleaner.com/gleaner/20091221/lead/lead9.html�

Country

Commercial Code/digital signature

Data Protection/Privacy

Cybercrime

St. Vincent &
the
Grenadines

Suriname
Trinidad &
Tobago

intermediaries and internet service providers. The Bill
is currently slated for review.

In St. Vincent and the Grenadines the Electronic
Transactions Act, 2007>° was passed in House but it is
not yet enacted. The Act is comprehensive and
contains the provisions of the UNCITRAL Model. This
law, together with a draft Bill for protection of
personal information, is now being considered, with
plans for redrafting and enactment in 2010. The draft
Bill is quite complex and deals with a multiplicity of
issues, which may be a factor in its difficulty in
enactment in place without large human resources in
the area or knowledge of technology law.

NONE

The Government of Trinidad and Tobago tabled the
Electronic Transactions Bill in 2009. However the Bill
lapsed and in early 2010 a review was done of the Bill.

The review found several major flaws in the draft 2009
Bill. For example it found that Fastforward, the
National ICT strategy for T&T, states the national ICT
vision: “Trinidad and Tobago is in a prominent position
in the global information society through real and
lasting improvements in social, economic and cultural
development caused by deployment and usage of
information and communication technology.”

The Privacy Act was passed in Saint Vincent and
Grenadines in 2003 but is not yet in force. It
purports to regulate the collection, use,
maintenance, disclosure and disposition of
personal information by public authorities and
provides rights to certain individuals about
whom personal information is maintained. The
approach is principles-based, as in the
development of the OECD guidelines on the
Protection of Privacy. The Act does not apply to
the private sector, and gives no protection with
respect the collection of personal data outside
the ambit of public authorities. Section 15 of the
Privacy Act provides that a person can be given
access to personal information under any of the
enactment, and it is supposed that the Freedom
of Information Act is one of those referred to
here.

NONE

The Bill for the Data Protection Act, 2010 of
Trinidad and Tobago is one of the first in the
Caribbean to deal comprehensively with the
protection of personal data held by public
authorities. Under its provisions, a public
authority’s collection of personal information is
limited to that which is authorised by law, law
enforcement and where the information is
directly related to an operating programme or
activity of the public authority.  Personal
information is to be collected by a public
authority directly from the individual except in

3 Available at http://www.oas.org/juridico/english/st vincent electronic transactions act section 66.doc.
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However, the Electronic Transactions Bill, except for a
few clauses, is silent on this issue. There are no
positive clauses showing that Government is being an
enabler by taking the initiative towards e-governance.
The review noted that there are many considerations
that are taken into account when drafting an
Electronic Transactions Bill for a developing country,
that were not addressed. In developed countries, the
enactment of an Electronic Transactions Act has
tended to be part of a much wider program of
overhaul of laws and procedures, for example those
relating to electronic evidence, Government’s delivery
of services electronically etc. In developing countries,
all these corollary issues need to be examined and
addressed, as the effort relating to laws with respect
to electronic transactions tend to be more
concentrated on a suite of core laws, as opposed to a
larger overarching implementation of policy and
directives relating to e-government and e-commerce.
The review also noted that the draft clauses provided
for in the Bill are incomplete in several areas.

In the area of removal of barriers, the review noted
that Part 1 of the Bill deals with several provisions that
are aimed at removal of these barriers. However
several clauses do not achieve this objective — the key
one being Clause 7 — which proposes that the
Electronic Transactions Act: “does not limit the
operation of any written law that expressly authorizes,
prohibits or regulates the use of information, data
messages, records, payments or signatures in
electronic form or requires that information, a data
message, a record or a payment be posted or
displayed in a specific manner.”

The review noted that this provision contradicts the

certain circumstances such as: the collection of
information which is necessary for medical
treatment of an individual; where the
information is collected for the purpose of
determining the suitability for an honour or
award including a scholarship; in proceedings
before a court or a judicial or quasi-judicial
tribunal; when collecting a debt or fine or
making a payment; or when collected by law
enforcement.

The provisions require a public authority to
inform a person from whom it collects personal
information, as to why it is being collected, the
legal authority for collecting it, and the title,
business address and business phone number of
an official who can answer questions about the
collection. Exceptions to this requirement to
provide information include in cases of national
defence and other law enforcement
investigations.

The Bill specifies that a public authority can
retain personal information it has used for a
period of time as is prescribed by the Minister,
by order, and a public authority should take
steps to ensure that any personal information
used to make a decision that would affect the
individual, is correct and complete. A public
authority is to keep all personal information
secure, and safeguard against unauthorised
access to and collection, use, alteration,
disclosure or disposal thereof. Personal
information held by a public authority should be
stored and accessed only in Trinidad and Tobago
or a jurisdiction that has comparable safeguards
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whole purpose of the Policy and Act and is the direct
opposite of what has been done in any other country
in the world enacting an electronic transactions law.
The whole idea is to make the entire regime of laws
technology neutral. If there are already exceptions in
4(1), the rationale to include other exceptions is
unclear.

The review also took issue with the provisions relating
to the liability of intermediaries. The entire section
was redrafted.

A new amended and comprehensive 2010 Bill has
been drafted and is now under consideration.

as provided by the law.

The provisions also prohibit the disclosure of
personal information by a public authority
without the consent of the individual in respect
of whom the information relates except in
certain circumstances, such as in law
enforcement, lawful investigations or statistical
purposes. Medical information should not be
disclosed by a public authority without the
consent of the person to whom such
information relates or by order of the Court.

Ministries are required to prepare a privacy
impact assessment in respect of any new
enactment, system, project, programme or
activity and set out the consequential
requirements on each Ministry thereafter.

The provisions give every resident or citizen of
Trinidad and Tobago the right to access his/her
personal information that is contained in a
personal information bank and any other
personal information which is in the custody or
under the control of a public authority. An
individual should be entitled to request the
correction of his personal information held by a
public authority and which the individual
believes to be incorrect.

An appeals process to the Data Commissioner
(an office to be created under the Act) is set out.
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3.2 Delivery of E-Government Services

A key plank in content development, as well as in wider e-commerce adoption, is the

leadership shown by government:
“The adoption of e-government practices is a fundamental facet of e-commerce strategies. By
becoming “model users” of the internet, governments can at the same time facilitate the
achievement of e-commerce strategies and contribute to core development objectives.”

Thus concludes the UNCTAD survey of e-commerce policies in 51 countries.’’ Whether
specifically to promote e-commerce or simply to achieve the wider development benefits,
governments worldwide are implementing e-government services. At least a few — for
instance Canada and New Zealand — deliberately deploy their e-government strategy as a
means to lead the way in e-commerce. Components of e-government services that can also
support e-commerce are prioritised, e.g., introducing secure electronic signatures with
public sector and external clients and the general public; and incorporating e-commerce into
education, training and awareness raising.

Encouraging the public and businesses to switch to electronic access — including electronic
payment — of government services is seen as an effective way to introduce the concept of e-
commerce, familiarise people with what is involved, and enable them to see the practical
benefits. It can assist the spread of e-commerce not just from the supply perspective, by
opening horizons to small businesses, but especially on the demand side with the public and
enterprises becoming routinely accustomed to the use of the internet to access and pay for
services.

Perhaps particularly relevant in the Caribbean is the potential for regional-level coordination
and cooperation in the development of an information society and ICT strategies with a
specific emphasis on e-commerce.

For instance, since 2002 and continuing today, the western Baltic countries have been
coordinating their information society strategies, including e-commerce and e-government
services, in an initiative, supported by UNDP and the Regional Cooperation Council (RCC),
called the eSEE Agenda (Electronic South East Europe).32 The eSEE agenda established a
number of benchmarks and targets for all countries, formally signed at ministerial level and
occasionally updated, for different elements of the information society agenda. Senior
officials meet regularly, information and best practice is exchanged, and informal
competition has emerged between them, all of which is acknowledged to have spurred on
development. Also useful has been the fact that information society ‘champions’ in various
government departments have, on some occasions, been able to use the ministerial level
commitments to gain leverage within inter-ministerial priorities, and have also assisted in
ongoing continuity of targets even where governments have changed.

** UNCTAD, Electronic Commerce Strategies for Development: The Basic Elements of an Enabling Environment
for E-Commerce, 2002, p. 8 (http://r0.unctad.org/ecommerce/event docs/geneva strategies issues.pdf).
32 http://www.eseeinitiative.org/.
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Such a formal e-commerce agenda could have a more focused impact on developing e-
commerce in the Caribbean.

There are a number of key areas in which e-government has been successfully implemented
in developing countries, including in small island states and in the Caribbean (Box 4). Box 5
provides some more detailed information about Anguilla’s e-government system.

Box 4: e-governance — success cases

Public access to services: E-government can make available to members of the public services of value to
their daily lives. For example, the e-Seva service of the state of Andhra Pradesh in India®® provides citizens
with a wide spectrum of services ranging from the payment of utility bills to registration of motor vehicles.
Improved investment climate: Information relevant to investors, both foreign and local, has been a major
focus in many e-government projects. This information includes access to laws and regulations, application
requirements, forms also submission of applications online. Anguilla's Commercial Online Registration
Network (ACORN)** enables instant and secure electronic incorporation and registration of companies.
Many telecommunications regulators, including those of Anguilla®®, Trinidad and Tobago™® and the ECTEL
States’’ have websites with full information on laws and regulations, as well as publication, as required by
law, of the issuance of licenses, proposed legislative changes, calls for public consultations etc.

Improved credit climate: Major hindrances to credit availability in many developing nations are unwieldy,
expensive and cumbersome systems relating to land and property registration. Governments can use ICTs
to streamline the recording of land and property titles, making the whole process simple and transparent.
The governments of Anguilla and the Cayman Islands have fully computerised systems of land and
property registration. In addition, all planning permits, when granted, are published online.
e-Participation: e-participation can promote civic trust by ensuring that citizens’ views and interests are
better represented in government programs or processes. Several SIDS, including Trinidad and Tobago™®
and Antigua and Barbuda®’, now have the parliamentary process, including the debating of bills, online.
Singapore has an online feedback system. *°

Education and Training: Open and distance learning can be made available for both for the public and
government officials. The University of the West Indies conducts internationally accredited open and
distance learning courses though its Open Campus.** Bosnia Herzegovina has the Open Source Distance
Learning Web Portal for judges and prosecutors®.

Immigration and Border Control: Cambodia has introduced an e-visa system® which automates visa
application, approval and payment processes, supporting the tourist industry on which the country heavily
relies for hard currency.

Improved customs clearance: The Customs Automated Services (CASE) is a Caribbean developed system
(developed in Jamaica) which is E-commerce ready and heavily used in G2B automated customs processing
and payments in Jamaica and Antigua. The system is intended to be transferred to the other OECS
countries.

Tax Reporting and Payment: Peru’s National Superintendent of Tax Administration (SUNAT) initiated an
online tax payment system credited with significantly increasing the efficiency of their tax administration.*
Court Management & Justice: The Judicial Enforcement Management System is used in Trinidad and
Tobago and the OECS States for case management and court administration.*

4

3 http://esevaonline.com/
3 http://www.anguillafsc.com/
% http://www.pucanguilla.org/
3 http://www.tatt.org.tt/
3 http://www.ectel.int/
38 http://www.ttparliament.org/
39 http://www.ab.gov.ag/gov v2/government/lawsandregulations/
40
http://www.cutwaste.gov.sg/
1 http://www.open.uwi.edu/
*2 http://unpani.un.org/intradoc/srouups/public/documents/other/unpan022060.pdf
43 . . .
http://www.mfaic.gov.kh/e-visa/vindex.aspx
* http://unpani.un.org/intradoc/eroups/public/documents/other/unpan022091.pdf
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=  Company Registration: Anguilla's Commercial Online Registration Network (ACORN) enables instant and
secure electronic incorporation and registration of companies. ACORN also enables all other corporate
registration activities permitted under the relevant legislation to be undertaken online. Information on the
system, which has fully downloadable forms as well as online company name search and reservation, can
be found at the network’s website. *°

=  m-Government: As mobile phones now outnumber fixed-line phones and personal computers in many
developing countries, m-Government is very relevant. Malta offers services that include
acknowledgement of, and status reports on, citizens’ complaints; notice of court hearings and exam
results; license renewals; and direct payments from the Department of Social Security. Trinidad and
Tobago has announced that in June 2010 it will launch its mobile platform for delivery of Government
services electronically.

= |tis worth noting that Jamaica has some well-developed fully automated online E-Goverment solutions
that are well worth careful study. Fiscal Services Limited, a fully owned Gov. of Jamaica IT firm, has a staff
complement of nearly 300 programmers, web developers, e-government specialists, system.

A key task in the implementation of e-government will be to identify the actual and potential
institutional bottlenecks, which may constrain the implementation of e-government in the
CARIFORUM States. Several things are needed for e-government to be implemented
successfully: proper planning, consultation with all stakeholders including the members of
the public, the private sector and public servants to assess their needs, and the development
of a range of requisite skills to implement, manage and maintain e-government. Proper
planning requires an understanding of the institutional framework that will support e-
government- i.e. the level of technology, skills and administrative provisions within the
government as well as the level of technology and skills of the other users i.e. the private
sector and public. An infrastructure analysis as well as stakeholder consultations should be
used to prepare an assessment of the e-readiness of each of the Member States.

Box 5: Anguilla E-Government system

In July 1994 the Technology Unit under the Ministry of Finance was established with the mission to “Develop,
implement and manage the most advanced appropriate Information Systems Strategy and Technology to meet
the present and future information and technological needs of the Government of Anguilla.” Starting with only
two members of staff and one small office the unit was responsible for all IT equipment in the Ministry of
Finance.

The Unit gradually increased through the years and is now the Department of Information Technology & E-
Government Services (DITES), responsible for all Government and its statutory bodies IT needs. Presently the

Department has a staff of 22 personnel.

The following table contains a list of the various applications used in Anguilla’s E-Government.

Name Purpose Department

Smart Stream HR, Expenditure Most Departments
(http://www.smartstream-stp.com/)

SIGTAS (http://www.crcsogema.com/)  Revenue collection Most Departments

Asycuda Customs System Customs

Otrcis (Overseas Territories Regional Immigration Intelligence Customs/Police/Immigration
Criminal Intelligence System)

KE Vitalware Registry System Judicial

Alexandria Library Library

CSDRMS Debt System Ministry of Finance (MOF)

* http://www.pcssinc.com/products/jems.htm
46 .
http://www.anguillafsc.com
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KODAK Dental System Health Authority of Anguilla (HAA)

Qs/1 Pharmacy System HAA
Great Plains Payroll System HAA
IDIS Passport System Passport Office
JEMS Judicial Case Judicial
Management
CUsI Water Billing System Water Department
ArcGIS Geographic info System Physical Planning
AutoCAD Lite Building Engineering Ministry of Infrastructure,
Communications, Utilities and
Housing
Quick Books Accounts Management DITES/ Most Departments
Track-It Inventory Management DITES
BES BlackBerry Enterprise DITES
Symantec Enterprise Antivirus DITES
Cash Admin Call Management System DITES
Symantec Backup Exec Backup Servers DITES
HUB Manager Security System Control DITES/Jud/IRD/MOF/Tre
InterMapper Wireless Network DITES
Monitoring
ACORN (Anguilla's Commercial Online  Commercial Online Financial Services
Registration Network) Registration Network Department/Companies registry

The components of e-readiness are changing over time, and institutions should evolve
accordingly. As the basic level of readiness and information infrastructure are built, the
emphasis shifts to innovation, human resource development, business process
transformation, public-private partnerships, legal framework, a holistically supportive
environment, bottom up participation, and other soft factors. E-leadership institutions have
to evolve to meet these new balances and requirements.

E-government involves the creation of new processes and new relationships between the
government and its citizens and businesses. The goals of e-government will not be achieved
the simple computerisation of records or giving civil servants computers. What is most
important is for governments to understand what methods, processes work best for them
and what is not working. What challenges are they facing and how they can overcome these.
Relying on technology to be a panacea to all their problems will not produce the success
they want. It is only by examining which processes work and which don’t that they can figure
out the role technology can play in providing solutions. The key is to figure out where the
ownership of the electronic government project resides and who is the responsible entity for
that project. Technology can help move or facilitate the objectives of e-government,
allowing it to be more effective and provide personalised services to citizens.
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4 ASSESSMENT OF SMES’ USE OF AND READINESS FOR E-
COMMERCE

4.1 Introduction

In order to assess the extent with which SMEs in the CARIFORUM countries use e-commerce,

a comprehensive survey was undertaken in 13 countries.” The objectives of the survey

were:

= To assess the use of computers by CARIFORUM SMEs, as this constitutes the basis for e-
commerce

= To analyse the use of internet by SMEs

= To determine to what extent and with what purpose SMEs use their own corporate
websites

= To determine how SMEs are currently in e-commerce activities; and

= Toidentify SMEs’ plans and concerns with regard to e-commerce.

For the survey, a questionnaire with 57 questions in six different sections was developed
(see Appendix). Questionnaires were distributed to SMEs both in written form, on the

internet, and used for structured interviews by enumerators.

In total, 286 SMEs completed the questionnaire. The distribution of the responses to the
survey by country of the SME is shown in Figure 11.

Figure 11: Distribution of responses to survey by country

Antigua-Barbuda
Trinidad-Tobago 6%

13%

Barbados
18%

Suriname
12%

St-Vincent
1% Belize
4%
St-Lucia
7% Dominica
4%
Dominican
St-Kitts-Nevis Republic
6% 5%
_ Grenada
Jamaica Guyana 9%
12% 4%
*’ The Bahamas and Haiti were not included in the survey.
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The largest number of responses came from Barbados (52), while the smallest number came
from St. Vincent (2). On average, each country contributed 23 responses to the survey.

4.2 Detailed Survey Findings

4.2.1 Section 1: Company Information

The purpose of the first questionnaire section was to identify the main characteristics of
surveyed SMEs in term of age, size and sector of activity.

4.2.1.1 Age

Out of the 286 responses to this question, the results are depicted in Figure 12. As can be
seen from the chart, than a third of all SMEs were in business for more than 15 years, and
36% were in business for five years or less. This means that the majority of SMEs were
either recently established or relatively old, while SMEs of between 6 and 15 years of age
were relatively less represented in the survey.

Figure 12: Question 1 - How long has your company been in operation?

lessthan
lyear
5%

Over 15
y3e7a;s 1-5years
0 31%
11-15
years
8% 19%

4.2.1.2 Type of business

Of the 285 SMEs which provided information about their sector of activity, most were in
Retail Trade (13%), followed by Manufacturing (7%), Legal Service (6%), and Tourism and
Recreation Services (6%). SMEs in the survey fairly evenly represented a vast range of
sectors (including 25% in sectors not listed in the questionnaire) which indicates a high
degree of representativeness of the survey.
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Figure 13: Question 2 - What is your company’s primary type of business?

Retail-Trade
Manufacturing

Legal
Tourism-Recreation
Restaurant
Finance-Insurance
Information-Technology
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Telecommunications
Transportation
Real-Estate-Rentals

Sport

Other

25%
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Percent of Total Businesses

4.2.1.3 Size

The size of SMEs was determined in terms of the number of employees and turnover. With
regard to the former, 41% of SMEs had five or fewer employees, and almost three quarters
of all SMEs (72%) were small businesses with fewer than 26 employees (Figure 14).

Figure 14: Question 3 - How many employees were in your company as at March 1st 2010
(including temporary, permanent and casual workers)?

Over 100
14%

26-100 15
- 41%
14%
31%
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With regard to revenues, 263 SMEs (92% of the sample) provided information. Of those that
responded, 40% had an income between USD10,000 and USD100,000, while one-quarter
had revenues of less than USD10,000 (Figure 15). Overall, almost two thirds (66%) of all
SMEs made less than USD100,000. Thus, the distribution of SMEs with regard to revenues
reflects the size distribution in terms of staffing.

Figure 15: Question 4 - How much revenue did your company make in the last financial
year?

over-1000000
17% Less-than-10000

24%

100000-1000000
19%

10000-100000
40%

/

4.2.1.4 Clients and markets

The primary customers for the vast majority of surveyed SMEs (62%) were individuals. About
one-third (36%) mainly sell to other businesses, while very few SMEs have government as
their primary customers (Figure 16).

Figure 16: Question 5 - Who are your primary customers?

Government
2%

Businesses
36%
Individuals
62%
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The overwhelming majority of SMEs sell their products and services on the domestic market
(Figure 17). Very few SMEs sold their products and services within the Caribbean region
(5%), while most of those companies that are active on foreign markets conducted business
outside the region (15%).

Figure 17: Question 6 - Where are most of your products/services sold?

Other Caricom
Countries
5%

Elsewhere
15%

Own Country
80%

In a related question, when asked where most of their customers were located (Figure 18),
the vast majority of surveyed SMEs indicated that their customers were mainly located
within their own country (73%). Following the same trend as the previous question, only few
SMEs had customers within the region (6%), while more than three times as much as that
amount had customers outside the region (20%).

Figure 18: Question 7 - Where do most of your customers come from?
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4.2.2 Section 2: Use of Computers

Companies which do not use computers in their operations are unlikely to engage in e-

commerce. At the same time, in the CARIFORUM region it cannot be taken for granted that

SMEs do use computers. The purpose of this second section in the survey was therefore to

assess the extent to which SMEs fulfil the basic requirement of e-commerce readiness.

Questions referred to:

= The number of computers in the company, implying that a higher number of computers
will facilitate e-commerce;

= The users of computers within the company: if computers are used by all levels of staff
this will facilitate the use of e-commerce: management will be capable of understanding
the issues in order to formulate e-commerce strategies while operational staff will be
ready to implement these strategies;

= The types of use of computers: obviously, e-commerce readiness is positively influenced
if computers are used for various purposes within the company rather than, e.g., only for
office applications;

= Existence of computer network within the company: again, using a network within the
firm is likely to have a positive impact on e-commerce readiness as it means that the
technological basis for e-commerce is in place.

4.2.2.1 Auvailability of computers

The good news is that very few SMEs do not have computers: only 8 out of 285 (3%) SMEs
reported that they had no computers (Figure 19). Nevertheless, the vast majority of SMEs
across the region has ten of fewer computers (68%). Only 11% of SMEs have more than 50%
computers, which should be seen in relation with the number of 14% of SMEs which have
more than 100 employees.

Figure 19: Question 1 - How many computers do you have in your company?

Over-100 0
51-100 6% 3%
5%

11-50
18%
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When keeping in mind that the vast majority of SMEs are targeting the domestic market it
may be surprising to see that 55% of surveyed companies have bought their computers
abroad (Figure 20). Around 17% of all SMEs purchased both domestically and abroad.

Figure 20: Question 4 - Where did you purchase your computers?

70% 66%
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4.2.2.2 Computer users

The majority of SMEs reported that senior management had access to computers (82%),
while only about half of all SMEs provided all other staff with access to computers (Figure
21).

Nevertheless, since SMEs were allowed to pick more than one answer, these results must be
read in the context of SMEs providing multiple staff types with access to computers. In fact,
the average SME provided three out of four staff types with computer access.

Figure 21: Question 2 - Who are the main users of the computers in your company?
100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0% ; . . .

Senior- Middle- Operational-Staff ~ Secretarial-Staff
Management Management

81%

57%

48% 49%
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4.2.2.3 Computer uses

There were 1105 responses from 278 SMEs, which means that the majority of SMEs use
their computers for multiple reasons. In fact, it appears that the average SMEs use their
computer for at least four (4) types of applications.

The most widely used computer application (Figure 22) was Office Applications (85%),
followed by Finance and Accounting applications (75%), Purchase Orders and Inventory
(56%) and Payroll (55%). Not surprisingly, the least used applications were Library (21%) and
Programming and System Development (28%). Less than half of surveyed SMEs used
computers at the point of sale.

Figure 22: Question 3 - What do you use your computers for?
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In sum, therefore, computers are basically used for basic applications.

4.2.2.4 Networks installed
In spite of the fact that only 29% of companies have more than 10 computers, 61% of
surveyed firms have a computer network (Figure 23). This means that even small companies

with few computers typically connect their computers internally.

Figure 23: Question 5 - Does your company have a computer network?

No
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On further analysis of those SMEs that did not have computer networks, it appeared that
there were significant differences among the countries polled. The results of this additional
analysis are shown in Figure 24.

Figure 24: SMEs without computer network by country
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According to this analysis, SMEs in Barbados, St. Vincent and the Grenadines, Grenada, and
St. Kitts and Nevis appear to be lagging behind in terms of computer networks. Conversely,
the Dominican Republic, Dominica and Belize are comparatively well equipped with
computer networks.

It should be noted however, that in higher income countries such as Barbados and Trinidad
& Tobago, with a more highly educated population, we were able to get a greater mix of
respondents. In countries such as Dominica, Grenada, Belize, Suriname and Guyana, the
respondents tended to be the businesses already more aware of and implementing ICTs as
part of their businesses, and with more highly educated staff. It is thus possible that the
above findings are slightly distorted based on selection bias.

4.2.3 Section 3: Internet Usage

While the availability of computers in SMEs constitutes the most basic requirement for e-

commerce, links between the firm’s computers to the world is another essential

requirement to engage in e-commerce. Hence, section 3 of the survey dealt with SMEs’ use

of the internet. In particular, the following topics were addressed:

= To what extent have SMEs access to the internet, and which technology is used?
Obviously, the better a company is connected to the internet (i.e. the more computers
can access the internet, and the higher the speed of the internet connection) the better,
ceteris paribus, are the conditions for e-commerce;
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= The users of internet within the company: similarly to the corresponding question in the
previous section, if the internet is used by all levels of staff this will facilitate the use of e-
commerce: management will be capable of understanding the issues in order to
formulate e-commerce strategies while operational staff will be ready to implement
these strategies;

= What the internet is used for: obviously, e-commerce readiness is positively influenced if
the internet used for various purposes within the company rather than, e.g., only for
email correspondence. A prudent use of the internet also requires that certain security
measures are in place, which is why the survey has included a question on the use of
firewalls and anti-virus software;

= Existence of a company intranet: using an intranet is likely to have a positive impact on
e-commerce readiness as it means that the company’s staff (or at least the users of the
intranet) are already well versed with the principles, requirements and procedures which
govern e-commerce.

4.2.3.1 Availability of internet access

Nearly all SMEs that have computers reported that they also have internet access: only 7%
do not have internet access (Figure 25).

Figure 25: Question 1 - Do the computers in your company have access to the internet?

No
7%

SMEs without internet access are located in six of the 13 surveyed CARIFORUM countries:
Jamaica, Barbados, Suriname, Trinidad and Tobago, Dominican Republic, and Antigua and
Barbuda (Figure 26). It might seem surprising that SMEs in the larger and well developed
countries would be the ones where lack of internet access is most prevalent, but as
described above, this finding might be explained with the fact that in the other countries
there may have been a selection bias in the survey towards more experienced SMEs.
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Figure 26: SMEs without internet access by country
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Of those SMEs that had internet access, more than three out of four (78%) reported that the
majority of their computers had internet access (Figure 27). Consistent with the previous
results, only 2% reported that their computers did not have internet access.

Figure 27: Question 2 - What percentage of your computers has internet access?
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The most common types of internet connections used by SMEs (Figure 28) were Digital
Subscriber Line (DSL; 58%) and wireless services (49%). Around half of all SMEs that had
internet access had more than one connection type.

Not surprisingly, given the expense, few SMEs had dedicated internet access, and some (8%)
still had dial-up or non-broadband access. Fifteen percent of all SMEs had cable internet
access, which is the newest type of internet access within the region.
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Figure 28: Question 3 - What types of internet connection do your computers have?
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Several countries had SMEs that were still using dial-up access, including Antigua and
Barbuda, Belize, Guyana, and Trinidad and Tobago (Figure 29). All of these countries had
more than twice the regional average of SMEs that were using dial-up or non-broadband
access. By far, the country with the most SMEs using dial-up access is Guyana, with some
42% of all SMEs still using dial-up access.

Figure 29: SMEs using dial-up access by country
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4.2.3.2 Use of the internet

Nearly all companies use the internet for email services (91%), and over 75% also use the
internet for Business Research (Figure 30). On the other hand, only 30% of SMEs use the
internet for online sales, and nearly half use the internet for Customer Services and Support.
Nearly half also use the internet for news and references, and just over half use the internet
for purchasing supplies online. Very few use the internet for Online Government Services, or
did not use the internet at all.
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Figure 30: Question 4 - What does your company use the internet for?
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Nearly all SMEs with internet access reported that they have either a firewall or antivirus
software protecting their computers (Figure 31). 3% of SMEs did not have firewall or
antivirus protection for their computers. While this number seems low it shows a grave lack
of awareness for security issues and, hence lack of readiness to undertake e-commerce.

Figure 31: Question 7 - Are your company’s computers protected by a Firewall or Anti-
Virus software?

No
3%

Yes
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4.2.3.3 Users of the internet

As expected, nearly all SMEs allow senior management to use the internet, but only around
half of all SMEs allow other staff to use the internet (Figure 32). The more than 600 answers
that were received from around 250 SMEs suggest that most SMEs give more than one type
of staff internet access.
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Figure 32: Question 5 - Who is given access to the internet in your company?
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About half of all SMEs provide the majority of staff with internet access (Figure 33). On the
other hand, about one third of SMEs provide less than 25% of their staff (i.e. mainly top
management) with internet access.

Figure 33: Question 6 - What percentage of staff has internet access in your company?
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In sum, SMEs in the region appear to be divided in their internet access policies. While one
half has an inclusive access policy, as part of which the majority of staff use the internet, in
another large group of companies the internet is used exclusively by management. In this
context, it should be noted that restricting access to the internet to management levels may
have detrimental effects on the capacity of companies to effectively implement e-commerce
activities.
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4.2.3.4 Use of intranets
The majority of SMEs within the region did not have intranets (Figure 34). Over 70% of SMEs
reported that they did not have an intranet, while less than one-third of all SMEs reported

that they did.

Figure 34: Question 8 - Does the company have an Intranet?
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Out of the 81 SMEs which have an intranet, more than two thirds use it for collaboration.
Just over half of the SMEs use their intranet for human resource management and sales and
marketing information. Organised external access to internet sites and teleconferencing are
relatively little used by SMEs with intranet. In sum, as with the other responses, most SMEs
do not tend to use the more sophisticated offerings of intranets.

Figure 35: Question 9 - If your company has an Intranet, what is it used for?
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4.2.4 Section 4: Corporate Websites

The presence of a corporate website usually is equated with the understanding that
companies are already engaged in e-commerce. Nevertheless, true e-commerce means that
the website as actually used for commercial transaction, rather than a (potentially even
static) presentation of the company. Therefore, this section in the survey addressed various
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guestions relating to the use of corporate websites by Caribbean SMEs. In particular, the

guestionnaire investigated:

= The basic characteristics of SME websites, i.e. whether or not they have a website (and
how many), when it was first established, and where it is hosted;

= The reasons why SMEs established and run websites;

= The role of the website in the SME’s marketing mix;

= The perceived impact of the website on the operations and performance of the
company; and

= Any perceived concerns by SMEs related to doing business through the website over the
internet.

4.2.4.1 Use of corporate websites by SMEs

The use of corporate websites by CARIFORUM SMEs is still rather limited: More than one
third of all SMEs within the region had no website (37%), while nearly half (45%) had only
one (Figure 36). Only nine percent of SMEs are very active users of websites, having three or
more.

Figure 36: Question 1 - How many websites does your company have?
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Of those SMEs that had no website, further analysis revealed an uneven distribution among
the individual countries (Figure 37). More than half of all SMEs in Barbados and Suriname
have no websites, and these two countries are the only ones where the share of SMEs
without website is above the regional average of 37%. Conversely, SMEs in the Dominican
Republic and Grenada are the most connected ones — more than 80% of SMEs in these to
countries have at least one website.
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Figure 37: SMEs without corporate website, by country
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When looking at the heavy users of websites, i.e. those SMEs that have three or more
websites, a breakdown by country reveals that such SMEs currently exist in nine of the
surveyed countries (Figure 38). Interestingly, Antigua and Barbuda had the highest share of
SMEs with three or more websites (22%), followed by Jamaica with 9% and Guyana with 8%.

Figure 38: SMEs with 3 or more corporate websites, by country
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With regard to the age of websites, just over half of all SME websites (53%) were set up over
five years ago, prior to or during the year 2005 (Figure 39). The other half of SME websites
are relatively new, having been set up between 2006 and 2008 (34%) or between 2009 and
2010 (13%). This means that about half of the SMEs in the region have relatively little
experience with websites and e-commerce.
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Figure 39: Question 5 - What year was your website set up?
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Interestingly, only 30% of all surveyed SMEs within the region were not using websites with
domain names that were registered with their local domain name registry (country code Top
Level Domain or ccTLD), as shown in Figure 40. The other SMEs within the region were using
generic Top Level Domains (gTLDs) like .com, .net, .biz, or .info, for their primary websites.
This has implications for regional branding, as companies with gTLDs cannot be instantly
identified as being located in the Caribbean.

Figure 40: Question 2 - Do you have any website registered through your local top level
domain?

There were apparent differences among the countries relative to the use of local ccTLDs for
their websites (Figure 41). In Grenada, more than half (52%) of all SMEs were using the local
ccTLD (.GD). In both Belize and Antigua and Barbuda, some 33% of SMEs were using their
local ccTLDs for their websites. Conversely, SMEs in Barbados, Guyana and Jamaica are most
reluctant to use their country code top level domains.
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Figure 41: Use of country code top level domains by country
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The preferred hosting location for SME websites within the region was balanced between
local hosting and offshore hosting (Figure 42). However, it might be that this information is
not quite accurate as it was later revealed that many persons hosted with local providers
who themselves were hosting outside of the country. There is no way to tell whether
persons knew where their websites were actually being hosted.

Figure 42: Question 6 - Is your website hosted in your own country?

No
49%

Yes
51%

When asked about the reasons for not hosting their websites locally (Figure 43), the main
reasons given was the cost of dedicated internet services required for hosting within the
region. Slow speed and security concerns were also reasons given by more than one third of
all SMEs with websites.

Few Internet Service Providers (ISPs) and e-commerce Service Providers (ESPs) were also
important reasons given for not hosting locally, although only around 25% of SMEs listed
these latter factors.
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Figure 43: Question 7 - If your website is hosted outside of your country, what is the
reason for doing so?
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4.2.4.2 Purpose of SME websites

SMEs pursue various objectives with their websites (Figure 44). With nearly 1,000 responses
to this question out of 175 SMEs that had websites, on average SMEs had more than five
main reasons for setting up a website.

The most common reason is to provide General Information about the company (94%).
Marketing and Advertising products and services, Enhancing company image, improving
customer service, extending geographic reach and retaining customers were also strong
reasons for setting up websites, with about two-thirds or more SMEs listing these as their
main reasons. About half of all SMEs also set up their websites to keep up with competitors
and to enable direct selling of their products and services online. Especially the last finding
shows that SMEs are still not making use of direct e-commerce.

Figure 44: Question 3 - What were the main reasons for setting up your website?
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Percent SMEs

4.2.4.3 Role of website in the marketing mix

The website can be considered as one tool in the marketing mix of an enterprise. As such, it
has to fulfil the requirements of other marketing instruments in terms of accuracy of
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information provided, being up-to-date, etc. Furthermore, the website itself should be
promoted, and its use by (potential) clients must be monitored.

As the survey has shown, many SMEs hardly consider their website as an integrated part of
their marketing mix.

Approximately 80% of surveyed SMEs promote their website at all (Figure 45). Among the
promotional instruments used, listings in search engines were the main method (used by
49% of SMEs), with targeted emails, traditional media (newspapers, TV, radio), and
advertising banners also listed as important medium for website promotions.

Surprisingly, a high number of SMEs (22%) did not promote their websites in any way, and
even fewer SMEs (9%) use online advantages to help drive visitors to their websites.

Figure 45: Question 8 - How do you promote your web site?
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SMEs mainly appear to see their website as a rather static instrument (Figure 46). Very Few
SMEs place a high priority on delivery of updated and new information: these update their
website daily (5%), weekly (9%), or at least monthly (5%).

The vast majority (81%) do not have a regular schedule of website maintenance and
updates, and accordingly update their website only “when needed”. This means that
websites are not actively used by SMEs as an instrument to engage in e-commerce. Rather,
they are seen as an extended version of a listing in a business directory.
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Figure 46: Question 9 - How frequently do you update your website?

Daily
5% Weekly
9%

Monthly
5%
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81%

This finding of a rudimentary use of websites is further corroborated by findings on the
monitoring of website users: only 41% of all surveyed SMEs that have websites track the
visitors to their websites (Figure 47).

Figure 47: Question 10 - Do you track the number of visitors to your website?

Yes
41%

No
59%

For those SMEs that do track visitors to their websites, information about the number of
visitors is available (Figure 48). This shows that most websites are not frequently visited:
more than 80% of all websites are visited by less than 1,000 visitors per month, and only 7%
are visited by more than 5,000 visitors. What is more, one third of the websites is hardly
used at all, with less than 100 visitors per month.

These disappointing results might be a consequence of the static nature of SMEs’ websites
as identified above — if websites are not regularly and frequently updated, users have no
incentive to visit them and are unlikely to revisit a website regularly.
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Figure 48: Question 11 - On average, how many visitors do you receive on your website per
month?
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4.2.4.4 Perceived impact of websites on company performance

Given the limited role that corporate websites play for many SMEs (as evidenced by the
responses analysed above), when asked what percentage of their overall revenue comes
from e-commerce, nearly half of all SMEs reported that they received no revenue from e-
commerce (Figure 49). Another third of surveyed SMEs received up to 25% of their total
revenues from e-commerce, while less than 25% of SMEs receive more than 25% of their
revenues from e-commerce activities. Finally, 6% of surveyed SMEs almost entirely rely on e-
commerce, i.e. more than 75% of their revenues are generated by e-commerce.

Figure 49: Question 4 - What percentage of your total revenue comes from e-commerce?
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14%

1-10
20%

Somewhat surprisingly, given the above, three quarters (71%) of all SMEs with websites
believe that their website presence resulted in an increase in revenue in one form or the
other (Figure 50).

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES E-COMMERCE STRATEGY PAPER
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09) PAGE 74



Figure 50: Question 12 - Do you think that your website has increased your company’s
revenue?

Of the companies that reported an increase in revenues resulting from the website 32%
stated that the increase was small, less than 10%. Almost half of all SMEs reported that the
increase in revenue from their websites was in the range of 11-50% increase. Only a small
number of website owners (7%) claimed that their website increased their overall revenue
by more than 100%.

Thus, the role of websites for generating revenues in most SMEs is not considered negligible
but is also not considered a “game changer.”

Figure 51: Question 13 - If your revenue has increased, what percentage does this increase
represent?

More-than-100
7%

51-100
12%

Less-than-10

32%

11-
49%

Furthermore, having a website seems to change the geographic distribution of revenue
sources, as over half of all SMEs reported that they received more revenue from
international business (Figure 52).
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What was rather surprising, though, is that nearly half of the SMEs also reported that their
websites resulted in increased revenues from local clients. Only about one third reported
revenue increases due to more regional commerce.

Figure 52: Question 14 - How has your website changed the geographical sources of your
revenue?
60%

48%
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4.2.4.5 Concerns related to internet business

In spite of the use of the internet as a business tool, about half of all SMEs reported that
they had concerns about doing business via the internet (Figure 53).

Figure 53: Question 15 - Does your company have any concerns about doing business on
the internet?

Yes

49% No

51%

When asked about the nature of their concerns about doing business via the internet, most
SMEs gave a variety of reasons for their concerns (Figure 54). The most important concerns
for over half of all SMEs was website security, followed closely by reliable payment systems.

Website expenses were listed as a major concern by nearly one third of all respondents,
while one quarter revealed that their products and/or services were not suited for internet
selling. Other important concerns listed were shipping difficulties, unsuitable business
systems, and limited priority in doing business via the internet.
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Issues within the company, such as lack of capacity of management or employees, resistance
to change or other priorities were cited only by minorities of companies (14% and less). On
average, each surveyed firm had 2.7 different concerns about doing business on the
internet.

Figure 54: Question 16 - What are your main concerns about doing business on the
internet?
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4.2.5 Section 5: E-Commerce Activity

In a step further, the survey sought to identify to what extent e-commerce is seen as a
strategic activities by SMEs. For this purpose, questions were asked both regarding explicit e-
commerce strategies and the actual experience with e-commerce.

4.2.5.1 E-commerce strategies

E-commerce in many SMEs does not appear to be guided by any strategy (Figure 55). Only
about one quarter of all SMEs had implemented an e-commerce strategy, and another 10%
had developed one. On the other hand, more than one third of all SMEs responded that they
had plans to develop a strategy while 28% said they had no plans to develop one.
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Figure 55: Question 1 - What statement best describes your company’s Electronic
Commerce strategy?
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The number of 28% of SMEs with no plans to develop an e-commerce strategy should be
seen in relation to the 37% of enterprises that have no website. The match between these
two groups is fairly high, which means that more than one third of the companies have no
intention to engage in e-commerce. Given the fact that the survey respondents — with the
exception of Barbados and Trinidad & Tobago — were likely to be biased in favour of e-
commerce savvy SMEs, it can be inferred that the actual share of SMEs without a current
interest in e-commerce is even higher.

4.2.5.2 E-commerce experience

The duality of SMEs’ use of e-commerce can also be seen in their use of the internet for
purchasing and selling goods and services. SMEs within the region often used the internet to
purchase items. In 2009, nearly two-thirds of all SMEs placed orders directly online for goods
and services (Figure 56).

Figure 56: Question 2 - Did your business place orders for goods and services via the
internet during 2009?*®

Yes
65%

8 Including via Web sites, specialised internet marketplaces, extranets, EDI over the internet, internet—enabled
mobile phones but excluding orders submitted via conventional e-mail.
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However, companies were much less active when it comes to sale of their products: Less
than half of them actually sold goods and services via the internet in 2009 (Figure 57).

Figure 57: Question 3 - Did your business receive orders for goods or services via the
internet during 2009?*°

Yes
48% No

52%

However, e-commerce should not be restricted to selling through a corporate website. In
this regard, the responses to the survey revealed that around two thirds of all SMEs received
one or more benefits from internet selling, even though many who responded did not have a
website (Figure 58).

In personal discussions with SMEs found it was confirmed that many were using targeted
emails to market and promote their goods and services and were actually taking orders via
emails. This basic form of e-commerce has often been overlooked, but is clearly important
to many smaller businesses who believe that they cannot afford a website presence.

Figure 58: Question 4 - Which of the following benefits, if any, did your business realise
through internet selling during 2009?
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49 Including via web sites, specialised internet marketplaces, extranets, EDI over the internet, internet—enabled
mobile phones but excluding orders submitted via conventional e-mail; also including orders received on behalf
of other organisations and others received by other organisations on behalf of your business.
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4.2.6 Section 6: E-Commerce Issues

Finally, the survey also aimed at identifying issues which SMEs thought as barriers to e-
commerce.

With regard to their own experience with inhibiting factors, most SMEs (28%) reported that
their products or services were not suitable for e-commerce (Figure 59). In a similar vein,
23% were of the opinion that there was limited demand for their products or services on the
internet, and 22% stated that they did not engage in e-commerce because they wanted to
maintain their traditional business model.

The most important factor not lying within the company itself was ranked number four:
security concerns (cited by 20% of surveyed SMEs). Other factors which emanate from the
business environment were privacy concerns (12%) and uncertainty of the legal framework
for e-commerce (12%). Nevertheless, factors within the firm were considered to be by far
more limiting.

On average, SMEs gave approx. two reasons that prevented them from internet selling in
2009, and only 17% reported that there were no limitations to e-commerce in 2009.

Figure 59: Question 1 - Which of the following factors, if any, limited or prevented internet
selling by your business during 2009?
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Another question in the survey referred not to the inhibiting factors for e-commerce at the
firm level but at the national level. When asked to name the factors that were affecting the
development of e-commerce within their country, almost one half of all SMEs pointed out
that both lack of trust and familiarity with e-commerce were major factors (Figure 60). The
third major factor stated concerned the costs of implementing e-commerce solutions. Other
factors played comparatively minor roles.
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Only about 8% of all SMEs reported that there were no barriers to the development and
growth of e-commerce in their country.

Figure 60: Question 2 - What are the factors affecting the development/growth of
electronic commerce in your country?
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SMEs named several issues (on average: 2.8) that affect the trust and confidence in doing e-
commerce within their country (Figure 61). More than half felt that there were too many
risks involved in e-commerce, and nearly half listed both payment and infrastructure security
as major issues. The most important finding arising from this question is that improvements
in e-commerce technical and legal infrastructure will be required to overcome current
constraints.

Figure 61: Question 3 - What are the significant issues affecting trust and confidence in
doing electronic commerce in your country?
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When it comes to the role of government as a facilitator of e-commerce, by far, most SMEs
felt that the government needs to play a major role in public awareness programmes on e-
commerce. More than half also felt that the government needs to pass more laws to protect
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personal data and local consumers when doing business online. Trade facilitation and
certification issues are also considered as important by more than one third of surveyed
SMEs. Only 8% of SMEs believe that government has no role to play in e-commerce within
their country.

Figure 62: Question 4 - What do you see as the role of the Government playing in
promoting trust and confidence in electronic commerce?

Public-Awareness 67%
Consumer-Protection-Laws
Data-Privacy-Laws
Expediting-Customs-Clearance
Local-CA
Promote-Creditcards-Use

None

Other

Government Role

0% 20% 40% 60%
Percent SMEs

Although SMEs see a strong proactive role for government in the facilitation of e-commerce,
most SMEs believe that taxes are harmful to e-commerce (Figure 63). Half of all SMEs
believe that any tax in general, import duties in particular, would be harmful to the viability
of e-commerce in their country. Only 12% of SMEs believe that taxes in general would not be
harmful to e-commerce.

Figure 63: Question 5 - In your opinion, what tax would be most harmful to the viability of
electronic commerce in your country?
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Finally, when asked about the private sector’s role in promoting e-commerce, most SMEs
(56%) do not think that the private sector is not doing a good job. Only a minority of SMEs
(18%) believe that the private sector is doing a good job of promoting e-commerce.
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Figure 64: Question 6 - Do you think that the local private sector is doing a good job at
promoting electronic commerce?

Dont-Know
27%

4.3 Summary of Survey Findings

In sum, CARIFORUM SMEs fall into two different categories concerning their use of e-
commerce. On the one hand, there is a small minority of companies which actively engage in
e-commerce and whose business model depends on e-commerce. These companies have
found ways to succeed with e-commerce despite the regulatory and infrastructural
bottlenecks which exist in the region.

On the other hand, the majority of SMEs appear to have a limited understanding of e-
commerce, have concerns about return on investments, security, data privacy or other
matters, or do not see the added value of e-commerce for their business. Firms within this
second group engage in “e-commerce” only in very limited ways — e.g. by having a static
corporate website, by placing orders via the internet, using email to liaise with clients, etc.

Box 6 presents the findings of a similar survey undertaken in Sri Lanka. It seems worthwhile

to highlight the following results in comparison to the CARIFORUM survey:

= As in CARIFORUM, computers were underutilized in Sri Lanka, mainly for ad-hoc
purchases and records keeping, showing a lack of awareness for e-commerce;

= |nadequate infrastructure and cost considerations were considered as main impediments
against engaging in e-commerce;

= As in CARIFORUM, barriers to e-commerce were multidimensional, ranging from
infrastructure, social, political and legal/regulatory issues to lack of capacity within SMEs.

Box 6: SME experience with e-commerce in Sri Lanka

In Sri Lanka, a survey of SMEs revealed that a majority (88%) of respondents ranked lack of awareness as the
highest barrier, and this in spite of the fact that the majority of owner/managers described themselves as
computer literate and were professionally qualified or graduates. The survey revealed a lack of knowledge of
available technologies or suitability for use in increasing efficiency.

The survey participants cited issues such as cost of the internet, equipment, and e-commerce set up as major
barriers, along with inadequate telecommunications infrastructure. Unstable economy, political uncertainty,
lack of time, and access to expert help, were reported by 70% of respondents. Top internal barriers to e-
commerce were given as staff lack required skills, security concerns with payments over the internet or e-

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES E-COMMERCE STRATEGY PAPER
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09) PAGE 83



commerce cannot give a financial gain.

The major external barriers were:

= Lack of popularity for online marketing and sales;

= Infrastructure barriers, including low internet penetration, and inadequate quality and speed of lines;

= Unstable economic climate in Sri Lanka, as evidenced by changing regulations with each government
change

= Social barriers, including lack of information on e-commerce, and unavailability of reliable expert help

= legal and regulatory barriers, including limited support for SMEs from government and industry
associations and an inadequate legal framework for business using e-commerce

Consequently, support interventions proposed for SMEs to use or extend use of e-commerce were:

= Internal support: awareness and education; guidance in overcoming risks associated with implementation;
guidelines for appropriate hardware and software; advice and direction for ICT and e-commerce;

= External Support: improve national infrastructure; provide financial assistance; provide tax incentives;
improve ICT diffusion; government & industry sector to take leadership/promotion role; improve
collaboration among SMEs; improve low bank account and credit card penetration; enforce suitable
software standards

Source: Kapurubandara & Lawson University of Western Sydney, Australia.
As a complement to these findings, Box 7 summarises the findings of a recent survey on the
use of mobile services in e-commerce among SMEs in ECTEL countries. Again, the findings

are comparable with those of the survey undertaken for this study.

Box 7: The Use of Mobile Services by Regional SMEs

A study by ECTEL into the use of ICTs by SMEs in ECTEL states highlights the following as far as their use of
mobile technologies are concerned:
= Fixed line number portability was seen as more important than mobile number portability: 87% of SMEs
viewed fixed number portability as very important versus 53% for mobile number portability.
= Mobile phone service was not necessarily seen as a substitute of fixed line service by SMEs:
O Most businesses had both fixed and mobile service.
0 80% of businesses indicated that it was very unlikely that they would terminate the fixed line
service within a year.
O Most businesses used mobile phone service because they had a mobile workforce, though 12%
used it because they thought it was cheaper than fixed service.
= Smaller businesses are not taking advantage of SMS text messaging: 62% of larger SMEs (businesses with
more than 50 employees) use SMS, mainly as an alternative to calling, compared to only 38% of businesses
with ten or less employees.
= SMEs were generally satisfied with basic ICTs:
O More than 60% of respondents were satisfied with fixed, mobile and Internet service.
0 Smaller SMEs were slightly less satisfied than larger SMEs, especially with mobile and Internet
services.
0 Main complaints were that the rates for voice services were too high and that broadband speeds
were too slow.

Source: ECTEL, The Use of Information and Communication Technology by Small and Medium Enterprises in the
ECTEL Member States; available from: http://www.ectel.int/pdf/currentpublications/survey/SME-Survey-
Report-Oct-2009.pdf

The findings of the survey are largely in line with the analyses of the technical and regulatory
infrastructure undertaken in the previous chapters. The key policy lesson to be drawn is that
any CARIFORUM e-commerce strategy will need to address multiple shortcomings
simultaneously.
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5 E-COMMERCE SECTOR POLICIES: INTERNATIONAL AND
REGIONAL BEST PRACTICES

5.1 Issues and Experience at the Regional Level

A significant body of international experience in relation to encouraging trans-national e-
commerce has been developed that might be relevant to the Caribbean.

In terms of obstacles to in e-commerce trade across borders, which again might be relevant
in the context of the Caribbean, the European Commission has recently produced a

comprehensive analysis and survey>® The conclusions are interesting:
“Some of the barriers to cross-border online trade relate to language, demographics, individual
preferences, technical specifications or standards, internet penetration or the efficiency of the
postal or payment system. ... Other problems are the inability of consumers to access commercial
offers in another Member State because of mechanisms that prevent them from placing orders.
. Consumers also lack information on cross-border offers because it is difficult to make
crossborder comparisons and because cross-border advertising is relatively uncommon.” (p. 2)

Problems affecting consumers are mirrored by those affecting businesses. Supply-side

barriers and constraints were found to be equally important.
“The internet has created heightened expectations on the part of consumers regarding the
availability of goods and services, which are not always met by businesses. ... In addition, traders
may be at present unwilling or unable to expand to other EU markets in the face of a number of
practical and economic obstacles, some of which have regulatory underpinnings. Regulatory
barriers result in significant compliance costs for businesses, which considerably diminish the
appeal or feasibility of cross-border expansion.” (p.3)

Consumer protection issues emerging in e-commerce trade within the EU, APEC, between
Australia and New Zealand, between the EU and US, and in several other trading groups are
further analysed in a recent OECD document. The document also outlines efforts of
international agencies such as UNCITRAL, WTO and UNCTAD.**

Developing an internal e-commerce market in the Caribbean will require attention to these
and other areas.

At the regional level, CARICOM’s Information and Communication Technology for
Development (ICT4D) is a sub-programme in the Office of the Deputy Secretary General the
CARICOM Secretariat. This programme aims to advance the development of the people of
the Caribbean Community by using ICT as a catalyst for the transformation of the
Community into a knowledge-based society.>

A Draft Regional ICT Strategy (Regional Digital Development Strategy — RDDS) has been

> Report on cross-border e-commerce in the EU: Commission Staff Working Document, Commission of the
European Communities Brussels, 5.3.2009 SEC(2009) 283 final C http://ec.europa.eu/enterprise/newsroom/cf/
document.cfm?action=display&doc id=2277&userservice id=1&request.id=0
> Empowering Communities: Strengthening Consumer Protection in the Internet Economy. Background Report
to an OECD Conference held on 08-10 December 2009. http://www.oecd.org/dataocecd/44/13/44047583.pdf.
52 . , .

Details of ICT4D’s many programmes and projects can be found at:
http://www.caricomict4d.org/projects-and-programmes-left-side-menu-228.html.
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developed. It outlines the level of ICT development in the region and identifies existing gaps.
This draft Strategy, like the EU Digital Agenda (see below), covers areas related to legal and
regulatory frameworks, as well as human resource development, educational curricula,
Internet Governance and E-Government Services.

Three of the Sub-Committees of the Regional Information and Communication Technology
(ICT) Steering Committee will shortly begin to formulate a Draft Implementation Plan. Issues
to be considered include access, connectivity and internet governance; business, trade,
culture and disaster management; and capacity building.

At the national level, the following sub-sections outline the comprehensive approaches
taken and implemented in the Bahamas and Anguilla, and also outline the policy approach
taken in Jamaica, which is not yet fully articulated or implemented.

Table 6 presents a summary of additional CARIFORUM States’ e-commerce policies and
strategies, to the extent that they have been formulated already. Other CARIFORUM
countries have developed e-government or ICT strategies but these have no focus on e-
commerce.

Table 6: Summary of CARIFORUM States’ e-commerce policies/ strategies

State Details

Antigua & Information and Communication Technologies (ICTs) Draft Policy: This is a blue print for the

Barbuda economic transformation of Antigua and Barbuda to a knowledge-based society. In its
implementation, this policy will provide the requisite legal and regulatory framework as well as
financial and social incentives, which will ensure that the people of Antigua and Barbuda are
active participants in the Global Village and reap the full rewards of globalisation. Issues regarding
e-Commerce are addressed in this ICT policy.

Bahamas Policy statement on electronic commerce and the Bahamian digital agenda (January 2003): The
document details an action plan and proposes institutional arrangements in respect of e-business,
the telecommunications infrastructure, legal, financial, content and human resource
development issues, and e-government.

Grenada Information and Communication Technology - A Strategy and Action Plan for Grenada 2001-2005:
ICT offer a novel and effective tool to help advance sustainable development in Grenada. ICT is a
new significant factor that can propel performance and growth of the Grenada economy. This
Strategy and Action Plan represents Grenada's approach to capturing the potentials of these
technologies and to utilizing them for sustainable development and the fight against poverty.

To meet the needs of developing e-commerce (business to business- B2B) capacity the GOG
commits to adopt electronic commerce tools to facilitate business communities or vertical market
structures, and develop domestic platforms to optimise international business participation

Guyana ICT 4D Guyana national strategy. Final draft (April 2006): Guyana's National Information and
Communication Technology (ICT) Strategy is a plan to facilitate and ensure the dramatic increase
of our social and economic wealth at all levels: individual, organisational and national. The
Strategy is geared to leverage and enhance Guyana's human resources, innovation, education,
infrastructure and information technology to accelerate economic and social development.

This strategy speaks to the development and use of e-commerce through developing e-legislation
and promoting and implementing e-malls.

Trinidad & Fast Forward - Trinidad and Tobago’s National Information and Communication Technology

Tobago Strategy: In recognition of business opportunities opened up by ICT, the economic strategy
focuses on promoting and accelerating the integration of ICT applications in small business.
Emphasis is placed in three areas: the acceleration of e-marketplace transformation, e-
marketplace growth, and e-business talent pool expansion. Acceleration of e-marketplace
transformation explores necessary pre-requisites to establishing an e-marketplace enabling
environment, such as an increase in competition in telecommunications, greater awareness of ICT
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among the public, a fiscal incentive programme, and enabling legislation. E-marketplace growth
examines various initiatives to help expand and sustain Trinidad and Tobago’s e-commerce and e-
business, including an emphasis on consumer protection and on government to business
interaction; and further develop the ICT sector, such as through ICT integration into industry and
the development of hub and cluster strategies. Expansion of the e-business talent pool is
achieved through skill development programmes that focus on e-business at all levels and are
widely accessible in local communities and training institutions

Sources: http://www.eclacpos.org/ict/; http://www.comminit.com

5.1.1 Bahamas

In 2003, Bahamas issued a Policy Statement on Electronic Commerce and the Bahamian
Digital Agenda. This policy statement articulates the Government’s vision for positioning The
Bahamas to capitalise on the opportunities presented by the global economy, maintain its
status as a leading international business centre and remain competitive. The policy states
that the Government is fully committed to ensuring that The Bahamas keeps abreast of,
conforms to and embraces developments in information technology necessary to achieve
these objectives.

The policy notes that “In advancing its e-commerce strategy the Government will continue
its collaboration with the private sector, the community and its international counterparts to
position and promote The Bahamas as the premier e-commerce business centre of choice.”

The Government readily accepts that the private sector should take the leading role, and
seeks to facilitate private sector initiatives through the removal of those restrictions that
may impede e-commerce. This will, of course, be with due regard to the unique qualities of
the internet and the need to facilitate e-commerce on a global basis.

The Bahamas e-commerce strategy was guided by the following policy issues:

= the principle of universal access that ensures the availability of internet access to all
Bahamians at affordable rates;

= a universal service policy that guarantees internet access free of charge to all public and
church operated schools, public libraries, the College of The Bahamas, The Bahamas
Technical and Vocational Institute, The Bahamas Hotel Training College, the Eugene
Dupuch Law School, all public hospitals, clinics, senior citizens’ homes and orphanages;

= the creation of an internationally compatible legal and regulatory framework that
accommodates rules for commercial transactions;

= aconducive system for the protection of intellectual property rights in cyberspace;

= security, interoperability and interconnection of information systems;

= issues relevant to privacy, such as protection for personal information and confidentiality
of consumer related matters; and

= the development of technologically competent human resource capabilities.

The Government promotes e-commerce both as part of the new package of financial
services products to be offered in the offshore sector, and also as a means of stimulating
innovation and on-line commercial activity within the domestic market. The strategy
encompasses the following components:
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Establishment of the E-Business Development Office

To facilitate the development of e-commerce and the strategy for a digital economy the
Government has institutionalised an E-business Development Office within the Ministry of
Finance (Table 7). The Office was established with responsibility for mapping The Bahamas’
Digital Agenda.

Table 7: E-Business Development Office Structure

Body Function

Advisory Group (appointed under the To provide input to the Minister on ICT developments and
Electronic Communications and Transactions related initiatives, both domestically and internationally.
Act)

Inter-agency Planning Group = To determine the respective responsibilities of the

agencies represented for meeting e-commerce goals.
= To develop implementation plans, complete with target
dates and the necessary structures, and resources.

Telecommunications Infrastructure

The Government of Bahamas recognised that telecommunications infrastructure is the
foundation for e-commerce and is its key enabler. The Government is committed to a full
and timely opening-up of the telecommunications markets, in conformity with the
Telecommunications Sector Policy and international agreements.

Human Resource Development

The policy for education and training purports to incorporate initiatives and strategies which

will help to educate, train and re-train Bahamians to enable their participation in and

enjoyment of the full benefits, services and capabilities that e-commerce and a digital

economy will make available. To this end, the Government has committed to the following

specific initiatives:

= the integration of ICT within the public school instructional system;

= further enhancement of public accessibility to the digital world by providing access to
the computerised labs in the schools in a safe and secure environment after regular
school hours;

= the computerisation of the public libraries, and allowing public access to the internet via
these computers to provide additional sites for the public to connect to the internet;

= the delivery of distance learning for persons at work or home from any location in The
Bahamas; and

= the positioning of respective information technology curriculum in public institutions of
learning to address the country’s requirements for participating competitively in the e-
business global economy.

Legal Issues

To ensure that the necessary legal and regulatory framework is in place, the Government
tabled passed 3 key e-commerce related laws:

= Electronic Communications and Transactions Act, 2003

= Data Protection (Privacy of Personal Information) Act 2003

= The Misuse of Computers Act, 2003
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The aim of these laws is to build trust in, and provide certainty and predictability for online
transactions. The Government also upgraded legislation to deal with the protection of
intellectual property rights over the internet and the provision of alternative means of
dispute resolution, including through means of on-line settlement.

E-Government

The Government of Bahamas has pursued an aggressive e-Government plan, both in terms
of the infrastructure that will connect all ministries and departments in government in an
intranet environment, inclusive of locations in the Family Islands, and in delivery of
Government services.

5.1.2 Anguilla

Anguilla is presented here as an example in the region where both the telecommunications
policy and e-commerce policies were effectively formulated and implemented within a short
time frame. Both these policies are very comprehensive and comparable with best
international practices. The use of ICT and e-commerce is high both amongst the general
public and businesses, and a very high proportion of Government services are delivered
electronically.

The pressures for telecommunications liberalisation and the development of e-commerce in
Anguilla also came from the private sector. As Anguilla was free from income tax and
corporate tax, Government and the business community thought that it would be an
attractive location for companies engaged in e-commerce. Moreover, there were residents
in Anguilla whose social and business networks include persons in the fields of e-commerce,
encryption and other sophisticated ICT services. In fact encryption conferences were held in
Anguilla. However, this was at the height of the dot com boom, and while there was initial
interest and some investment, investors were discouraged by the high prices being charged
for connectivity to the internet by C&W and the unreliability of the electricity supply. They
also found the monopoly provision of internet service unacceptable as they saw redundancy
as essential for the conduct of their business.

The Government viewed a competitive telecommunications sector as beneficial to its
fledgling financial services industry. It also saw widespread adoption of ICT as providing
Anguillians with a competitive advantage.

In preparing its manifesto, developing its budget for 2000, and in discussions with Her
Majesty’s Government, the Government of Anguilla recognised that governments worldwide
are making efforts to facilitate the development of e-commerce in their own economies. The
Government’s telecommunication policy, adopted in August 2001, sets out its objectives to
the development of telecommunications and ICT in a globally competitively manner. The
Government began negotiations with C&W towards the liberalisation of the
telecommunications sector in 2001. Negotiations were completed in 2003 with the result

> peter A. Stern and Tira Greene, A New Telecommunications Regulatory Framework for Anguilla.

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES E-COMMERCE STRATEGY PAPER
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09) PAGE 89



that C&W accepted that internet service could be provided by third parties using their own
means of international access and the telecommunications sector would be liberalised.

A Task Force for Development of E-Commerce was established in March 2000 by the
Executive Council of the Government of Anguilla to determine and publish an appropriate e-
commerce Anguilla Policy statement and to prepare and implement an e-commerce
development strategy to put into place the policies, laws, regulations and organisational
arrangements required to facilitate, encourage, guide and monitor the development of the
e-commerce sector. The Task Force delivered its final report, the Policy Framework for
Anguilla (“the Anguilla Policy”), in July 2003.

With respect to the legal framework in Anguilla the Task Force found that in many nations,
the development of e-commerce legislation has focused on electronic transactions and, in
particular, electronic signatures. However, due to its historical isolation from the trading
mainstream, Anguilla had a relatively undeveloped body of commercial law as a whole.
Accordingly, for Anguilla, the need for a much broader review, assessment, and
modernisation of commercial law as a whole was identified.

The Government of Anguilla also recognised that the development of e-commerce in
Anguilla requires deep and ongoing commitment on its part in carrying out the aims and
recommendations of this Anguilla Policy framework including continuing study and adoption
of best international practices, funding, and the facilitation of activities to directly promote
the development of e-commerce in Anguilla and encourage investment.

The need for a broader review, assessment, and modernisation of commercial law as a
whole will apply to at least half the CARIFORUM countries. Accordingly, the main features of
the Anguilla Policy are elaborated here, as the contents can be useful to other countries in
their efforts at increasing the use of E-commerce.

The Task Force identified and preliminarily reviewed a number of areas for consideration. In
preparing the review it was decided to divide them into work areas similar to the FTAA
model.>* The areas for consideration are therefore divided into four areas: Strengthening
the Information Infrastructure, Increasing Participation in E-commerce, Clarifying
Marketplace Rules and Building Marketplace Confidence.

The Anguilla Policy noted that a modern, competitively priced telecommunications
infrastructure characterised by the following is required for e-commerce to successfully
develop:

= Promotion of broadband

= Competitive Pricing of services

= Highly reliable telecommunications services

=  Wide availability of terminal equipment

= Competitive markets for infrastructure and terminal equipment

= Interconnection and interoperability.

>* FTAA Joint Government-Private Sector Committee of Experts on Electronic Commerce.
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The Anguilla Policy notes that certain conditions have served to foster the rapid roll out of

broadband services. Studies have shown that broadband has been most rapidly adopted

where:

= There is a competitive market: This is facilitated by governments allowing and
encouraging the construction of rival infrastructure to the telephone network, usually in
the form of cable networks but also includes wireless networks.

= Regulators act in a manner that facilitates the unbundling of the local loop: Regulators
operate so as to force incumbents to give other firms access to the copper wires running
into homes. New entrants could then spring up to offer DSL over these wires, and so
encourage the cable companies to compete by offering cable modems. Canada was one
of the first OECD countries to unbundle its local loop.

= There is an adequate supply of technicians.

Anguilla’s telecommunications legislation was designed to be technology neutral. Anguilla’s
Legal framework came out of its telecommunications policy>> which was developed as a
component of ICT policy. ICT was seen as Anguilla’s prime mover of development especially
in relation to its financial service and nascent e-commerce sectors. The objective of the

Telecommunications Policy is:

“to create an open market for the provision of facilities and services and conditions in Anguilla’s
telecommunications sector in support of the continued development of tourism, financial
services and information-based services on the Island, including the processing and secure
storage of all types of data, encryption, software development, web hosting and back office
services in the information technology sector, and international finance, trust and company
management, insurance, and company registration in the financial services and insurance
sectors.”

5.1.3 Jamaica

The vision embodied in E-Powering Jamaica 2012, the new 5 year National Information and
Communications Technology (NICT) Strategy 2007-2012, is that Jamaica will become an
inclusive, development-oriented, knowledge-based society that achieves economic and
social growth through the integration of ICTs into all aspects of the nation’s life. The aim is to
magnify Jamaica’s position as a leader in the delivery of ICT-enhanced services and new
investment opportunities in the Caribbean.

E-Powering Jamaica 2012 sets out a blueprint towards these desired outcomes. It is the
result of extensive consultations and background research, including interviews with
industry leaders, government executives, planners and industry analysts. It also benefits
from benchmarking against ICT policies and strategies in nine other countries at varying
stages of development, and an analysis of the approaches recommended in major
multilateral organisations such as the World Summit on the Information Society (WSIS), the
International Telecommunications Union (ITU), United Nations Economic Commission for

> peter A. Stern, Tira Greene, A New Telecommunications Regulatory Framework For Anguilla
http://www.tiragreene.com/policyl.htm
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Latin America and the Caribbean (UNECLAC), the Caribbean Telecommunications Union
(CTU) and UNESCO.>®

As far as e-Commerce and e-Business are concerned the major policy goals are of E-
Powering Jamaica 2012 are to:

Encourage the increased use of online business to business and business to consumer
operations through:

Establishing a baseline for the number of businesses with websites and active e-
commerce operations.

Encouraging businesses to incorporate a e-commerce websites

Presenting ideas to PSOJ, Young Entrepreneurs of Jamaica and other like organisations.

Build an effective indigenous ICT industry by:

Establishing a database of registered/certified website designers who are capable of and
has experience with developing secure ecommerce sites.

Establishing a framework for exchange of ideas between business groups and developers
of e-commerce practitioners.

Support Small and Medium Enterprises and NGOs in taking greater advantage of ICTs for
strategic and operational effectiveness by forming strategic alliances with SME preferred
partners.

Measure the contribution of the use of ICTs and the ICT industry to the national
economy by forming strategic alliances with the Planning Institute of Jamaica for
measurement and planning of ICT’s contribution using the Threshold 21 (T21) integrated
development model, STATIN and national financial data.

Create user confidence through an enabling and equitable legal and policy framework
by:

Forming a task force of legal minds and law students to examine the laws, regulations,
standards or orders to locate legislations/ordinances which will impede the use of ICT in
businesses, government services and the legal system.

Partnering to ensure the implementation of the recommendations contained in Jamaican
Justice System Reform Task Force.

Developing a program to build capacity in the judiciary and legal fraternity to effectively
handle matters related to e-legislations.

Create a legal and regulatory framework which protects ICT users and creators of ICT-
Related products and services and encourages ICT-related business through the:

Creation of the National ICT Advisory Council, of private and public sector interests, to
recommend ICT policy adjustments and monitor implementation.

Update the Evidence Act, and pass the Cyber Crimes and Data Protection Act, that will
ensure the criminalisation of computer hacking, phishing and other cyber and ICT related
offences.

Establishing and fully implementing a policy for tele-work.

>® National ICT Strategy, Central Information Technology Office — Government of Jamaica;
http://www.cito.gov.jm/content/national-ict-strategy
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5.2 Selected International Experience

In the following sub-sections the experience of selected countries with e-commerce policies
is presented, with a view of generating lessons for the CARIFORUM strategy.

The European Union is often (rightly or not) seen as a model for Caribbean integration. A
brief discussion of its ICT and e-commerce policies and strategies is also in order in view of
the recently signed EPA which is likely to enhance trade and economic ties between the two
regions.

New Zealand and Canada are discussed as they deliberately deployed their e-government
strategy as a means to lead the way in e-commerce. Encouraging the public and businesses
to switch to electronic access — including electronic payment — of government services is
seen as an effective way to introduce the concept of e-commerce, familiarise people with
what is involved, and enable them to see the practical benefits. It can assist the spread of e-
commerce not just from the supply perspective, by opening horizons to small businesses,
but especially on the demand side with the public and enterprises becoming routinely
accustomed to the use of the internet to access and pay for services.

The experience of Japan is instructive as it has a very aggressive and successful broadband
policy, second in the world to South Korea.

Finally, South Africa is presented as a useful study on the process of development of e-

commerce in a developing country which, like CARIFORUM, has only met with limited
success in the uptake of e-commerce by SME’s.

5.2.1 European Union

Given that one of the objectives of the CARIFORUM e-commerce strategy is to create a
climate where CARIFORUM firms can conduct business with those of the European Union, a
look at the current developments is important, as the internet being global in nature,
frameworks need to be harmonized, if not identical.

The current key strategy document for Europe’s ICT development is A Digital Agenda for
Europe.®’ The Digital Agenda lists seven key problem areas affecting the development of a
economically and socially sustainable digital single market using modern technologies. These
findings can be very useful for CARIFORUM as they mirror the findings of this and other
studies of the CARIFORUM Region as they deal with both the infrastructure and operational

aspects. The key problems are:
“Fragmented digital markets: Europe is still a patchwork of national online markets. Commercial
and cultural content and services need to flow across borders; this should be achieved by
eliminating regulatory barriers and facilitating electronic payments and invoicing, dispute

>’ A Digital Agenda for Europe, Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of the Regions, COM/2010/0245 /2 of 26
August 2010.
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resolution and customer trust. More can and must be done under the current regulatory
framework to weave a single market in the telecoms sector.

Lack of interoperability: Europe does not yet reap the maximum benefit from interoperability.
Weaknesses in standard-setting, public procurement and coordination between public
authorities prevent digital services and devices used by Europeans from working together as well
as they should. The Digital Agenda can only take off if its different parts and applications are
interoperable and based on standards and open platforms.

Rising cybercrime and risk of low trust in networks: Europeans will not engage in ever more
sophisticated online activities, unless they feel that they, or their children, can fully rely upon
their networks. Europe must therefore address the rise of new forms of crime - "cybercrime" -
ranging from child abuse to identity theft and cyber-attacks, and develop responsive
mechanisms. In parallel, the multiplication of databases and new technologies allowing remote
control of individuals raise new challenges to the protection of Europeans' fundamental rights to
personal data and privacy. The internet has now become such a critical information
infrastructure for individuals as much as for the European economy at large, that our IT systems
and networks must be made resilient and secure to all sort of new threats.

Lack of investment in networks: More needs to be done to ensure the roll-out and take-up of
broadband for all, at increasing speeds, through both fixed and wireless technologies, and to
facilitate investment in the new very fast open and competitive internet networks that will be the
arteries of a future economy. Our action needs to be focused on providing the right incentives to
stimulate private investment, complemented by carefully targeted public investments, without
re-monopolising our networks, as well as improving spectrum allocation.

Insufficient research and innovation efforts: Europe continues to under-invest, fragment its
efforts, under-use the creativity of SMEs and fail to convert the intellectual advantage of research
into the competitive advantage of market-based innovations. We need to build on the talent of
our researchers to deliver an innovation ecosystem where European based ICT companies of all
sizes can develop world-class products that will generate demand. We therefore need to address
the suboptimal character of current research and innovation efforts by leveraging more private
investment, better coordinating and pooling of resources, ‘lighter and faster’ access of digital
SMEs to Union research funds, joint research infrastructures and innovation clusters and the
development of standards and open platforms for new applications and services.

Lack of digital literacy and skills: Europe is suffering from a growing professional ICT skills
shortage and a digital literacy deficit. These failings are excluding many citizens from the digital
society and economy and are holding back the large multiplier effect of ICT take-up to
productivity growth. This requires a coordinated reaction, with Member States and other
stakeholders at its centre.

Missed opportunities in addressing societal challenges: By harnessing the full potential of ICT,
Europe could much better address some of its most acute societal challenges: climate change and
other pressures on our environment, an ageing population and rising health costs, developing
more efficient public services and integrating people with disabilities, digitising Europe's cultural
heritage and making it available to this and future generations, etc.” (p. 5f)

The Digital Agenda for Europe elaborates key actions aimed at dealing with these seven

problem areas. These include:

= Elaboration of e-payment systems and Electronic identity (elD) technologies and
authentication services

= Development and implementation of national broadband plans by 2012 that meet the
coverage and speed and take-up targets defined in Europe 2020

= Adoption of legal provisions to facilitate broadband investment

= Use of the Structural and Rural Development Funds that are already earmarked for
investment in ICT infrastructures and service

= Revisions and harmonization of telecommunications regulations as needed

= Measures aiming at a reinforced and high level Network and Information Security Policy,
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= Measures, including legislative initiatives, to combat cyber-attacks against information
systems

= |leverage more private investment through the strategic use of pre-commercial
procurement and public-private partnerships, by using structural funds for research and
innovation

= For Enhancing digital literacy, skills and inclusion: make proposals to ensure public sector
websites (and websites providing basic services to citizens) are fully accessible by 2015.
Propose digital literacy and competences as a priority for the European Social Fund
regulation (2014-2020)

=  With respect to ICT-enabled benefits for EU society: Propose a set of minimum
functionalities to promote the interoperability of Smart Grids at European level.

5.2.2 New Zealand

New Zealand’s e-commerce policy focuses on the following areas:
y

Leadership and Communication

The policy is designed to allow the government in partnership with the private sector to

raise awareness and champion e-commerce through leadership and communication

involving the following actions:

= Publishing, dissemination, and discussion of the E-commerce Strategy across the public
community.

= Championing New Zealand e-commerce business success through national business
awards programmes.

= Supporting, through Industry New Zealand, Trade New Zealand, and Technology New
Zealand, the development of key networks between businesses, professional service
providers, and the financial community.

= Championing New Zealand's e-commerce, technology, and innovation capability
overseas through Trade New Zealand and Ministry of Foreign Affairs and Trade
networks.

=  Currently the Ministry of Foreign Affairs and Trade and Trade New Zealand continue to
work through New Zealand’s overseas posts and offices to enhance market access
opportunities using e-commerce for NZ exporters and promote NZ companies as
innovative users of leading edge technology.

The Government proposes to deliver better quality, cheaper, and faster services to its
customers through the introduction of on-line services, and lead by example through e-
government and e-procurement.

The policy aims at ensuring the continuing supply of skilled resources by:

= Developing a co-ordinated international marketing approach to attract people with e-
commerce and ICT skills to New Zealand.

= Monitoring and reviewing, on an on-going basis, immigration policies to ensure the
continued supply of people with e-commerce and ICT skills.

= Developing an "Access from Anywhere" facility to provide a fast, convenient, on-line
service for immigration, visa, and permit applications.
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= Promoting the training of New Zealanders in e-commerce and ICT.

Building Capacity

The Government will facilitate the development of business and e-commerce skills through

the following initiatives:

=  Working with business to build strategic, management, and technology skills under
Industry NZ to improve business competitiveness through exploiting the advantage and
opportunities of e-commerce in a global economy.

= The provision of the highest quality information and training material.

= Enhancing the quality of advice by building the capability of service providers and
trainers.

= Building local networks of business e-commerce mentors.

= Supporting initiatives to enable SMEs to exploit collective opportunities to extract
economies of scale with respect to technology and e-commerce applications such as,
assisting in the dissemination of key e-commerce and E-commerce Action Team (ECAT)
messages through its publications and website;

= Funding regional studies of ICT needs and contributing to the Broadband pilots;

=  Providing information to NZ business through the Industrial Supplies Office (ISO)
together with coverage of e-procurement opportunities.

= Fostering e-commerce capability in exporters through Trade New Zealand's business
programme through education programmes aimed at lifting exporter awareness of
global e-commerce opportunities;

=  On-line matching of international business and investment opportunities;

= Facilitating exporters' marketing to overseas buyers through digital marketplaces.

= Fostering e-commerce capability in rural businesses through the rural education
Activities/programmes.

=  Publishing and maintain an e-commerce Guide for SMEs;

= Facilitating innovative e-commerce and IT companies' access to finance in order to grow
their business through Industry New Zealand's investment Readiness Scheme by linking
registered investors to private equity/venture capital/angel investment opportunities
from a range of industries. Also by, registering and linking MSMEs with opportunities for
skills development and access to investment.

Working to ensure that all New Zealanders have access to life-long learning opportunities to
develop ICT skills for the 21st century by showing leadership in the education sector,
through, for example, extending the capabilities of the bilingual on-line learning centre for
schools and increasing the use of ICT as the communication and information tool of choice.”®
The Ministry of Education has been consulting on a revision of the ICT Strategy for Schools
that will provide the next stage in leadership for the sector.

Enabling a Regulatory Environment

The policy speaks to the legal framework that is needed as an incentive to the early uptake
of e-commerce by businesses. It deals with tax policy, trade policy, industry specific
regulation and consumer policy:

= Ensuring an open and competitive economic environment that supports e-commerce.

% See Ministry of Education (www.minedu.govt.nz/) and Te Kete Ipurangi — The Online Learning Centre
(www.tki.org.nz).
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= Ensuring an equivalent legal framework for electronic transactions and paper-based
transactions.

= Developing consumer confidence by addressing security, privacy, and consumer
protection concerns.

= Facilitating the development and protection of infrastructure.

= Reviewing, as appropriate, the rules that will govern the ownership and management of
information.

= Monitoring and addressing emerging issues around the governance of the internet.

= Supporting the development of and enabling international norms and principles that
maximise the cost effective opportunities for New Zealand businesses to use the internet
to exploit e-commerce.

= Legislation to support an equivalent legal environment for both electronic transactions
and paper-based transactions and to deal with cyber crime.

=  Progressing the development of the Evidence Code, which will define how electronic
communications can be used in evidence.

= Ensuring an appropriate tax environment that takes into account the growth of e-
commerce.

The policy also enables Government to facilitate the development and protection of

infrastructure as follows:

= Pursuing policy responses that will ensure cost-effective, timely, and innovative
telecommunications services on an on-going, fair and equitable basis.

= Actively facilitating the development of a national infrastructure protection strategy, in
partnership with the private sector, to enhance the security of essential networks from
attack by hackers, criminals, and cyber-terrorists.

The Government encourages appropriate self regulation of industry by working with
business to promote appropriate self-regulation through, for example, the development of
industry codes of practice in areas such as consumer protection and internet services.

Finally, the Government promotes New Zealand's interests internationally by working with

like-minded countries to achieve:

= International alignment of law.

= Minimisation of transaction costs for business.

= Maintenance of an open trading environment for the free flow of information and
services; and

= The interoperability of infrastructures, secure electronic authentication, and payments.

5.2.3 Canada

The Canadian e-commerce policy speaks to the following issues:

Building Trust in the digital economy
This section of the policy is primarily concerned with reducing or eliminating the risk of
conducting electronic transactions. Ratifying issues of security, privacy and consumer
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protection are all required to instil trust in electronic commerce, for both businesses and

consumers. This component focuses on:

= Setting up a trust infrastructure which includes a cryptography policy that reflects an
appropriate balance among business, human rights and privacy interests, public safety
and law enforcement, and national security interests.

= Designing a strategy for the protection of privacy.

= Developing guidelines for consumer protection in electronic commerce. Guidelines
defining consumer protection requirements that provide the basis for the development
of voluntary and legislative measures related to consumer information, contract
formation, privacy, security and redress:°.

Clarifying marketplace rules

A body of rules that govern how business and government transactions are conducted has

developed over time. To remove barriers to the use of electronic commerce, these rules

need to be examined to assess how they apply to the digital world, and adapted where

necessary, to create a level playing field which is predictable and consistent for all kinds of

commerce. This policy looks at:

= Proposing adjustments to laws to bring certainty to the use of technology where these
same laws have previously presumed the presence of paper records.

= Developing a policy in response to the reach of e-commerce with regard to financial
issues. This includes issues of taxation, tariffs, financial services and markets.

= Developing e-commerce through the development and establishment of intellectual
property laws. Establishing the rules of ownership and use of key types of digital content
central to the development of e-commerce such as music, computer programs, video
and multimedia works.

Strengthening the information infrastructure

Electronic commerce will not grow without a strong platform that includes network access
and availability, and open standards. This policy sets out initiatives aimed at developing
network access and availability.

Realising the opportunities

Electronic commerce is part of a broader process of economic, social and cultural change,
characterised by the globalisation of markets and the shift toward an economy based on
knowledge and information. Opportunities for jobs and growth created by electronic
commerce need to be distributed as widely as possible among citizens, consumers and
businesses, through development of skills and awareness, and government leadership as
model users. This is attempted through the implementation of two initiatives.

First, a plan for the expansion of internet usage to a wider spectrum of consumers and all

sizes of businesses is devised and implemented, through:

= |nitiatives for lifelong learning, knowledge and skills development, community capacity
building and access to information services. Also, promoting Industry Canada’s
Community Access program to provide internet access and opportunities for content
development by communities, schools, and voluntary organisations together with

>? See Canada’s Office of Consumer Affairs —Voluntary Codes Guides;
http://strategis.ic.gc.ca/SSG/ca00863e.html.
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digitisation projects to give Canadians the opportunity to acquire marketable skills and
knowledge of information technologies.

= Designing and initializing projects with the private sector to expose SMEs and non-profit
organisations to electronic commerce. Industry Canada has also launched the Electronic
Commerce Newsletter, an educational vehicle for SMEs to present success stories, build
trust and present compelling reasons for using electronic commerce. The newsletter is
being distributed by Industry Canada’s Entrepreneurship and Small Business Office.

= Developing skills for the future by encouraging the development of innovative academic
programs in universities and other institutions in addition to dealing with the issue of
high-tech skills shortages in Canada.

Second, the Government will play a key role in demonstrating the advantages of electronic
service delivery, build a critical mass and trust among users, and pilot new technologies. It
will commit to have all government services available electronically and develop the
Government of Canada Public Key Infrastructure (GOC PKI) to allow federal government the
means to make secure electronic delivery of its services available to Canadians, through the
use of uniform key management and certification authority (CA) services and government
and to provide a model that can serve as a standard for certification authorities, through
cross-certification agreements with other levels of government and the private sector.

5.2.4 Japan

Japan has developed the u-Japan policy.® It is an ICT policy package with the following basic
points:

From Broadband to Ubiquity

The first is the development of ubiquitous networks. The goal of broadband infrastructure
improvement which is set in “e-Japan Strategy” has been achieved. The development of
infrastructure in the past mainly centred on wired connections, ranging from narrowband to
broadband such as DSL, cable networks, and fibre optics. However, under “the u-Japan
policy,” a seamless ubiquitous network environment will be created in which people can
receive services without being conscious of the networks (wired or wireless). The Ministry of
Internal Affairs and Communication (MIC) aims to prepare the seamless access environment
in every scene, by organic cooperation between fixed networks and wireless networks, and
between terminals and networks, or between authentication, data exchange and networks.
As a result, ICT environment that networks are integrated into all aspects of everyday life at
the grassroots level is realized.

From introducing ICT to resolution by ICT

The second is an enhancement of the ICT usage. ICT usage in the past had emphasised
pioneering informatisation and supported the fields where the informatisation had not been
developed. Now, the “u-Japan Policy” focuses on resolving various social problems such as

% This section is mainly based on the publication “The national ICT Strategies in Japan are evolving from
‘e’(electronics) towards ‘u’(ubiquitous)”; http://www.soumu.go.jp/menu_seisaku/ict/u-
japan _en/new outline01b.html.
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the falling birth rate and the aging population. As a result, people will realise that ICT is a
tangible and helpful tool to resolve various social issues.

Upgrading enabling environment

The third is improving the user environment. As ICT has penetrated deeply into people's
lives, worries and disturbances over privacy and information security that are emerging in
cyber society have increased. In order to prevent such problems, so-called “negative aspects
of ICT”, it is necessary to upgrade enabling environment and to take comprehensive and
concrete measures. By developing policies in line with these three basic points, the u-Japan
Policy aim to realise a value-creation oriented society in which ICT penetrates deeply into
people's lives, and new values emerge one after another through creative ICT usage.

The Structure of u-Japan Policy

The Network Policy encompasses three directions (Figure 65). The first reflects the fact that
ICT will permeate all aspects of our daily lives at the grassroots level. To achieve this, the
government must “develop ubiquitous networks so they can integrate fixed networks and
wireless networks into a ‘seamless access environment.””

The second direction is based on the expectation that ICT will foster the development of
solutions to the social issues that have become problems in everyday life. Therefore,
government shall have to “achieve advanced usage of ICT,” so that it can be applied to a
variety of fields.

Figure 65: Summary diagram of u-Japan policy package

Policy Package(1): Policy Package(2): Policy Package(3):
Development of Ubiquitous Networks Advanced Usage of ICT Upgrading Enabling Environment

Developing seamless access Sophisticated social system Promoting 21 Stratigies for ICT's
environment for both fixed networks reform by ICT Safety and Security

and wireless networks

Promoting creation, trading, Establishing the Ubiquitous
Nationwide establishment and use of content Network Society Charter

of broadband infrastructure

Networking real objects Promoting universal design

Developing infrastructure

e ICT human resource development

By the yeor 2010, 100% of the population By the year 2010, 80% of the population .
to have high-speed or to appreciate the role of ICT in 8y metﬂg ;ﬂ 1, ;:::f%tﬁ'f m‘;}:?ﬁ"‘ ation
ultra-high-speed internet access resolving social problems ® [eef comioriodie Wi

Policy Package(4): International and Technology Strategies
International strategy: Promotion of policies not only for domestic society but also for international markets and networks
Technology strategy: To strategically promote R&D and standardization in priority areas, and to strengthen intemational competitiveness threugh innovation

Source: The Structure of u-Japan Policy Package; available from: http://www.soumu.go.jp/menu_seisaku/ict/u-
japan en/new plcy pckg.html
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Finally, the third direction echoes the necessity for the Ubiquitous Network Society to create
an environment where anyone can use Information Communications Technology with
complete assurance. Thus, “we must conduct upgrading of the enabling environment” in
order to address concerns, such as the promotion of privacy and security.

Table 8, Table 9 and Table 10 summarise the main u-Japan policy points that influence the
development of e-commerce and its uptake by small firms.

Table 8: Policy Package (1) — Development of ubiquitous networks - outline

Policy points

Details

Actions

Developing
seamless access
environment
for both fixed
networks and
wireless
networks
Nationwide
establishment
of broadband
infrastructure

Developing
infrastructure
for network
collaboration

Steady promotion
of Open Frequency
Policy

Alleviation of
broadband
divide
Promoting ICT
in local
communities
Promoting
digital
broadcasting
Promoting
competition
policy

Developing
ubiquitous
platform
Securing
interoperability
among
different
networks
Securing high
network
reliability
Developing
infrastructure
for e-
commerce

Promoting convergence of fixed networks and mobile networks
Convergence of telecommunication and Broadcasting
Upgrading IP infrastructure

Discussion about on amending the Provisional Measures Law for
Telecommunications Infrastructure Improvement

Develop optical broadband networks and such

Develop cable television facilities

Develop public networks throughout the country;

Develop next generation information platforms in regional areas;
Upgrade public applications for public broadband networks
throughout the country

Develop digital terrestrial television broadcasting (parent
stations) throughout the country

Complete transition of digital terrestrial television broadcasting
by 2011

Promote practical applications of sophisticated services such as
broadcasting services to mobile terminals and server-based
broadcasting

Promote digital terrestrial radio

Complete transition to digital satellite broadcasting

Execute competitive assessments (in all designated areas)
Application of competitive assessments (reflect in policies)
Review and decide new calculation formulas for connection fees
R&D in universal platforms (natural language processing
technologies, knowledge information processing technologies,
technologies in digital content creation and distribution)

R&D in time stamp technologies;

Review systematizing time stamps

Development and pilot tests on technologies for Web services
Promote the use of Web services

Develop basic technologies for a secure network

Develop the infrastructure for administrative e-commerce
Promote the use of e-commerce between the government and
businesses

Standardise the metadata used for e-commerce

Promote the use of a standardised metadata
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Table 9: Policy Package (2) — Advanced usage of ICT - outline

Policy points Details Actions
Sophisticated = Enlightening = Accumulate solutions for a strategic use of ICT Spread the use of
social system society and best practices
reform by ICT business = Promote the use of computerised medical care (standardize)
reform by ICT = Promote the use of remote medical care
usage =  Promote the implementation of telework to public servants
= Administrative = Implement telework into all ministries
reform = Promote the use of telework to all public and private sectors;
fostering ICT “Aim at realizing a 20% ratio of teleworkers ‘of the total working
usage population
= Reform of =  Promote pilot tests for RFID tags
product =  Promote e-government (on-line services and such);
distribution =  Promote e-municipality
system = Optimisation of administrative systems in each ministries (Plan —
=  Promoting e- Do — Check — ACT)
government = Develop information platforms in regional areas for the next
and e- generation;
municipality = Develop public application of public broadband networks

thorough out the country
= Gradual review of the legacy system

Promoting = Supporting =  Promote the results of pilot tests for copyright clearances and
creation, transaction such;
trading, and use such as trading = Implement these results into actual businesses
of content and settlement = Review the copyright system
of digital = |mplement a safety logo mark system for digital content;
content =  Promote measures toward illegal and harmful digital content
=  Promoting =  Develop and promote technologies for digital cinema
creation and =  Promote the use of various on-line archives by promoting the use
usage of digital of archives for on-line information and on-line cultural heritage;
Archives =  Promote the development of educational digital content
= Creating =  Reinforce digital content in regional areas
attractive = Support the development of pop culture
content =  Promote measures to establish the “Japan” brand
=  Establishingthe = Promote the distribution of made-in-Japan broadcasting digital
“Japan” brand content at home and abroad
by soft power
ICT human = Nurturing = Execute programs regarding the nurturing of sophisticated ICT
resource human staff
development resources with =  Support training of ICT and security staff
high ICT skills = Nurture young researchers in the state-of-the-art ICT
= Supporting = Capital support for ICT businesses
incubation of = Expand government procurement in ICT Businesses
ICT venture = Promote cooperation in ICT businesses
business = Establish support and consortiums such as graduate schools for
= Literacy and ICT oriented vocations
education = Review the implementation of information related subjects in
reform university entrance examinations and examinations for teaching
=  Encouraging certificates
civil =  Development and pilot tests for a ubiquitous learning
participation infrastructure

=  Trendsetters to boost ICT and on-line networking of NPOs

Table 10: Policy Package (3) — Upgrading Enabling Environment - outline

Policy points Details Actions
Protecting = Enforce properand = Enforce laws (April 1)
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Policy points Details Actions
personal strict surveillance of =  Spread and familiarise the laws
information laws and guidelines =  Thorough and proper management of personal data and
held by public for protecting information (controlled access to the data, limit the export
institutions and personal of data, prevent illegal access to data and such);
companies information by =  Find proper solutions to requests on disclosure
administrative = Thorough staff education and training;
agencies and = Proper surveillance of staff and agencies
independent = Set up and authorise accredited organisations to protect
Administrative personal information
agencies thorough = Execute proper processing of complaints by accredited
supervision of staff organisations protecting personal information
and agencies
Promote the
protection of
personal
information to
private
organisations
Information Sophisticated IP =  Manufacturing IPv6 information appliances ;
network infrastructures = Pilot tests for transition to IPv6
vulnerabilities Develop = R&D on IP backbone technologies to distribute traffic and

Computer
Viruses,
Awareness of
information
security among
general users

Safety in
electronic
payment

technologies to
analyse traffic logs
Share information
between ISPs and
improve database
International
cooperationin
measures toward
cyber attacks and
such

R&D on satellite
communication
technologies

R&D on basic
technologies for
anti-virus solutions
and Such

Review operational
support to carriers
Promote the use of
anti-virus software
Support anti-virus
solutions by carriers
Spread and
familiarise
information security
Technical
development,
support, and
implement security
Measures
Familiarise the use
of electronic
signature and
Authentication

secure quality of communication and such

Develop basic technologies R&D on high precision
technologies

Develop information sharing systems

Expand and develop database

Promote international cooperation by constructing a
cooperative system to share information related to cyber
terrorism

R&D on ultra high-speed satellite communication
technologies and mobile satellite communication
technologies

Develop basic technologies regarding the immediate control
of newly bred viruses

Select issues and review support measures

Promote integration of anti-virus software;

Diversification of OS and e-mail software

Promote anti-virus measures by carriers;

Support technical development for anti-virus measures and
such

Set up additional websites regarding experiences and
damages regarding viruses;

General screening of security

Develop and promote the implementation of general
security measures

Promote electronic payment by holding nation-wide talks on
electronic signature, authentication and such

R&D on service platform technologies that have advanced
authentication functions
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Policy points Details Actions
=  R&Din advanced
authentication
technologies
Malicious = Measures against Identification via mobile phone carriers
business bogus invoices Reinforce complaint and advisory windows at
practicesusing =  Reinforce telecommunication consumer advisory centres and local
the Net complaints and integrated communication stations
advisory windows Publicise and familiarise actual operations and solutions
= Publicise and through brochures, posters, websites and such
familiarize
Junk mail = Enforce effective Review specific laws regarding electronic mail;
laws by the As a result, steady enforcement of laws and review how to
government continue the enforcement of these laws
=  Self-imposed Promote self-imposed and cooperative solutions by
solutions by carriers telecommunication carriers
= Block SPAMS using Promote spread and implementation of technologies to
technical solutions recognise SPAMers Develop, implement, and promote the
= |nfiltrate awareness spread of technologies to block SPAM
to users Promote effective solutions such as filtering services and
=  Promote anti-SPAM software
international Review and execute frameworks for international
cooperation cooperation with other governments
Further promotion of international cooperation based on
frameworks and other proposals
Intellectual = Execute Intellectual Enforce the Intellectual Property Strategic Program 2004
Property Property Strategic and future programs
strategies Program 2004 Establish business models to promote creative activities
= Support the Nurture specialists in intellectual property
establishment of Support overseas development;
intellectual property Promote measures toward piracy;
strategies by Promote domestic and international distribution of made-in-
industries Japan broadcasting programs
= Support the export
of digital content
Protecting = Support measures Solutions toward illegal file-sharing;
copyrights for against illegal file- Review the P2P system; Measures toward fraudulent

digital property

Lack of reuse of
content

sharing between
Companies

Execute measures
against international

piracy

Promote and
familiarise the use
of digital content
Reinforce measures
that balance both
the usage and
protection of
copyrights

Expand the use of
broadband and
mobile terminals
Construct and
promote the use of

removal of protected copies

Reinforce cooperation between public and private
organisations;

Accelerate discussions on New Broadcasting Treaty with
WIPO;

Promote bilateral cooperation; to find solutions for an anti-
piracy treaty

Discuss ways to increase opportunities and occasions to use
digital communication;

Promote education on copyrights;

Heighten awareness on multiuse of digital content
Technical development, publicise outcome

Make practical business applications

Support technical development with pilot tests; Understand
the present conditions and discuss policies to increase
usage; Enhance cooperation with digital content providers
Construct, spread, and increase public domain systems
Develop, execute, and promote procedures
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Policy points Details Actions
public domain
systems
= Thorough

Ethics of
science in
information
technology R&D

Priority of ICT in
establishing
social capital

Regional divide
in Advanced
services

Lack of
advanced ICT
human
resources

Use of ICT in
education

Convenience of
e-government

implementation of
the Bayh Dole Act
for digital content

= Foster awareness in
technicians and
users regarding
ethicsin ICT

= Review systems to
prevent illegal use
of new technologies
such as spy photo;

= Promote
technological
solutions

= Reflect ethical
attitudes to R&D in
ICT Plan/Do/See for
R&D

= PR on major budget
distribution to ICT

=  |nternational
comparison on ICT
infrastructures

= Dissolving digital
divide in broadband
services

= Dissolving digital
divide in mobile
phone services

=  Dissolving digital
divide in digital
terrestrial television
broadcasting

= Upgrading satellite
communications

= Nurture
sophisticated ICT
staff

= Support ICT
businesses

= ReformsinICT
specialised
education

= Improve broadband
in educational
environments

=  Promote usage of
sophisticated ICT in
educational
environments

=  Promote a one-stop
service system

= Optimise tasks and

= Establish the ubiquitous charter; Relate the charter to WSIS
= Review systems and promote technical solutions

= Solutions for international cooperation for new technologies
= Reflect the Basic Plans for Science and Technology

= PR on major ICT strategies (Council on Economic and Fiscal
Policy, Council for Science and Technology Policy and such)

= Assessment of the world’s most advanced ICT

= Execute periodical comparison between countries

= Supportimprovement of cable television facilities

=  Nation-wide construction of optical fiber networks for
subscribers

= Dissolve mobile phone blind zones

=  Promote upgrade in digital terrestrial television
broadcasting

= R&Dintechnology for large capacity satellite
communications

= Develop programs to nurture sophisticated ICT staff

= Support training in ICT security staff

= Nurture young researchers in the state-of-the-art ICT

= Subsidise ICT businesses

= Breakdown of successful ICT businesses

= Review implementation of subjects on ICT in university
entrance examinations and examinations for teaching
certificates

= Develop and conduct pilot tests for ubiquitous learning

= Develop a high-speed network environment for education;
Nurture teachers who can teach with ICT

= Review the use of terrestrial digital broadcasting in
education;

= Develop educational applications for public broadband
networks thorough out the country

= Develop e-government one-stop services

= Develop and reinforce e-government portal sites

=  Promote optimisation of processing systems for
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Policy points Details Actions

systems authentications regarding IC administrations
=  Promote e-

applications for

administrative

procedures

5.2.5 South Africa

South Africa is presented here as a useful study on the process of development of e-
commerce in a developing country which, like CARIFORUM, has only met with limited
success in the uptake of e-commerce by SMEs.

The start of a formal process for e-commerce development in South Africa was in 1999,
when the Department of Communications in South Africa launched the “e-commerce
debate”. A discussion document was published, a web site launched®® and nine working
groups were set up to explore the key issues relating to e-commerce in South Africa.

The working groups consisted of over 200 professionals, knowledgeable in e-commerce, who
worked on various aspects of e-commerce under the four elements of the well-regarded
OECD framework: Building Trust, Establishing the Ground Rules, Enhancing Infrastructure,
and Maximising the Benefits.

The early attempts at formulating an e-commerce policy ended up being bogged down with
numerous delays, and the process has been criticized as being repetitive. Many volunteers
who had put in lot of time and effort into the process became frustrated at the lack of
progress. The Green Paper was finally published in November 2000 after several e-
commerce initiatives started without a policy framework. The Green Paper turned out to be
in form and substance almost a textual restatement of the e-Commerce Discussion
Document.

In order to speed up the process, by March 2001 the South African government decided to
move directly to legislation in the priority areas including Digital Signatures, Certification
Authority, Domain Name Authority, Cryptography and Encryption, Data Protection and
Privacy, Consumer Protection, Computer Crimes, and Intellectual Property. The Electronic
Communications and Transactions Act 25 of 2002 was passed in August 2002 to give effect
the enabling legal and regulatory infrastructure for e-commerce. The State Information
Technology Agency Act 88 of 1998 was amended in 2002, whereby the agency established
an electronic-services subsidiary and changed its objectives to become the sole information-
technology goods-and-services procurement agency for all national and provincial
departments. The goal of this amendment was to enable IT, data processes and
interoperability between government departments and to deliver services to the public.

In South Africa, a number of business-to-business (B2B) marketplaces have been launched
since 2000, such as Quadrem, an electronic marketplace that serves buyers and sellers in

61
www.ecomm-debate.co.za.
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mining, metals and minerals. The use of online banking in South Africa is very prevalent.
With respect to e-Government, up-to-date content is now available online from state and
local governments. e-Government services offered include "E-file", the South African
Revenue Service's online tax-filing and -payment service for value-added tax, pay-as-you-
earn (PAYE).

With respect to SMEs, the impact of the policy has been much less positive. In an empirical

study on e-Commerce adoption factors in South Africa, Motjolopane (2007) found that:

“Only small sections of businesses and sectors adopted e-commerce. 18 % of businesses out

of a possible 4,500 businesses listed on the Cape Town Regional Chamber of Commerce and

Industry had e-commerce related Websites”. Among the key e-commerce adoption barriers

within SMEs were:

= Negative attitudes

= Lack of knowledge

= Resistance to change

= Lack of management commitment

= Gaps remain between online shopping and the physical experience: Ability to judge
quality, Ease of buying locally

= Privacy & Security concerns

These barriers mirror many of the findings of the CARIFORUM wide survey conducted in this
study.

In South Africa, the ten most significant success factors for e-commerce were:
= “User-friendly Web interface

= Top management support

= Maintaining strong links with customers

=  Ensuring customer acceptance

= Providing up-to-date information, including prices

= Continuous promotions

= Customers can track bookings via booking ID number at any time

= Providing support service via the Web site

= Good technical infrastructure for fast processing

= QOpen system, anyone may access to conduct business.” (Motjolopane, 2007)

Thus, before even looking at issues such as marketing opportunities or cost of
transportation, in addition to the legal and ICT infrastructure, key operational issues to be
addressed in CARIFORUM are managerial education and support, human resource skills for
website development and maintenance as well as customer care and access to technical
infrastructure.

Lessons learned

In South Africa, the lack of clear policies on other aspects of telecommunications, such as
licensing and interconnection, was seen as a bigger problem than a delay in e-Commerce
policy formulation. This is also expected to be an issue in some CARIFORUM countries,
especially in relation to broadband policy.
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Lack of inter-governmental co-ordination was also evident, with overlapping e-commerce
policy processes in various government departments. This can also be seen as a problem
developing in many CARIFORUM countries.

There were also questions on whether the ministry in charge had the expertise to
adequately deal with the many specialised areas of technical legal concern as well as
specialist areas such as trade and consumer protection.

Furthermore, the approach of consensus-building through the e-Commerce debate that was
launched in June 1999 appeared to have produced a type of "policy fatigue" in the industry
by the time the Green Paper was launched for comment. This process soon became
unwieldy, with meetings either cancelled being so poorly attended as to be cancelled. A
lesson learned from the use of consensus-building policy process is that it needs to be
closely managed and speedily concluded or else there is a negative effect on planning
moving forward.

It is worth noting that South Africa implemented priority legislation to provide the legal and
operational infrastructure for e-commerce since 2002, whereas most CARIFORUM States
have very partial implementation or are now in the process of formulating this legislation. It
is submitted that this early adoption on the enabling infrastructure allowed for the earlier
proliferation of e-commerce activities and initiatives in the private sector than in
CARIFORUM and its consequent uptake by the business sector, and without this e-commerce
simply cannot develop among SMEs in CARIFORUM. While larger businesses in CARIFORUM
do conduct business electronically because of necessity (e.g. internet banking, mobile
wallets, electronic cheque clearances) knowing well that the legal protections and
frameworks are not fully in place, SMEs are not about to take that risk. The results of the
survey undertaken in preparation of the strategy reveal that like SMEs in South Africa, the
majority of the SMEs in CARIFORUM appear to lack of knowledge and skills to engage in e-
commerce and lack the interest and/or commitment of management.

6 PROMOTING E-COMMERCE - KEY ISSUES BEYOND
INFRASTRUCTURE

6.1 The Services Layer

Once an acceptable basic foundational infrastructure is in existence, the next pertinent issue
is that of encouraging, developing and enabling internet enabled services. Governments,
private sector organisations and companies around the world have found different
approaches for this; in this section some of the approaches are described and analysed, with
a view to derive lessons for the CARIFORUM e-commerce strategy developed in Part B of this
document.
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6.1.1 Application and Content Development

The axiom “Content is King” is amply demonstrated by the ability of content aggregators
such as Yahoo!, Google, Facebook and You Tube to capitalise upon the need to be able to
access relevant content. The need for increased generation of indigenous or “local” on-line
content (e-content) has been at the heart of passionate debates in the ICT arena, in
discussions as diverse as “Combating the Digital Divide” to “The Transformation into
Knowledge Economies”.

This issue of a country’s ability to produce high-quality, interactive and compelling content is
not simply a matter to be philosophically debated in conferences and talk-shows but is a
clear and present matter of assuring a country’s/region’s current and long-term economic
competitiveness, capacity for innovation and sense of identity.

The policy questions therefore centre on what content will be accessed and how this
content will be made relevant, leveraged, sustained and monetised once awareness and
connectivity are achieved. However, harnessing this capacity to produce content and making
it available such that it can be accessed and possibly traded over the internet is now no
longer an option for the Region — it is a must.

One of the many countries that have gone as far as expounding a specific e-Content policy is
Ireland.®?

6.1.2 Automated Online Customs Services

Fully automating customs and duties systems, speeding up and simplifying transactions for
importers and exporters, is often a critical supporting factor for those engaged in
international e-commerce. A fully automated system reduces paperwork (indeed it can be
entirely computerised), saves significant time and effort, and enhances reliability of service.

Given the obvious benefits of standardising the procedures and data exchanges used by
different countries (so that importers, exporters and transportation companies do not have
to deal with a myriad of different systems), international standards have been developed by
UNCTAD for the automation of such systems using ASYCUDA (Automated System for
Customs Data).

ASYCUDA is deployed in about 80 countries around the world, including in some
CARIFORUM States, and can be implemented in parts of the process, or throughout the
customs service, and can be combined with additional IT tools to further automate and
computerise interactions. Albania, for instance, has developed it to a high level. It began as
stand-alone systems for each Customs office, but in 2008 the process of putting them online
began and it was completed in April 2009 with the migration to a new single database. All
customs declarations are online at this point, with direct electronic payments of taxes and

%2 «p Strategy for the Digital Content Industry in Ireland”,
http://www.forfas.ie/publications/digicontent02/021105 digital content report s.pdf.
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charges. They have now completed a TIR Carnet® online system, and are adding an e-
manifest system beginning with the private company DHL, then moving to containers,
airport cargo, border and inland (‘indent’) operations.

Benefits of such systems are significant, and not just for e-commerce:

= Customs clearance time is greatly reduced, with significant benefits for manufacturers,
transporters and importers;

= There is greater transparency, and the scope for human interaction and hence
corruption is greatly reduced;

= The customs database is more complete, accurate and up to date, for planning purposes;

= The system significantly reduces the effort demanded of government and the statistical
office.

6.1.3 Support for Electronic Payments Systems

In the early stages of e-commerce development, in some countries when the banking system
is underdeveloped, some firms have found it useful to use partners abroad to deal with
payments aspects. This was a common approach for firms for instance in Vietnam, and could
be a useful tactic to get around the limitations of financial institutions in some places.®*

However, government may also have to negotiate strongly with financial institutions not
simply to provide electronic payment services but to ensure they are easy to use and
affordable for SMEs. Both regulatory requirements and incentives can be used.

In 2006 an OECD report reviewed the issues arising in relation to online payment systems for
e-commerce® It identifies a range of impediments on the demand (consumer) and supply
(business/regulation side), and outlines some of the solutions that have been tried
elsewhere. An Annex includes a host of government initiatives related to electronic
payments and settlement.

6.1.4 e-Commerce Guides, Handbooks and Information Websites for SMEs

Practical guides and information websites are among the most common means of spreading
information and offer an initial level of training and support to those interested or
potentially interested in e-commerce. They are produced and disseminated by government
and private sector organisations and in some cases by commercial enterprises.

® The TIR Carnet is a customs transit document used for covering duties and taxes during the international
transport of goods.

% See e-Commerce in the Asian Context: Selected Case Studies (eds) Renald Lafond, Chaitali Sinha. International
Development Research Centre Institute of Southeast Asian Studies. “Impact of Policy on Development of E-
Commerce in Vietnam” Tran Ngoc Ca. http://www.idrc.ca/en/ev-72689-201-1-DO_TOPIC.html

® Online Payment Systems For E-Commerce, Directorate for Science, Technology and Industry, 2006.
http://www.oecd.org/datacecd/37/19/36736056.pdf.

PROGRAMME TO ENHANCE THE ESTABLISHMENT OF E-COMMERCE REGIMES E-COMMERCE STRATEGY PAPER
AND THE ADOPTION OF E-COMMERCE BY SMES IN CARIFORUM (RPTF/ECOM/10/09) PAGE 110


http://www.idrc.ca/en/ev-72689-201-1-DO_TOPIC.html�
http://www.oecd.org/dataoecd/37/19/36736056.pdf�

Among the most popular are step-by-step guides to implementing e-commerce outlining the
supports and resources available. Enterprise Ireland offers guides to from beginners to
advanced users, including numerous case studies and lists of service suppliers at each step.®
Another basic introduction is produced by a professional association of e-enterprises.®’
Specific guides for more advanced e-commerce users are also used. Any number of topics
can be zoomed in on, including using international electronic portals®® and guidelines for
interacting with international customers, including consumer legislation, data protection and
other issues.*® More generally a website dedicated to all aspects of e-commerce is a useful
tool for gathering together a range of information on from legal issues to ICT suppliers,
consultancy companies and links to international portals and e-trading sites.”®

6.1.5 e-Commerce Training Programmes

High quality training programmes in e-commerce, including building the capabilities of

industry trainers, important in the early stages of e-commerce, are often available from the

private sector and some of the associations such as eConsultancy (see below). Countries

must prepare their citizens to benefit from development of the e-commerce industry. From

a purely technical point of view, e-commerce requires information technology and

telecommunications skills, but just as important are business skills. This requires very strong

educational programmes focused on IT and business. Skills transferred in such training

programmes usually include the following:

= Basic IT/clerical skills include use of word processors, spreadsheets, database
management, accounting software and order tracking.

= Advanced IT skills including network management, hardware and software
implementation, systems analysis and systems administration.

= Business management skills include business planning, budgeting, financing, business
law, project management and reporting.

= Change Management

6.1.6 e-Commerce awards and quality assurance schemes

A number of countries have introduced e-commerce awards scheme, to highlight and
encourage achievement. Awards are considered primarily to be a part of an awareness
raising campaign, contributing an element of incentive.

The UK’s e-commerce award scheme ran from 1999 to 2005, and claims to have generated
extensive interest. Sponsored by private sector and public bodies there were six categories
of winners with cash awards and significant publicity.”*

% See http://www.enterprise-ireland.com/ebusinesssite/guides/how to guides index.asp.

%7 See http://econsultancy.com/reports/e-commerce-a-beginner-s-guide.

® Discussed below and see http://www.emarketservices.com/clubs/ems/artic/HandbookEnglish.pdf.
% See http://www.treasury.gov.au/contentitem.asp?Navid=014& ContentID=1083

& Industry Canada’s Website is here: http://www.ic.gc.ca/eic/site/icl.nsf/eng/h 05229.html.

" For more information see http://www.ecommerce-awards.co.uk/.
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An award initiative of a different nature is the Austrian ‘e-Commerce Trust Mark’, a scheme
in which e-commerce suppliers are awarded a quality mark if they match up to criteria of
service delivery, security, customer service and so on. It has pro-active elements and offers
assistance to e-commerce providers in designing their websites and conforming to
standards.”?

6.1.7 B2B International Electronic Market Portals

B2B electronic markets connect a large number of suppliers to a large number of buyers,
using a Web browser. An example is the eMarket Service, funded by the trade promotion
organisations of Australia, Holland, Iceland, Italy, New Zealand, Norway, Spain and Sweden.
The goal is to make it easier for companies to find and use electronic marketplaces for
international business. It offers a handbook to those wanting to take up e-commerce, a
directory of e-marketplaces globally, and a guide to assess what an e-market suits or not.”?

Box 8:Main trading functions on B2B portals

Supplier directories and search engines help buyers to find new suppliers and help sellers to get leads. They
are databases of suppliers, searchable by products or services offered by the supplier. Sellers can get listed in
such databases to be found and to get leads. The benefit for buyers is a clearer view of potential suppliers for
markets and regions they are not familiar with. A user-friendly example that serves a number of European
countries is Wer liefert was?™*.

Tendering services allow users to announce calls for tenders to a large number of potential suppliers. Some
also provide basic support for the tendering process, but most just publish the call. There are public tendering
databases that aggregate the calls for tenders from several government institutions, and there are open
tendering platforms which enable any company or public institution to announce calls for tenders, often in a
particular industry. Tenderlink http://www.tenderlink.com/ is the largest such service covering Australia and
New Zealand, and also includes some assistance.

e-Commerce Classifieds help buyers and sellers to trade discrete products. They display offers of specific
products for sale, sorted by type, the brand or even the seller. They resemble “for sale’ sections in newspapers
or trade magazines and are often focused on an industry or a certain range of products. Some classifieds
services — the best known being eBay — also provide a functionality to negotiate prices, e.g. via an auction. They
are often sectorally focused such as Fordaq’>, which is focused on buying and selling timber and wood
products. But the eBay specialist business website amongst others covers just about anything.”®

e-Commerce Auctions help sellers get the right price for products ranging from fish and flowers to chemicals
and patents. Auctions can also be used to get rid of surplus assets and offer buyers the opportunity to find a
bargain. Often they combine online and offline auctions, where traditional auction houses also make their
auctions available online, either by themselves or in cooperation with internet platforms. Most of these
services are more than just a B2B internet platform. They should rather be regarded as auction full service
providers. Pefa’’ is one of the largest fish auction websites in Europe.

Reverse auctions, also called sourcing auctions or buyers’ auctions, help buyers to find the cheapest supplier

2 A brief description in English can be seen at: http://ec.europa.eu/enterprise/sectors/ict/files/ebsn/best-
practices/austria en.pdf.

3 See http://www.emarketservices.com/start/Home/index.html?cl=ems.

" 1t can be found at http://www.wlw.de/com/index wlw en.html.

5 http://www.fordag.com/.

78 http://business.shop.ebay.com/.

" http://www.pefa.com/
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for a contract. Within the auction, potential suppliers lower their bids and underbid each other until the
supplier with the lowest bid wins the contract. Reverse auctions often take place on dedicated internet
platforms, but they can also be found as part of larger B2B internet platforms or as an element within
enterprise software for supply management.

Source: Adapted from e-Market Service Handbook

6.1.8 Partnering to build the e-Commerce User Base

Serbia offers an interesting example of a partnership led by the Chamber of Commerce and
including Diners Club bank and several government departments. A secure electronic
signature had already been introduced in Serbia for online interactions with both
government and business, based on smart cards. The problem from the Chamber of
Commerce’s perspective was getting businesses to use them, especially as the cards
themselves, complete with readers to plug into a computer, cost money. The Chamber, a
strong proponent of e-commerce, believed that a certain critical mass of business users was
needed before services could become viable.

It formed the partnership as an innovative means to distribute for free up to 20,000 e-
signature cards/readers to SMEs by March 2010. The cards can be also be used, for a small
fee, to submit and pay VAT returns online (the VAT office receives a small proportion of the
fee) and to interact with government concerning employment registration.

Diners Club is paying for the cards and readers, as the cards themselves can double as Diners
Club credit cards. Diners Club had been seeking to expand its customer base in Serbia and
the partnership offered a unique means of recruiting up to 20,000 of the most innovative
SMEs. Their expectation is that many of the SMEs, although under no obligation to do so,
will begin to use them as such.

Diners Club also further facilitated e-commerce among the SMEs. In the past major banks
have required guarantees of up to €200,000 as a condition for opening an e-commerce
account for online sales, a sum beyond the reach of most SMEs. Diners Club, in this scheme,
is willing to offer them the service for a guarantee of about €10,000.”®

Box 9: A Regional Example: The e-Business Roundtable in Trinidad and Tobago

The e-Business Roundtable is a Trinidad and Tobago Cabinet Appointed Standing Committee which acts as both
a ‘Think Tank’ as well as an action oriented group. It is a private sector led partnership with government that
aims to map out a strategy for Trinidad and Tobago’s economic growth and success by focusing on leadership,
opportunity recognition, innovation and revenue generation through the use of Information and
Communication Technologies (ICTs) in business.

The Roundtable aspires to be the premier organ for leading the coordination and execution of the Trinidad and

National e-Business effort within the next period. Launched in October 2006, the Roundtable will continues to

work toward its critical mandate which includes:

= To influence Government’s ICT policy and facilitate the development of Trinidad and Tobago's internet
economy.

= To act as a pool of private sector expertise available to assist in the development of existing enterprises as
well as the identification and promotion of new domestic, regional and international business

"8 This is from an eSEE Publication, forthcoming. See www.eseeinitiative.org
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opportunities

=  To work with the various Industry Associations to explore the potential for ICT as a sector-level catalyst for
the enhancement of foundation industries such as, Financial Services, Energy, Tourism, Culture/
Entertainment, Fisheries Management and Agriculture.

= To inspire Trinidad and Tobago business and citizens to grasp the opportunities presented by network
technologies, including the internet.

=  To identify new and emerging human capital development requirements to support Trinidad and Tobago’s
increased levels of ICT-driven innovation.

The Trinidad and Tobago e-Business Roundtable is comprised of executive representatives of Business
Chambers, Academia, Government, the Banking Sector, the ICT Sector and the Small Business Sector.

6.1.9 B2C e-Commerce Support Platforms

A business to customer e-commerce platform can be built to act as a ‘shop window’ for a
group of SMEs producing related products for a given type of customer. Small rural
enterprises using traditional skills, for instance, may be targeted for this kind of support
action, offering them the marketing, electronic payment and delivery components of e-
commerce. Examples might include skilled artisanal products such as jewellery, textiles or
ceramics which have the advantage of being relatively small, non-perishable and of high
value. The longer-term objective may be to create a sustainable e-commerce platform,
either owned by the producers or as a separate entity; or to act as a form of ‘incubation unit’
for the skills and technologies needed for the more successful SMEs involved to develop
their own e-commerce activities.

An example can be seen in India, where several platforms for skilled artisanal workers to
collectively market their goods were piloted.”®

6.1.10Peer Support Networking for e-Commerce

A peer support network for e-commerce brings together those involved in e-commerce to
exchange experiences and ideas, build up their own market interactions and, in some cases,
employ staff to develop a wide range of support services such as training, events
organisation, publications, and consulting. Peer support networks are particularly useful
when those involved are on a learning curve, and are encountering challenges of a
somewhat similar nature.

Some are large enough to be commercial operations in themselves, such as eConsultancy®
which charges an annual fee for different levels of membership, and claims a total global
membership of over 80,000. Smaller scale regional networks can also make be suitable.

" See http://www.idrc.ca/en/ev-72689-201-1-DO TOPIC.html.
80
http://econsultancy.com/.
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6.1.11Financial and Tax incentives

Tax incentives are also used quite widely to encourage e-commerce.

= Malta’s Ministry of Information Technology and Communications offers €12,000 in tax
credits to any business producing an e-commerce-enabled website

= To develop Singapore as an e-commerce hub, e-commerce companies are eligible for a
reduced tax rate of 10% for a period of five years on the income derived from e-
commerce transactions with parties outside Singapore.

Providing funding through micro-financing facilities, including incentives to target SMEs,
might also be a possibility.

6.2 Industry Formation: The Next Stage

The next level of actions is distinguished by its emphasis on creating or attracting entirely
new economic actors, industry sectors or economic zones enabled by ICTs and engaging
from the outset in e-commerce as a central more of doing business. They represent a stage
beyond simply encouraging existing actors to move towards e-commerce, and a deeper
stage in its adoption. It should be emphasised, however, that these actions can be planned
and initiated alongside those above. They include:

= Supporting the emergence of supply-chain integration;

= The emergence of Cyberparks, e-Commerce Technology Zones and ICT Enabled Clusters;
= Designing and Implementing an e-Commerce Sector-Specific Strategies.

6.2.1 Supply Chain Integration

The exchange of commercial electronic data between companies already in business
together is, despite the fact that it does not appear on the open market, a critical form of e-
commerce, and is already a vitally important component among larger companies in
establishing international supply chains and trading partners. Essentially it involves the
integration of specific components of the electronic information flow of companies, buyers
and sellers. Smooth electronic data flows between buyers and sellers can significantly
reduce order-to-delivery times (and often form the basis of ‘just in time’ production
techniques), simplify transactions, and encourage trust between partners.

There are a number of hubs for B2B integration, developed with the support of government
policy. Elemica® for instance offers the service to the chemical and related industries, such
as tire producers, facilitating order processing and supply chain management of contract and
repeat transactions. Most larger companies connect their backend systems directly to
Elemica, but for SMEs or those unwilling to connect directly, Elemica offers a web front-end.
The Elemica Website offers case studies, as also does IBXnordic, another B2B system
integrator.82

8 http://www.elemica.com
8 http://www.ibxnordic.com/ibx-supplier-overview.aspx
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6.2.2 Technology parks

Thriving technology parks or “cyberparks” have been an elusive goal for many economies.
These assets are designed to strengthen local ICT businesses and attract foreign companies
by creating a microcosm of efficiency and connectivity that surpasses the business
environment in the rest of the country. When parks are customised for a specific sector, they
also promote the type of clustering and shared services, information and resources that
foster competitiveness.

e-Commerce Enterprise Zones are also deployed to offer incentives to companies to invest:

= The state of Oregon in the United States offers a tax incentive to those locating in an
Electronic Commerce Enterprise Zone. Qualifying businesses can gain a credit of up to
USD 2 million per year, in addition to property tax savings (for which personal property,
equipment and machinery used in e-commerce more readily qualifies for standard
enterprise zone exemption). This income tax credit amounts to 25% of annual capital
investment in assets that serve e-commerce operations inside the enterprise zone.
Unused credit amounts have a carry-forward period of five additional years.®

= The Netherlands Antilles offers a corporation tax rate as low as 2% in its e-commerce
zone, and a number of other incentives.®*

= Box 10 provides further details about the Tamana In Tech Park in Trinidad and Tobago.

Box 10: The Tamana In Tech Park in Trinidad and Tobago

Trinidad & Tobago has been pursuing its own customised version in the form of the Tamana InTech Park. This
specialised infrastructure project, led by eTeck, has an ambitious agenda:
“this Science and Technology Park will be central to the creation of the leadership that will shape
the next economy and by extension, the quality of life in Trinidad and Tobago. It will be the hub
for new communities and a Central Business District like no other. Its impact and influence will
stretch beyond its boundaries into the very core of our socio economic advancement”®

The Tamana InTech Park has been designed to advance these goals. Its current layout hosts a wide range of

inputs that are potentially valuable to technology firms and the high-skilled workforce they will require,

including various high-technology “zones” customised to specific sectors, and a new campus for the University

of Trinidad & Tobago (UTT). Specific inputs include:

= A computer-related zone will engage in data processing, software development, programming and
business processing

= A high-value manufacturing zone will have technology-based and specialised manufacturing

=  The agro-industrial zone will cater to food and organic farming as well as agro-industrial and forestry
activities

= A mixed-use and services zone will provide technical support and maintenance, media consultancy, and
healthcare

= A university complex, housing UTT and R&D activities

=  The park & community service centre will provide recreational children facilities, nature and historical
centres, and amenity areas

= A Moriche Palms interpreting Centre

= A Community outreach Facility, an Auditorium and a Leadership Circle

8 See http://www.areadevelopment.com/stateResources/oregon/Oregon-Direct-Financial-Incentives.shtml.
8 See http://www.offshore-e-com.com/asp/story/story.asp?storyname=2598
8 eTeck, Tamana InTech Park Promotional materials; and http://www.eteck.co.tt/2eng/default.aspx
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6.2.3 ICT Enabled Clusters&®

A cluster is a group of interconnected economic and research

institutions faced with

common opportunities and threats, usually co-located in a particular geographic region. The
development of clusters based on a platform and foundation of ICT has been a key factor in
the acceleration and success of economic initiatives globally. Nations around the world have
long known and been experiencing the benefits of clusters such that these are a prominent
feature of every advanced national economy. This is due to the fact that clusters:

specific management skills, training and workforce synergies etc
create a conducive ground for the development of inter-firm

give rise to external economies (e.g. specialised technical and financial services, sector

J;

cooperation and public-

private partnerships, to promote local production, innovation and collective learning;

can act as the drivers and beneficiaries of R&D initiatives;

contracts both at the local and international levels.

exceed the scale of individual firms allowing the cluster to collaboratively service larger

If we take for example the United States; the US is not a competitive nation. It is a nation of

competitive clusters (see Figure 66).

Figure 66: Competitive US Clusters®’
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Some of the specific strategies for catalysing a Regional Technology Cluster (or any industry

specific cluster for that matter) include:

¥ This section is taken (in some cases verbatim) from the Article “Building an Education Cluster in T&T” by
Atiba Phillips, in: CONTACT magazine June 2009: http://www.contact-tt.com/index.cfm?Content=620

¥ OTF Clusters and Competitiveness Report 2008
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Attracting Globally-Renowned Anchor Companies to Operate Domestically: Since Intel’s
decision to invest in Costa Rica in 1996, the case of the global electronics giant choosing the
tiny country to locate its USS300 million semiconductor assembly and test (A&T) plant has
been widely recounted in the field of investment promotion. A seemingly unlikely match, it
is now known that Costa Rica identified a close fit with Intel through meticulous research,
and then demonstrated with precision how the country’s investment climate would adapt to
meet the project’s requirements. This was accomplished with the active involvement of the
highest levels of government in a short timeframe against an impressive list of competitive
locations.®

Such world-renowned institutions bring with them world-class technology enabled learning
infrastructure, teaching pedagogy, operational best-practices and not to mention their
globally-recognised brand - immediately making the country or Region into which they invest
stand out in the realm of the global business and technology landscape.

Upgrading Sector-wide Infrastructure: Single domestic (or even international) ICT or e-
commerce companies can seldom successfully compete in the global marketplace and win
on their own. An innovation or technology cluster will rely on diverse inputs and
infrastructure elements — including ICT, security, utilities, physical infrastructure, intellectual
property regulation, highly skilled human capital and financing — in order to be successful.
Upgrading therefore must be looked upon not in the context of individual institutions but in
the upgrading of the cluster as a whole.

Identifying Specific Focus Areas (for e.g. education sub-clusters in energy, tourism,
agriculture, financial services, or ICT): Knowledge-based industries which develop deep and
specialised capabilities to serve the most demanding of customers, are much more likely to
be fuelled by higher-skilled, higher-paid workers and tend be significantly more profitable
than clusters that compete on costs rather than true differentiation. It is through the
channelling of finite resources into the development of niche expertise in specific strategic
areas — possibly those in which the Region already has a competitive advantage — which
allows countries to sustainably compete within the global arena.

6.2.4 A Sectoral Approach to e-Commerce

A comprehensive sector-specific approach to enabling e-commerce has been pursued by
many governments. From about 2000 on, Australia, the UK, Singapore, Hong Kong, Thailand
and others recognised that some sectors could potentially benefit significantly from e-
commerce but that market incentives in the sector were unlikely to bring about widespread
adoption, at least at a pace that might enable the use of e-Commerce to secure a greater
market share. Furthermore it was not regarded as a zero-sum game — if the sector as a
whole adopted e-commerce, the rate of potential business growth from the global market
would mean that all firms could benefit.

8 http://www.fdi.net/documents/WorldBank/databases/investing in development/intelcr/
casestudiesintel.pdf
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A sector-specific or sector-based approach sets out to cultivate an e-commerce culture
among businesses in the sector through a number of actions, usually undertaken in close
partnership with industry associations or other relevant partners.

The first involves an analysis of perhaps a large number of sectors to understand their
dynamics in relation to e-commerce, including the intra-sector and extra-sectoral supply
chains, and the current level of uptake and potential for growth. In those sectors selected for
in-depth study, the analysis proceeds beyond macro-level considerations to micro-level
scrutiny of firms exploring the business case for e-commence, and identifying barriers and
possibilities.

Within selected priority sectors, a coherent approach is then taken to building an e-
commerce dynamic. The government role is more “as an honest broker in facilitating the
collaboration of stakeholders across industries to increase e-commerce uptake."89

It might begin with awareness-raising and education on the specific benefits of e-commerce
identified for the sector. Actions to encourage a collaborative approach are taken, including
opportunities for firms to meet — seminars, focused conferences, workshops — and
collectively consider the advantages and build relationships among each other along the
supply chain, involving industry associations as intermediaries and agents of change.

The process is then further encouraged through the provision of supplying a selection of
actions outlined above such as consultancy support, specific incentives, training manuals,
trading Websites and so forth.

The sector-specific strategy to e-Commerce has obvious relevance to the Caribbean region
as a whole, for instance in sectors such as tourism where global, more than national,
competition drives the markets.

7 SUMMARY: FACILITATORS AND BARRIERS FOR ADOPTION OF E-
COMMERCE BY CARIFORUM SMES

As mentioned previously, studies in developed counties indicate that the knowledge and
commitment of owners or managers play a key role in whether SME’s engage in e-
commerce. This has also been the finding of the survey and stakeholder consultations: SMEs
tend to have concerns about return on investments that may lead owners or managers to be
reluctant to make substantial investments when short-term returns are not guaranteed. The
barriers related to the characteristics of the organization, which affect adoption of e-
commerce relate to the current level of technology usage within the organization, low use of
e-commerce by customers and suppliers, concerns about security aspects, concerns about
legal and liability aspects, high costs of the development of computer and networking

% B2B e-Commerce: Capturing Value Online, National Office for the Information Economy, Government of
Australia. Chapter 4, Introduction. http://www.archive.dcita.gov.au/2001/10/b2b e-commerce
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technologies when moving towards e-commerce, limited knowledge of e-commerce models
and methodologies, and the perception of the lack of value means that many SMEs remain
unconvinced about adoption of e-commerce.

Second, the communications and technology infrastructure affects the adoption to a large
extent as adoption is more prevalent in countries with good technological support and
sound infrastructure (Tan and Teo, 2000). Lack of human resources and skills, set-up costs
and pricing issues, and concerns about security tend to be inhibiting factors. SMEs’ adoption
of e-commerce depends mainly on their perceptions of the opportunities afforded by it and
the relevance of those opportunities to their business (OECD, 1998).

SME e-commerce research conducted for developing countries which possess different
economic, political, and cultural climates have been more limited and identifying the
differences is an initial step to understanding of the process of technology adoption. While
e-commerce in developed countries takes advantage of the well-developed infrastructure,
regulatory environment, and abundant internet buyers, developing countries need to find
ways to overcome the many challenges found in their environment. A study in Thailand
revealed that the lack of electronic legal framework and payments systems act as inhibiting
factors to engage aggressively in e-commerce (Laosethakul & Boultan, 2007). Cloete et al.
(2002) in their study of SME adoption of e-commerce in South Africa found inhibiting factors
such as lack of access to computers hardware and software; lack of telecommunications at a
reasonable cost; low e-commerce use by competitors and supply chain partners; concerns
with security and legal issues; low knowledge level of management. Likewise, in their study
of e-commerce in China Dedrick and Kraemer (2001) found the low diffusion of computers,
high cost of Internet access, and a lack of online payment processes to directly inhibit e-
commerce while inadequate transportation and delivery networks, limited availability of
banking services, and vague taxation rules acted as indirect inhibitors.

The above analysis has shown that all of the above is also true in CARIFORUM countries
where both internet penetration rates are low and access costs are high. CARIFORUM
countries therefore need to invest both in the technical and legislative infrastructure in
order to facilitate e-commerce.

Cultural barriers in some countries may also exist to reject the acceptance of e-commerce as
a way of doing business (Bingi et al., 2000). For instance, in countries like Sri Lanka and India,
shopping is a social activity, and personal face-to-face contact with vendors is seen as an
important part of the shopping experience. Lack of trust in revealing personal and credit
card information is an e-commerce issue in any country and it could become a serious
obstacle to e-commerce growth (Anigan, 1999). It is to be noted that public opinion surveys
in the United States and Canada show high anxiety levels over privacy and, in particular, over
the way new information technology can erode privacy. In small countries such as
CARIFORUM this is even more of an issue: the survey and consultations revealed this as a
key inhibitor to the use of e-commerce both by SMEs and consumers. The lack of developed
legal and regulatory systems inhibits the development of e-commerce.
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PART B: STRATEGY

1 AN E-COMMERCE STRATEGY FOR CARIFORUM - OVERVIEW

1.1 The Status Quo

The findings of the analysis undertaken in Part A of this document can be summarised as
follows:

The telecommunications infrastructure in some CARIFORUM States suffers from
insufficient broadband availability and/or at an affordable price and would benefit from
a more liberalised telecommunications environment.

The legal and business environment in many CARIFORUM States lack clarity in the
predictability of the application of the rule of law, the investment or incentive
environment toward research and development, as well as the level of accomplishment
and interconnectivity of the banking sector (including the availability or lack of access to
electronic payment facilities).

Privacy and trust are insufficiently guaranteed in CARIFORUM, due to an only partial
existence of data protection and other security legislation within the region, the lack of
awareness of consumers about their rights, options and alternatives, the lack of
mechanisms to indicate the level of risk associated with transactions, as well as the lack
of infrastructure to deal swiftly with any occurrences of cyber-crimes.

Human resource capacities for e-commerce are highly constrained. Most SMEs are
currently incapable of accessing the strategic, managerial and technical talent required
to properly assess and effectively implement e-business alternatives/solutions.

There is a lack of full ability to create indigenous high-quality content which can be
shared across different platforms as well as the availability to public e-content for private
sector re-use. The availability of such content and services would be a key requirement
for many national and regional-level e-commerce policy initiatives.

Regarding e-government, there is a lack of overarching policies, legislation and planning,
lack of e-payments systems to and from the public, lack of existence of policies to
encourage interoperability, problems with co-ordination between governmental
departments.

The e-commerce strategy as proposed in this document will need to address the issues listed
above.
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1.2 The Vision

The vision which the CARIFORUM e-commerce strategy pursues is that SMEs in the
CARIFORUM actively engage, without being restrained by legal or technical bottlenecks, e-
commerce in their domestic, regional and international business. The use of e-commerce
has created a virtuous circle through the strengthening of CARFORUM SMEs’ international
competitiveness.

Specifically, the target situation which the CARIFORUM e-commerce strategy aims to help
achieve has the following characteristics:
= The Legal and Business Environment — a predictable and transparent legislative
framework, harmonised with best international practices, allowing for the ease of doing
business electronically while providing the required protections. Access to quality
electronic payment facilities and information security services.
= The Telecommunications Market and Infrastructure — A de facto liberalised
telecommunications environment and the wide availability of high quality, high speed
and affordable broadband access.
= Privacy and Trust — The existence of relevant data protection and other security
legislation, the awareness of consumers about their rights, options and alternatives,
mechanisms to indicate the level of risk associated with a transaction as well as capacity
and infrastructure to deal swiftly with any occurrences of cyber-crimes.
= Human Resource Capacity — the availability of strategic, managerial and technical talent
required to effectively implement e-business alternatives/solutions. The promotion of
relevant training programmes to address this skills gap.
= Content and Services — the ability to create indigenous high-quality content which can
be shared across different platforms as well as the availability to public e-content for
private sector re-use.
= E-Government — Government to use its size and status as the largest single provider of
services to the economy to act as a Model User, leading by example through its own use
of e-commerce/e-business techniques in the delivery of its services. Both at the national
and regional e-Government Strategies implemented that will outline the objectives and
processes for the modernization of Government:
0 As a means towards: enhancement of transparency, accountability and good
governance;
0 Making the Government more result-oriented, efficient and public focused;
0 Allowing members of the public and business to access Government Services
and Information in an efficient and effective manner
0 Increasing the use of e-commerce by members of the public.

1.3 Elements of the E-Commerce Strategy

The analysis undertaken in the first part of this document suggests that a multidimensional
strategy is required to enhance SMEs’ use of e-commerce in the CARIFORUM countries. This
means that both technological upgrading, drafting of appropriate legislation and regulations,
and capacity building and awareness raising of both the public sector and SMEs will be
necessary elements of the regional e-commerce strategy.
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The e-commerce maturity framework introduced in the first part of this document (see
Figure 1 on page 5) provides further help in structuring the different elements of the e-
commerce strategy. It suggests that the starting point is at the physical and technical
infrastructural level. Building on this, if the commensurate regulations and policies for e-
commerce are not in place, e-commerce cannot strive. Therefore, an appropriate legal and
regulatory framework must be laid down. But ‘softer’ infrastructure such as citizen
awareness is also a requirement from an early stage.

Once this fundamental platform has been achieved, application and content services begin
to proliferate. The availability of relevant services serves as a catalyst to widespread ICT/e-
commerce adoption, and a formal ICT industry/sector begins to develop. Eventually, if
appropriate policy actions continue to be pursued, the economy will become a net exporter
of both knowledge and physical products, enabled by the advanced use of the tools and
methods of e-commerce/e-business.

The e-commerce maturity framework thus presents a logical approach to tackle e-commerce
issues in a strategic way. Logically the bottom level (infrastructure) is needed before
implementation of the level above this (service) and so on.

Because CARIFORUM countries are at different stages of development the framework is
designed such that individual territories can determine their current state and move to
implement the appropriate strategies. Additionally, depending upon the level of
development of a nation with regard to the framework certain issues can be tackled
horizontally across the CARIFORUM region. Thus there is no fixed sequencing for the region
or even individual countries but a general guideline may be taken from the maturity
framework.

Given the findings of the analysis in Part A of this document and the breadth of issues that
need to be addressed, eight major interventions are proposed. Most of these relate, for
obvious reasons, to the bottom three levels, infrastructure, services, and industry formation.
The proposed strategies are:
= Strategy Axis A: Improving the technical and legal infrastructure for e-commerce

1. Strategy for telecommunications infrastructure/broadband

2. Strategy for regional mobile broadband and m-payments

3. Regional IXPs/interconnection strategy

4. Strategy for common approach to e-commerce legislation in CARIFORUM
= Strategy Axis B: Supporting CARIFORUM SMEs to engage in e-commerce

1. Strategy for an e-business regional support agenda

2. Aregional support programme for the services layer

3. Strategy for regional ecommerce capacity building and e-commerce solutions

project
4. Strategy for software development training and universities

The strategies are described in the following 